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Abstract
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thermore, we express controlled information release in terms of partial equivalence
relations (per models, for short) in the style of a stream of similar studies for impe-
rative and multi-threaded languages. We show that the controlled release property
is compositional with respect to most operators of the language leading to efficient
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systems.
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1 Introduction

A central challenge in information security of multilevel systems is the protec-
tion of sensitive data and resources from undesired access while also permitting
information release whenever appropriate. Indeed, real-world applications of-
ten release bits of information as part of their intended behavior. For instance,
when two high level users communicate through an encrypted channel, as in
the case of a purchase protocol, secret information is revealed whenever a con-
dition, such as “payment transferred”, has been fulfilled. Another example is a
password checking program: some information about the password is released
even if a log-in attempt fails, since an attacker may learn whether the inserted
sequence coincides or not with the password. (See Example 34 in Section 5 for
a formalization of this example in the m-calculus framework.)

In order to permit systems to leak information by design, information flow
controls often include some notion of downgrading, which allows trusted en-
tities to declassify information from a higher to a lower security level. In the
presence of downgrading, a satisfactory security policy should allow controlled
forms of information release that weaken the rigid restrictions of classical non-
interference properties. A number of definitions and analysis for different kinds
of information release policies over a variety of languages and calculi have been
recently proposed. The reader is referred to the work of Sabelfeld and Sands
presented in [1] for a road map of the main directions of the research on this
topic.

In this paper we study the downgrading in the m-calculus framework: we de-
velop a general theory of a relaxed notion of noninterference for the m-calculus,
which allows information to flow from a higher to a lower security level through
a downgrader. In the m-calculus a piece of information is just the name of a
communication channel, and such a name can be used to access that channel
(in read or write mode) and to communicate it to other processes. Accord-
ing to this model, in the m-calculus the noninterference principle is centered
around the behavior of processes, i.e., on their (dynamic) abilities of reading
and writing through channels, rather than on the value of input or output
variables as in the imperative framework.

There exists a quite extensive literature on type-based proof techniques for
noninterference in the m-calculus (see, e.g., [2-6]), but none of these works
deals with downgrading. Their main result is a soundness theorem stating
that if a system is well-typed, then it is interference free. Moreover, a common
feature of these works is that type systems are actually part of the definition of
noninterference, in that both the observation of the system and the observed
processes are constrained by types.



In the present paper we follow a different approach where the security pro-
perties of a process are checked by reasoning on its operational semantics
(i.e., its behavior), rather than by imposing typing constraints. We study the
controlled information release property, which generalizes noninterference by
allowing secure downgrading of information through an explicit declassifica-
tion operation. As discussed above, even in the case of downgrading we part
from the approaches followed by functional and imperative languages, where
the objects of declassifications are expressions built from the value of high
variables. Instead, given a m-calculus process, we declassify part of its behav-
ior, that is, some of its read/write actions. Such a new property scales to
noninterference when downgrading is not admitted.

More precisely, in order to deal with downgrading, we enrich the standard
m-calculus with a family of declassified actions of the form decsa(z:T) and
decs a(b) with & belonging to a complete lattice (X, <) of security annota-
tions. We call the new language the Dec w-calculus. The intuition is that only
programmers may enable the downgrading of secret information, while exter-
nal entities cannot synchronize on declassified actions. If a is a channel of a
security level o with § < o then decsa(z:7T') is an action declassified to the
lower level 0 which can be used by the programmer to specify an “escape
hatch” for information release, i.e., to allow information arising from this ac-
tion to flow downwards up to level 4. The same holds for the write action

decs a(b).

It is worth noticing that we could have used the dec constructor to declas-
sify names rather than actions. However, since in the standard w-calculus a
name represents a channel, a declassified name would be a channel over which
only declassified actions are allowed. Hence, by declassifying actions instead of
names, we obtain a more flexible, finer-grained, downgrading mechanism that
allows programmers to interleave declassified and non declassified actions over
the same channel (e.g., see Example 11 in Section 4, and Example 34 in Sec-
tion 5).

In our theory the use of types is much lighter than in the previous works
on the security for the m-calculus. In particular, the only typing constraint
we impose is that values at a given security clearance cannot flow through
channels with a lower security level and that an action of a security level o
can be downgraded only at a lower level §. Such a typing discipline ensures
that information does not directly low from high to low in an uncontrolled
manner, however, intentional release is explicitly specified through the use of
declassified actions. Being so light-weight, the type system does not deal with
implicit flows and thus we do not use it as a proof technique for our security
definition. On the contrary, we characterize the controlled release property in
terms of the actions that typed processes may perform.



Our approach generalizes previous ideas, mainly developed for CCS (see [7]),
to the m-calculus, where new difficulties arise due to the presence of scope
extrusion. The contribution of this paper is twofold: (i) we develop a rich and
elegant theory of controlled information release for the m-calculus enriched
with a downgrading primitive and (i7) we provide a number of sound and
complete characterizations of secure processes, which can be exploited in the
design of efficient verification techniques.

The controlled release property we are going to study is based on the notion
of process behavior relative to a security level ¢. In particular, we define a
family of typed equivalences for the Dec w-calculus indexed by an observation
level o, namely o-reduction barbed congruences (see [8]). Two processes P
and () are g-equivalent in the type environment I', written [I' £ P =, @, if
they exhibit the same o-level behavior, i.e., they are indistinguishable for a
o-level observer.

A o-level observer is formalized as a o-context, i.e., a well typed context which
can interact with the observed process only through channels of level at most
o, independently of downgrading. We require =, to be a congruence for all
o-level contexts.

We also develop a proof technique for =, in terms of a quite natural bisimi-
larity on o-actions defined on typed labeled transition systems. A typed LTS

is built around typed actions of the form I'> P —a>5 ["> P’ indicating that
in the type environment I', the process P performs the action a of level §
and evolves to P’ in the possibly modified environment I''. We prove that two
processes are o-barbed congruent if and only if they are bisimilar on typed
actions of level o.

Relying on this equational theory for the Dec m-calculus, we introduce the o-
controlled information release property CR(2,) for typed processes, which is
inspired by the DP_BNDC' property defined in [7] for CCS. As stated above,
the controlled release property is built upon a declassification model that al-
lows programmers to intentionally release sensitive information in a controlled
way. In particular, only internal system components are allowed to downgrade
sensitive information, therefore we model external attackers as high level pro-
cesses which can not enable the declassification, i.e., can not perform down-
graded actions. We say that a process P in a type environment " satisfies the
property CR(%,), written I' > P € CR(Z,), if for every configuration I > P’
reachable from I' > P in the typed LTS, and for every o-high level source
H (that is a process which can perform only non downgraded actions over
channels of level higher than o) it holds

I"'>P =, 1T"cP' | H.



This definition involves a universal quantification over all the possible active
attackers, i.e., high level malicious processes H which interact with the sys-
tem possibly leaking secret information. Moreover, it is persistent in the sense
that if a configuration I' > P satisfies CR(Z,) then also all the configurations
reachable from it in the typed LTS satisfy CR(=,). As discussed in [9], per-
sistence is technically useful since it allows us to apply inductive reasoning
when proving security results (e.g., compositionality), but it is also intuitively
motivated by the need for mobile processes to be secure at any computation
step.

Perhaps interestingly, we show that CR(2%,) can be rephrased in terms of name
restriction and the standard bisimilarity (i.e., bisimilarity on T-actions !, ~1),
obtaining a definition of controlled release which is reminiscent of the nonin-
terference property called BNDC' and defined by Focardi and Gorrieri in [10]
for CCS processes.

We provide a characterization of CR(2,) in terms of an unwinding condition
in the style of [11]. An unwinding condition aims at specifying local constraints
on process transitions which imply some global property. More precisely, our
unwinding condition requires that whenever a configuration C' performs a
non declassified typed action of level higher than ¢ moving to C’, then a
configuration C” can also be reached through an internal computation such
that C” and C” are indistinguishable for a o-level observer. In other words,
the unwinding condition ensures that all the non declassified actions over
channels of level higher than o are always simulated by internal computations,
thus becoming invisible for the low level observers. Nevertheless, intentional
information release is still admitted, since the unwinding condition does not
prevent flows arising from high level declassified actions.

It is interesting to observe that the unwinding condition characterizes security
with respect to the so-called passive attackers, which try to infer information
about the classified behavior (o-high actions) only by observing the o-level
behaviour of the system.

We also provide a quantifier-free characterization of controlled release in terms
of partial equivalence relations (per models, for short). More precisely, we
introduce a partial equivalence relation =, over configurations and, inspired
by the definitions in [12] for imperative and multi-threaded languages, we
prove that =, is reflexive only on the set of secure processes. Hence, we obtain
that a typed process P is secure if and only if P is ~,-equivalent to itself.

Thanks to the last two characterizations one can immediately prove that the o-
controlled release property CR(=%,) is decidable for the recursion-free calculus
and even for the finite-control pi-calculus where the number of parallel com-

I where T is the top-element in the security lattice 3.



ponents in any process is bounded by a constant. Furthermore, we show that
CR(=,) is compositional with respect to most operators of the Dec 7-calculus.
In particular, if P and @ satisfy CR(=,) and they do not synchronize on de-

classified actions, then P | @ satisfies CR(2,). Similarly, if P satisfies CR(%,)
and it does not contain declassified actions, then !|P satisfies CR(%,).

The rest of the paper is organized as follows. In Section 2 we present the
Dec m-calculus, its semantics and the type system. In Section 3 we study typed
observation equivalences relative to a security level. In Section 4 we introduce
the notion of o-controlled release and provide a number of characterizations
based on typed actions. In Section 5 we illustrate the expressivity of our ap-
proach through a number of examples of secure systems. In Sections 6 and 7
we discuss some extension and related work. Section 8 concludes the paper
Two appendixes contain the proofs omitted from the main text.

2 The Decm-calculus

In this section we introduce the Dec 7w-calculus, which extends the typed 7-
calculus with a construct for declassifying actions. We presuppose a countably-
infinite set of names and a countably-infinite set of variables ranged over by
n,..,q and by z, .., z, respectively?. We often use a,b,c to range over both
names and variables. We also assume a complete lattice (X, =) of security
annotations, ranged over by o,d, where T and L represent the top and the
bottom elements of the lattice.

The syntax of processes and types is shown in Table 1. The calculus is syn-
chronous and monadic, and it includes the match/mismatch operator. The
choice of a synchronous model is motivated by the fact that it gives rise to
more interferences with respect to an asynchronous one. Nevertheless, our
results can be adapted to the asynchronous, polyadic calculus. For the sake
of readability, we often write examples using channels that carry (possibly
empty) tuples of names. Moreover, similarly to [8], the matching construct
is essential for the coinductive characterization of the reduction barbed con-
gruence® introduced in Section 3. More interestingly, the standard 7-calculus
is enriched with a family of declassified actions of the form decsa(x:T) and

2 We distinguish between names and variables since in a calculus with communica-
tion it is natural to handle variables as place-holders for values. In our framework
values are simply names and thus the distinction is not needed. However, we could
extend the calculus by adding basic values such as integers and boolean; in this case
it would be necessary to distinguish the two categories.

3 The explanation of this point is inherently technical and outside the scope of this
work. However, one can refer to Proposition 4.4 (Contextuality of LTS) in [8].



Prefizes Processes

m == a(b) output P:=n.P prefix
| a(z:T) input | ifa=0bthen Pelse P matching
| decsa(b) declassified output | P|P parallel
| decsa(x :T) declassified input | (vn:T)P restriction
Types | P replication
T :=o0o[] | o[T] | O inactive
Table 1
Syntax

decs a(by with § € 3, which allow information to flow from a higher to a lower
security level through a downgrader. The intuition is that only programmers
may enable the downgrading of secret information, while external entities can-
not synchronize on declassified actions. If a is a o-level channel, then a(x:T)
is a o-level read action which is intended to be observable by users of level
higher than or equal to o. On the contrary, decsa(z:7T") is an action declas-
sified to the lower level § which can be used by the programmer to specify
an “escape hatch” for information release, i.e., to allow information arising
from this action to flow downwards up to level 9. The same holds for the write
action decs a(b).

It is worth noticing that we could equivalently rely on two distinct sets of
names for “declassified” and “non-declassified” high channels. However, in-
stead of partitioning names, we prefer to extend the syntax of the w-calculus
with an explicit decs constructor which enhances the clarity of programs
and allows programmers to interleave declassified and non declassified ac-
tions over the same channel. Moreover, as discussed in Section 1, we use the
decs constructor to declassify actions instead of names; indeed, a process like
ni{(decs m).P is not admitted in the Dec m-calculus.

The input constructs a(z : T).P and decsa(x : T).P act as binders for the
variable z in P, while the restriction (vn : T)P acts as a binder for the name
n in P. We identify processes up to a-conversion. We use fn(P) and fv(P)
to denote the set of free names and free variables, respectively, in P, which
are defined as in the m-calculus, independently of the dec operator. We write
P{x :=n} to denote the substitution of all free occurrences of z in P with n,
and we often write a(z:7"), @(b) omitting trailing 0’s. The theory developed in



this paper is concerned with closed processes, that are processes containing
no free occurrences of variables; in Section 7 we discuss how to extend our
approach also to open terms.

Types assign security levels to channels. More precisely, if ¢ € X, then o] is
the type of channels of level o which carry no values, while o[T7] is the type of
channels of level ¢ which carry values of type 7. We consider the function A
associating the corresponding level to types, that is A(o[]) = 0 = A(o[T]).

2.1 Semantics.

The operational semantics of the Dec w-calculus is given in terms of a labelled
transition system (LTS) defined over processes. The set of labels, or actions,
consists of the usual input, (bound) output, internal 7 actions, and additional
actions for declassified input and (bound) output:

Actions  « == n(m) | decsn(m)
| nm) | decsn(m)

| (vm:T)n(m) | (vm:T)decsn(m) |

We write fn(a) and bn(«) to denote the set of free and bound names occurring
in the action «, where bn(a) = {m} if a € {(vm:T)(m), (vm:T) decs n(m,)},
and bn(a) = () otherwise. The LTS is defined by the rules in Tables 2 and 3
where we omitted the symmetric rules for (Sum), (PAr), ((DeEc)Comm)
and ((DEC)CLOSE) in which the role of the left and right components are
swapped. As for the downgrading, we allow a declassified action over a chan-
nel n to synchronize only with the corresponding declassified co-action over
n. For instance, the process h{f) | decs h(z).P has no 7-reductions, whereas
decs h(¢) | decs h(x).P reduces to P{x := (}. In other words, we require that
both users of a channel (the reader and the writer) agree to downgrade the

communication to the same level.

2.2 Type System.

The type system of Dec 7 extends the basic type system of the m-calculus (see,
e.g., the Base-m typed calculus presented in [13]). The main judgments take
the form I' = P, where I' is a type environment, that is a finite mapping from
names and variables to types. Intuitively, I' - P means that the process P
uses all channels as input/output devices in accordance with their types, as



(Our) (IN)

a{m) n(m)

n(m).P —— P n(z:T).P —— P{z:=m}
(MISMATCH) (MATCH)
T n 7& m T
if n =mthen Pelse @ — @ ifn =nthen Pelse @ — P
(PAR) (ComMm)
a / n(m) n(m)

P Y hu() Q) = 0 P——PQ =4
P|Q—>P’|Q P|Q—>P’|QI
(Res) (REP-ACT)

[e3 / (6% ,
r—»7"» n ¢ fn(a)Ubn(a) P— 27"
(vn:T)P —— (vn:T)P’ P —— P'|!P
(OPEN)
n(m)
P —— P
oy " E"
(vm:IT)P ———— P’
(CLOSE)
(rm:T) n(m) n(m)

— P Q —

PlQ — (mT)(P'| Q)

m ¢ m(Q)

Table 2
Labelled Transition System for Non Declassified Actions

given in I'. Furthermore, it guarantees that an action of a certain level can be
downgraded only to a lower level. The other, auxiliary, judgments are ' - a : T’
stating that the name/variable a has type T in T, and T" I ¢ stating that the
type environment I' is well formed. The typing rules are collected in Table 4;
they are based on the type formation rules (EMpTY TYPE) and (CHANNEL
TYPE), which prevent a channel of level ¢ from carrying values of level higher
than §. Type formation rules guarantee the absence of any explicit flow of



(Dec OuT) (DEC IN)

decs n(m) decs n(m)
decsn{(m).P —— P decsn(x:T).P ——— P{x:=m}
(DEC OPEN) (DEC CoMmM)
decs n(m) decs n(m decs n(m
p s p! st P ecs n(m) P 0 ecs n(m) o

(vm:T)P pomeT) decantm) P’ PlQ P | Q'

(DEC CLOSE)

(vm:T') decs n(m) P 0 decs n(m) Q’

PlQ —— (mT)(P'|Q)

m ¢ m(Q)

Table 3
Labelled Transition System for Declassified Actions

information from a higher to a lower security level: for instance, the process

pub(passwd).0 where a secret password is forwarded along a public channel,

is not well-typed.

The following subject reduction property expresses the consistency between

the operational semantics and the typing rules (see [13]).

Proposition 1 (Subject Reduction) Let P be a process and T be a type
environment such that I' = P. The following properties hold.

IfP — P thenT F P
n(m)
If P —— P then T+ n:0[T|; moreover if ' =m : T then T' - P'.

decgs n(m)

IfP ——— P’ then Tk n:6[T] and 6 < 61; moreover if ' = m : T
then I' = P'.

IfP —— P thenTkFn:0[T|,TEm:T andT + P'.

decs n(m)

IfP —— P thenTFn:8[T],6 <06, TFm:T and T+ P,
(vm:T)n(m)

IfP ——— P thenTkEn:8[T) andT,m: T+ P,
(vm:T) decs n(m)

IfP ’ P then TFn:6,[T], 5 <6 and D,m: T+ P

PROOF. By induction on the depth of the derivation of P 2, Pland a

case analysis on . O

10



(EMPTY TYPE) (CHANNEL TYPE)

FT
=<
4[] - &[T AT) =0
(EMPTY) (ENV a) (PrOJECT)
I'to BT Ia:Tko
0o F,a:Tl—oagéDom(F) la:Tka:T
(OutrpruT) (INPUT)
'ta:d[T] THL:T THP 'ta:d[T] Tyz:THP
I'+a(b).P 'ta(z:T).P
(MATCH) (PARA)
I'ta:6[T) THb:6[T) THP THQ P I'FQ
' ifa=bthen P else Q r-pP|Q
(REs) (REPL) (DEAD)
Un:TEHP r-p Lko
I'-(wn:T)P reP r-o
(DEC OuTPUT) (DEC INPUT)
'kad).P Tka:&|T 'k :T).P Tka:0[T
AP Tra:afr] o o ol@:T)P Thash[T] o o
I' + decs a(b).P I'Fdecsa(x: T).P

Table 4
Type System

3 Observation Equivalences for the Dec r-calculus

In this section we introduce the notion of o-level observation equivalence and
we develop an equational theory for the Decm-calculus which is parametric
on the security level (i.e., the observation power) of external observers. The
declassification construct provided by the Dec m-calculus has no significant im-
pact on the equational theory developed in this section. Actually, our observa-
tion equivalences are concerned only with the level of channels, independently
of downgrading. On the contrary, declassification is the core of the controlled
information release property studied in the next section.

11



Our equivalences are reminiscent of the typed behavioral equivalences for the
m-calculus [8,3,13], that are equivalences indexed by a type environment I'
ensuring that both the observed process and the observer associate the same
security levels to the same names. Our equivalences, however, are much simpler
than those in [8,3] since we do not consider subtyping nor linearity /affinity.

A type-indexed relation over processes is a family of binary relations between
processes indexed by type environments. We write I' F P R () to mean that
P and (@) are well typed processes in [ and they are related by R.

To define our o-level observation equivalences, we will ask for the largest type-
indexed relation over processes which satisfies the following properties.

Reduction Closure. A type-indexed relation R over processes is reduction
closed if T E PRQ and P —— P’ imply that there exists @’ such that
Q = @Q and I' F PPR(Q’, where = denotes the reflexive and transitive

closure of —— .

o-Barb Preservation. Let o € Y, P be a process and ' a type environ-

ment such that I' H P. We write I' E P |7 if P o, with A(F'(n)) < o.
Furthermore we write I' F P |J¢ if there exists some P’ such that P = P’
and I' E P" |7. Note for instance that decsn(m).P}?¢ independently of the
typing of n. However, when n is a low channel, the low action decsn(m) can
be indirectly observed thanks to the fact that low-contexts can synchronize
on low channels, even if declassified.

A type-indexed relation R over processes is a-barb preserving if ' E PR Q)
and I' FP |9 imply I' FQ 7.

o-Contextuality. Let a context be a process with at most one hole [-]. If C[-]
is a context and P is a process, then we write C[P] for the process obtained
by replacing the hole in C[-] by P. Note that variables and names that are
free in P may become bound in C]-|; thus we do not identify contexts up to
renaming of bound variables and names. A (I'"/T")-context is a context C/[-r]
such that, when filled with a process well typed in I, it becomes a process well
typed in I, More formally, if P is a process, I' is a type environments such
that I' = P and C[-r] is a (I/T")-context, then I'' = C[P]. In order to type
contexts, the type system of Table 4 is extended with the following rule:

(CTX)

12



We are interested in o-contexts that capture the idea of g-level observers,
which cannot interact with the observed system through actions over channels
of level higher than o, even if downgraded. Therefore we let a o-context be
an evaluation context which may interact with the process filling the hole just
through channels of level at most o.

Definition 2 (o-context) Let o € X and I', T be two type environments. A
(T"/T)-context C[-r] is a o-context if it is generated by the following grammar

Clol == [ol | (nD)Cle] | Clo] [P | P CLy]

where P is a process such that ¥n € fn(P) it holds A(T'(n)) < o.

Example 3 Consider the typing h: T[L[]], ¢: L[] and o <T. The con-
texts (vh)(h{f) | [-r]) and dec,h(f) | [-r] are not o-contexts since the pro-
cesses h(l) and dec,h(l) in parallel with the hole have a free occurrence of
the high name h. On the other hand, both (vh)(h{{) | h(z).Z()) | [v] and
(vh)(dec,h(l) | dec,h(x).Z()) | [T] are o-contexts. As another example of o-
context, let be n : o[] and § < o, then decsn() | [-r] is a o-context since
n 1s an observable channel, even without the downgrading. This example il-
lustrates that the notion of observation deals only with the level of channels,

independently of downgrading.

We say that a type-indexed relation R over processes is o-contextual if I' F
PR QT'EC[P] R C[Q] for all (I"/T")-o-contexts C[-r].

Definition 4 (0-Reduction Barbed Congruence 2,) Let o € X. The o-
reduction barbed congruence, denoted by =, is the largest type-indezed re-
lation over processes which is symmetric, o-contextual, reduction closed and

o-barb preserving.
The following proposition is immediate.
Proposition 5 Let o € ¥, T' be a type environment and P, () be two processes

such that T = P,Q. If T F P =, Q thenT F P =, Q for all o’ < 0. In
particular, ' E P =+ Q impliesT' E P =, Q) for alloc € ¥. O

3.1 A bistimulation-based proof technique

In this section we develop a proof technique for the o-reduction barbed congru-
ence =,. More precisely, following [14,2,8], we define an LTS of typed actions
(a typed LTS) over configurations, that are pairs I' > P where I' is a type

13



(Our)

'k n:é[T]
7(m) 0150
'en(m).P ——;s ' P
(WEAK)

n(m)
''m:ToP ——s T"> P

(rm:T) n(m)
rep — " T p

(RED)
p . p
I'> P —T>5 I'> P

(RES)

TP ——s T,n:To P

> (vn:T)P 4&>5 I (vn:T)P’

(PAR)
I'>P —s IV P
[bP|Q —s "o P | Q

(IN)
F'kn:0T] TkEm:T

i) 0126
I'en(z:T).P ——s I's P{x:=m}
(OPEN)
n{m)
rmI>P ——ss I'> P
m#£mn

(vm:T) n(m)
S T P

T'> (vm:T)P

(REP-ACT)
I'sP LJ > P
IolP — s /5P |IP

n ¢ fn(a) Ubn(a)

bn(a) Nfn(Q) =0

Table 5
Typed LTS

environment and P is a process such that I' = P 4.

As in [2], actions are parameterized over security levels and take the form

' P —a>5 "> P

indicating that the process P in the type environment I' can perform the action
a to interact with some d-level observer. In this case, we say that « is a d-level

4 I'>Pand T F P are indeed equivalent. Nevertheless, we prefer to keep the notation
I'> P of [8] stressing the fact that a typed action depends on both the process and

its context.
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(DEC Our)

C'kn:oqy[T]
01 X9
decs,n(m)
I'>decs,n{(m).P ———5 I'> P
(DEC OPEN)
decs, n(m)
rmT>P ————s I'p P y
m#£n
(vm:T) decs, n(m)

I's (vm:T)P s ' P’
(DEC IN)

F'kn:0T] TEm:T

01 =0

decs,n(m)
I'>decs,n(z:T).P ——— s I'> P{x:=m}

(DEC WEAK)

decs, n(m)
''m:T>P ———5 T"'> P

(vm:T) decs, n(m)

I'sP s I'> P

Table 6
Typed LTS

action. Moreover, given a security level ¢ € X, whenever I'> P —2; IV > P
with 0 < § (resp. 6 =< o) we say that I'> P has performed a o-high (resp.
o-low) level action.

The rules of the typed LTS are obtained from those in Tables 2 and 3 by
taking into account the type environment I', which records the security levels
of the channels used by the process. Differently from [2], our typed actions
are built around just a single type environment I' constraining the observed
process P. This differs from [2] where, due to the presence of subtyping, two
distinct type environments are needed, one for the observer and the other for
the observed process.

The rules of the typed LTS are reported in Tables 5 and 6; note that there
are two additional input actions (vm:T)n(m) and (vm:T)decs n(m), occur-
ring when the process receives a new name m generated by the environment.
Indeed, in order to take the type environment of the computing context into
account, one must distinguish the case where a process inputs a name already
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known by the environment (for more details the reader is refered to [8]).

As discussed above, o-contexts cannot perform downgraded o-high actions to
observe sensitive information. Therefore, if a o-high action h(n) is declassified
to an observable level §, then by rule (DEC OUT) the resulting action decs h(n)
is still a o-high action. In the next section we show that in our theory of
controlled information release the actual impact of downgrading is on the
admissible information flows.

A precise relationship between the untyped actions and the typed ones is
established in the following proposition, whose proof is immediate.

Proposition 6 Let P be a process and ' be a type environment such that
I'> P is a configuration. Then

e I'sP — 5 ToQiff P — Q.

o I'>P — s I'v P witha € {A(m),n(m)} if P — P', m € Dom(T)
and A(T'(n)) < 6.

o I'nP — s I'sP witha € {decs,n(m),decs,n(m)} iff P . P.me
Dom(T') and §; < A(T'(n)) < 4.

(rm:T) n(m) , . (rvm:T) n(m) , )
e I'bP ———; "> P iff P ———— P’ with I'(n) = §[T] and
0 2 0.
(vm:T) decs, n(m) » (vm:T') decsy n(m) »
o I'>P s V> P iff P P’ with T'(n) = 6,[T]

and 6y < 61 < 0.
o I'>P M5 "> P aff P m P’ with T'(n) = 61[T], 6 = § and
m & Dom(T).
(rm:T) decs,n(m) ' decs, n(m) _
e '>P s ' P aff P —  P" with T'(n) = 6,[T],
dy < 81 <6 and m ¢ Dom(L).

The next proposition shows how the type environment is modified after the
execution of an action.

Proposition 7 Let P be a process and I' be a type environment such that
['> P is a configuration. Whenever I' > P —a>5 ["> P

o ifa € {r, m(m), n(m), decsn(m), decsn(m)} then I'" =T.
o if o € {(vm:T)n(m), (vm:T)n(m), (vm:T)decs n(m), (vm:T) decs n(m)}
then IV =T, m:T.

PROQOF. The proof follows by induction on the depth of the derivation of
I'>P —a>5 I">P. O

16



Relying on the typed LTS, we now introduce the bisimilarity on o-actions
which provides a coinductive characterization of the o-reduction barbed con-
gruence =, .

With an abuse of notation, we write = for the reflexive and transitive clo-
sure of —T—>5 (regardless of the levels of the 7-transitions). We also write
= for = —a>5 —, and :&>5 for = if a = 7 and ==

otherwise.

Definition 8 (Bisimilarity on o-actions ~, ) Let o € 3. Bisimilarity on
o-actions is the largest symmetric relation =, over configurations, such that
whenever (I'> P) ~, (I'>Q),

o ifI'>P —a>0 ["> P', then there exists () such that I'>Q =% I'v Q'
and (T'> Q') ~, (I">P').

According to the intuition about o-level observers, we have that whenever
(T'>P) =, (I'>Q), only the o-low actions of P are matched by corresponding
actions of @) (and viceversa), whereas nothing is required about the o-high
actions, even if they are declassified to an observable level lower than or equal
to o. Hereafter, for a given relation R over configurations, we write

'EPRQ whenever (I'>P) R (I'>Q).

The next theorem states that the bisimilarity on o-actions coincides with the
o-reduction barbed congruence.

Theorem 9 Let 0 € X, T" be a type environment and P, Q) be two processes
such that '+ P,Q. ThenT'EF P2, Q iff TEF P ~, Q.

PROOF. See Appendix A.

4 Controlled Information Release

In this section we introduce a notion of controlled information release for pro-
cesses of the typed Dec w-calculus which uses the o-reduction barbed congru-
ence =, as observation equivalence. This property, called o-controlled release
(written CR(Z,)) is parametric with respect to the security level ¢ and it
is inspired by the persistent security property DP_BNDC' defined in [7] for
CCS processes. In fact, as DP_.BNDC, CR(=,) requires that no uncontrolled
information flow occurs even in the presence of active malicious processes,
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e.g., Trojan Horse programs, that run at the classified (higher than o) level.
Moreover, CR(=,) is persistent in the sense that whenever a process is secure,
then each state reachable from it is also secure.

The o-controlled release property is built upon a declassification model that al-
lows programmers to intentionally release sensitive information in a controlled
way. In particular, we assume that only internal, trusted, system components
can downgrade sensitive information, while external attackers can not enable
the declassification. This justifies the following formalization of attackers as
o-high level source processes. We use the following notations.

e We say that a configuration I'' > P’ is reachable from a configuration I' > P,
written I'> P ~» IV > P’ if there exist n > 0, ai,...,qa, and oy,...,0,
such that I's P 2%, % ... 2% 1" P'. (Notice that the concept of
reachability is independent from the levels o;.)

e Given a type environment [', we say that a process P is a a-high level source
in [, written P € HZ, if I' = P and either ['> P /~; (i.e., I'> P does not per-
form any action) or if '>P —; I">P’ then a € {n(m),n(m), (vm:T) 7(m),
(vm:T)n(m)} with 0 < § and P’ is a o-high level source in I". In other
words, P can only perform non declassified, o-high level actions. Notice that
this definition does not prevent a o-high level source from communicating
o-low values (along o-high channels).

e Given a security level o € ¥, whenever I'> P performs a o-high level action
['>P —=5 "> P with o < § we write ['> P ——° I">P’ (with a superscript

o). We define —0 accordingly.

A process P in a type environment I' satisfies the property CR(%,) if for every
configuration IV > P’ reachable from I' > P and for every o-high level source
H, a o-context cannot distinguish, in the sense of =, I''> P’ from I"> P’ | H.
The formal definition of CR(%,) is as follows.

Definition 10 (0-Controlled Release) Let o € X2, P be a process and T be
a type environment such that I' = P. The process P satisfies the o-controlled
release property in T, written T'> PECR(Z,), if

V I'> P such that T'> P ~~T1"> P andV H € HE
I"eEP =, P |H.
Example 11 Let T be the type environment h,k : T[], £ : L[] and o = L.
In the following, when channels do not carry values, we simply write n and 7

instead of n() and 7().

o Let us first consider the following simple insecure process: P, = h.l | h.
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To show that T'> Py ¢ CR(=,) it is sufficient to consider the configuration
I'> P] with P| = h.l that is reachable from I'> Py after performing the input
action h. The process P| is clearly insecure in the type environment ' since

the low level, observable, action ¢ directly depends on the high level output
h. Indeed, by choosing H = h one can easily observe that T = P %, P/ | H.

o The previous example shows that the process I'> h.l is not secure. However,
I'>dec,h.l € CR(,), i.e., I >dec,h.l is secure; indeed it can be proved
that T E dec,h.l =, 0. This captures the intuition that declassification can
be enabled only by internal system components.

o Let P = h.dec,k.l. Since the action dec,k in P will never synchronize with
an external context, it can be proved that P is secure, i.e., '>P € CR(Z,).

o As a further example, P = dec,h | dec,h.l can be easily shown to be a secure
process such that U= P =, (. On the other hand, P, = k.(dec,h | dec,h.f)
is not secure since the observable action ¢ depends on the execution of the
high action k.

e Finally, consider the following process which uses the high level channel h
alternatively as a secret and a declassified channel:
P = dec,h. h.dec,h | dec,h.l. h.dec,h.
It can be proved that P 1is secure.

Further examples are going to be discussed in Section 5.
4.1 Controlled Release through Name Restriction

Interestingly, the definition of o-controlled release can be equivalently ex-
pressed in terms of bisimilarity on T-actions over well-typed processes whose
o-high level names are restricted.

Definition 12 Let o € ¥, P be a process and I' be a type environment such
that T' = P. We denote by (v?)P the process (vmy:Th) ... (vmg:Ty)P where
{my,...my} =M(P) and I'(m;) = T; with A(T;) > o.

The following proposition describes some useful behavioral properties of (v7) P.

Proposition 13 Let 0 € X, P be a process and I' a type environment such
that I' = P, then

(1) T'> (v7)P 7&‘7 , that is T > (V7)) P can only perform o-low transitions
—

(2) for all T'>Q such that T'> (v7)P ~ T">Q, Q is of the form (v7)P" for

some process P, and thus T'> (v7) P /—°
(3) To ()P —, I's (W°)P iff TP ——, "o P
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PROOF. The proof follows by induction on the length of the derivation
['>(w?)P ~» "> (@ and the definition of the typed LTS given in Table 5. O

The following proposition shows that the restriction of o-high free names does
not affect the bisimilarity =, .

Proposition 14 Let 0 € ¥, P, () be two processes such that I' = P,Q. If
'E(W)P ~, (v)Q thenTE P =, Q.

PROQOF. It is sufficient to prove that
S={T>P, TrQ) | TE@W)P =, (v))Q}

is a bisimumation on o-actions, that is & Ca,, which is not difficult using
Proposition 13.

The next proposition establishes a precise relation between the relations =,
and =~.

Proposition 15 Let o0 € X, P and () be two processes and I' be a type envi-
ronment such that T P,Q. T E P =~, Q iff T £ (v7)P =1 (v7)Q.

PROOF. (=) By Theorem 9 we know that ~, is a congruence with respect
to o-contexts. Hence, from ' E P ~, Q we have I' E (V)P =, (v7)Q, and
we conclude observing that, by Proposition 13, (v°)P, (v?)Q do never perform
actions of level higher than o.

(<) From T E (W)P ~1 (v7)Q we have ' E (V°)P =, (V7)Q since,
by Proposition 5 and Theorem 9, ~tC=,, and we conclude by Proposi-
tion 14. O

The following corollary provides a characterization of CR(%,) in terms of
bisimilarity on T-actions and name restriction. Such a characterization of o-
controlled release is reminiscent of the noninterference BNDC' property defined
by Focardi and Gorrieri in [10] for CCS processes.

Corollary 16 Let o € 3, P be a process and I be a type environment such
that T' = P. It holds that T'> P € CR(Z,) iff for allT'> P" such that T'> P ~»
"> P’ and for all H € HY it holds T" E (v7)P' =+ (v°)(P' | H).
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4.2 Controlled Release through Unwinding

Building on the ideas developed by Bossi et. al. in [11,7] for CCS processes,
possibly dealing with downgrading, we provide a characterization of CR(%,) in
terms of unwinding conditions. Intuitively, an unwinding condition specifies
local constraints on the transitions of the system which imply some global
security property. More precisely, our unwinding condition ensures that no
o-high action leading to a configuration C' is observable by a o-low context, as
there always exists a configuration C’, o-equivalent to C', that the system may
reach through internal transitions. In order to allow intentional information
flows, the unwinding condition deals only with non declassified o-high actions,
requiring that only these actions are masked by internal transitions.

Definition 17 (0-Unwinding Condition) Let 0 € X, P be a process and
' be a type environment such that I' = P. The process P satisfies the o-
unwinding condition in ', written I'> P € W(Z,,), if for all T" > Py such that
I'>P ~1">P

o ifI"> P R VS Py with a € {m(m), n(m)}, then 3P such that T" v
P1:>FII>P3 andF’lZPg gapg;

o fI'>P ——7 TV, m:T> P, witha € {(vm:T)n(m), (vm:T)n(m)}, then
AP; such that T'> Py = T"> Py and I" E Py =2, (vm:T)Ps.

This unwinding-based characterization captures the idea of security against
passive attacks which try to infer information about the classified behavior of

the system just by observing its o-level behavior.

The following proposition states that both properties CR(%,) and W(=,,) are
persistent.

Proposition 18 (Persistence) Let 0 € ¥, P be a process and T’ be a type
environment such that I' = P. For all I > P’ such that I'> P ~~ 1> P’ it holds

o fT'>P e CR(=,) thenT'> P € CR(Z=,).
e fT'>P eW(X,) then I'> P € W(,).

PROOF. Immediate.

In Theorem 21 we prove that the properties CR(%,) and W(Z,) are equiva-
lent. The proof relies on the following notion of bisimulation up to o-contexts
and up to =, .
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Definition 19 (Bisimulation up to o-contexts and up to ~,) A sym-
metric relation R over configurations is a bisimulation up to o-contexts and
up to =, if (I'>P) R (I'>Q) implies:

o ifI'>P —a>0 "> P’, then there exists Q' such that I'>Q N I'>Q'
and there are two processes P",Q)", a type environment ' and a o-context
Cl-rv] with T" = Cl-pr], such that T' E P' =, C[P"], " F Q" =, C[Q"],
and (T">P") R (T">Q").

Proposition 20 If R is a bisimulation up to o-contexts and up to =, , then
R Cx,.

PROOF. See Appendix B.

Theorem 21 Let o € X, P be a process and I' be a type environment such
that T P.T>P € CR(Z,) iff T> P € W(X,).

PROOF. (<) Given I'> P € W(=,), we prove that VI" > P’ such that
I'>P ~ I"> P and VH € HY, it holds IV F P' =, P’ | H. Let S be the
symmetric closure of

{(Cr>P, T>P|H) | TP eW(=,) and H € H]. }

We prove that § is a bisimulation on o-actions up to o-contexts and up to
~, . The thesis follows by Proposition 20, the fact that =, is the largest
bisimulation on o-actions, and Theorem 9.

First, let be T P ——, "> P, hence I> P | H ——, I'> P' | H by
rule (PAR) of LTS. Since I'> P ~~ I'" > P’ by persistence we have IV > P’ €
W(22,), then we conclude since I £ P' ~, P, T"F P'| H ~, P'| H and
(I">C[P']) S (I"> C[P" | H]) with C[-1v] = [-1v], which is a o-context.

Assume now that I's P | H —a>0 I">Q, we distinguish the following cases:

e this comes by (PAR) from I'> H — S, T'>H' and Q = P | H'. In this
case, since H € H{, we have that « = 7, IV = ' and H' € H{,, hence
('>P, I'>P | H') € S, and we conclude by choosing the o-context [-].

e this comes by (PAR) from I'>P 2, I'sPandQ = P’ | H. Since ['>P ~~
I'>P', by persistence we have I'>P" € W(=,), then (I"'> P, I'b P | H) € S
and we conclude by choosing the o-context [-1/].

7(m) n(m)

e this comes by (Comm) from ' P ——5 I's P, ' H ——; ' H' and

QQ = P'| H'. Since H € H{, we have that ¢ < ¢ and H' € H{. From

the hypothesis I' > P € W(2,) we have that there exists P” such that
I'>P = I'bP’'and I' E P' =, P”, then also I' E P’ ~, P”. Now, by
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persistence we have I'> P' € W(2,), then (' P, I'> P' | H') € S, hence
' P"~, PP,TEP | H ~, P'| H and we conclude by choosing the
o-context [-p].

n(m) n(m)
e this comes by (Comm) from ' P ——5 I's P, ' H ——; ' H' and
(Q = P' | H'. This case is analogous to the previous one.

decs n(m) decs n(m)
e this comes by (DEC ComM) from P i P’ and H . w

or viceversa. This case is vacuous since H € H{, i.e., H cannot interact
with P through downgraded actions.
(rm:T)n(m) n(m)
e this comes by (CLOSE) from P —— P/, H —— H' and Q =
(rm:T)n(m)
(vm:T)(P' | H'). By Propositions 6 and 7, I'> P s I,m:T> P,

(vm:T) n(m)
and '> H — 5 [I'm:T> H'. Since H € H{, we have ¢ < §. From

the hypothesis that T'> P € W(2,) we have that there exists P” such
that > P = I'> P” and I' F P” =, (vm:T)P’, then also it holds that
I'E P’ ~, (vm:T)P'. From I'> P ~~ I', m:T > P’, by persistence we have
I'm:Tv>P € W(=,), then (I', m:T>P") S (I'ym:T'> P’ | H'). Summing up,
let C[-r] be the o-context (vm:T)[-r], then we have that T' E P” ~, C[P/|
and I' E Q = (vm:T)(P' | H') =, C[P'| H'] that is what we need since
(C,m:T>P) S (U,m:Tr>P | H).
n(m) (vm:T)n(m)

e this comes by (CLOSE) from P —— P’ H ——  H' and Q =

(vm:T)(P' | H'). This case is similar to the previous one.
decs n(m) (rm:T') decs n(m)

e by (DECc CLOSE) from P ——— P’ and H H' or
viceversa. This case is vacuous since H € H7, i.e., H cannot interact with
P through downgraded actions.

(=) Let be I'> P € CR(%,), we prove that VI > P’ such that ' P ~» "> P/,
it holds I'"> P' € W(2,).

Let I'p P ——¢ ' P with a € {m(m}),n(m)}. By persistence we have
I">P =, "> P | H for all H € H{,. Let H be the process n(x:T").0
(resp. m(m).0) if & = 7(m) (resp. n(m)); then H € HE,. Now, observe that
I's>P | H ' "> P", then from "o P =, T'p P’ | H we also have
["> P = I"> P"” such that [V E P” =, P" as desired.

Let TV > P — 0 I',m:T > P" with a € {(vm:T)7(m),(vm:T)n(m)}. By
persistence we have I'>P' =, T"> P’ | H for all H € HY,. Let H be the process
n(x:T).0 (resp. (vm:T)7(m).0) if « = (vm:T)7(m) (resp. (vm:T)n(m));
then H € H{. Now, observe that V> P’ | H T (vm:T)P”, then
from I'V> P =, T> P' | H we also have I" > P = T > P"” such that
I'"E (vm:T)P" =, P" as desired. O
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4.3 Controlled Release through Partial Equivalence Relations

In [15,16] the security of sequential and multi-threaded programs is expressed
in terms of partial equivalence relations (per models, for short) which capture
the view of low-level observers. Intuitively, a configuration C', representing a
program and the current state of the memory, is secure if C' ~;, C' where ~,
is a symmetric and transitive relation modeling the low-level observation of
program executions. The relation ~y is in general not reflexive, but it becomes
reflexive on the set of secure configurations.

Below we show how this approach can be adapted to the Decw-calculus to
characterize the class of processes that satisfy the o-controlled release pro-
perty. We first introduce the following notion of partial bisimilarity up to o-
high actions, denoted by ~,. Intuitively, ~, requires that o-high actions are
simulated by internal transitions, while on o-low actions it behaves as =, .
Additional constraints on declassified actions make the bisimilarity persistent,
which is essential in order to characterize the CR(=,) property.

Definition 22 (Partial Bisimilarity up to o-high actions =~,) Let o €
Y. Partial bisimilarity up to o-high actions is the largest symmetric relation
~, over configurations, such that whenever I' E P =, ()

e if'>P —a—>a ["> P', then there exists Q' such that I'> Q) =4 Tp Q'
with T & Q' %, P'.

e fI'>P ——° T'> P with o € {m(m),n(m)}, then there exists Q' such
that T Q — T Q' withTEQ =, P.

o fI'>P ——° I'm:T>P witha € {(vm:T)7(m), (vm:T)n(m)}, then
there exists Q" such that T>Q = T'> Q" withT E Q' =, (vm : T)P' and
Im:TEP &, P

e ifI'>P ——7 I"bP where v is a declassified action, i.e., o € {decsn(m)
(vm:T) decs n(m),decs n(m), (vm:T) decsn(m)}, then ' & P' =, P'.

I

The relation ~, is a partial equivalence relation, i.e., it is not reflexive. In
fact, if we consider the process P = h()./().0 and the type environment I' =
h:T[],0:L]] weget I'E P %, P when o= 1.

The next theorem states that =, is reflexive on the set of well typed pro-
cesses which satisfy the o-controlled release property. The proof exploits the
persistence property of ~, described by the following lemma.

Proposition 23 (Persistence of ~,) Let 0 € X, P be a process and T be a

type environment such that I' = P. If ' E P =, P, then for all I' > P’ such
that I'> P ~~ 1> P’ it holds 1" = P’ =, P'.
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PROOF. See Appendix B.

The next lemma states that partial bisimilarity up to o-high actions implies
bisimilarity on o-actions, i.e., ~,C ~, . The proof is immediate.

Lemma 24 Let 0 € X, P, Q) be two processes and I' be a type environment
such that '+ P, Q. IfTE P =, Q then' E P =, Q.

The next lemma states that CR(=,) is preserved under restriction.

Lemma 25 Let 0 € X, P be a process and I';m : T be a type environment
such that Tym : T+ P. IfTym : T> P € CR(2,) then I'> (wm : T)P €
CR(=,).

PROOF. See Appendix B.

We are now in position to prove that a process P in a type environment [ is
secure if and only if ' F P ~, P.

Theorem 26 Let 0 € X, P be a process and 1" be a type environment such
that T P.T>P e CR(Z,) iff TE P =, P.

PROOF. By Theorem 21 it is sufficient to prove that I'> P € W(=,) iff
'EP~,P.

(<) From I' E P =, P, by Proposition 23, we have that V I" > P’ such that
'>P ~T'>P,1T"E P =, P'. Let then be I'> P ~» IV > P/, we distinguish
two cases that correspond to the definition of I'> P € W(=,):

o "> P — 7 I'p Py with a € {m(m),n(m)}. Then by definition of =,
there exists P3 such that I'>P' = I">Py and IV E P; =, P,. By Lemma 24
and Theorem 9, we conclude I E Py =, Ps.

o 'p P — 0 I, m:T > Py with a € {(vm:T)7(m), (vm:T)n(m)}. Then
by definition of /2, there exists a process P; such that I > P = I" > P
and I" F P; ~, (vm:T)P,. By Lemma 24 and Theorem 9, we conclude
I"E P3 %U (l/mIT)PQ.

(=) Consider the following binary relation:
S={T>P, TrQ) | ToPeW(=,), TQeW(=,) andT P ~, Q }

by Theorem 21 and the fact that =, is reflexive, it is sufficient to prove that S
is a partial bisimulation up to o-high actions. Let us distinguish the following
cases:
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e ['>P —a>(7 "> P'. From the hypothesis I' E P =, () we have that there
exists ' such that I'>Q =% [">Q' with IV E P’ ~, @Q'. By Proposition
18 we have I > P € W(2,) and I'' > Q' € W(Z,), hence, by definition of
S, (" P, T">@Q') € S as desired.

e IbP — 0 I'sP withace {n(m},n(m)}. From the hypothesis I'> P €
W(Z,), we have that there exists P” such that '> P = I'> P” and
I'e PP, P’ hence ' E P’ ~, P”by Theorem 9. Now, fromI'EF P ~, @,
we have that there exists Q)" such that '>Q = ' Q" and I' F Q" ~, P”,
then also T' E P’ ~, '. By Proposition 18 we have I' > P' € W(%,) and
I'>Q € W(2,), hence, by definition of S, (I'> P’, T'>Q’) € S as desired.

e I'b P —7 I'm:T > P with a € {(vm:T)7(m),(vm:T)n(m)}. From
the hypothesis I'> P € W(=,), we have that there exists P” such that
I'>P=Tp>P and ' F (vm:T)P" =, P" hence I' E (vm:T)P' =, P" by
Theorem 9. Now, from I' £ P ~, (, we have that there exists Q)" such that
'>@Q =T>Q and I'E Q' ~, P”, then also I' F (vm:T)P' ~, Q. By
Proposition 18, Theorem 21 and Lemma 25, we have I'>(vm:T) P’ € W(2,)
and I'> Q" € W(=,), hence, by definition of S, (I'> (vm:T)P’, T>Q') € S.
To conclude we also need (I',m:T'>P’, T',m:T'>P’) € S, which comes from
I'mTv>P e W(E,)and ', T = P ~, P

e I'>P — 9 Vi P where a is a declassified action.From the hypothesis
I'>P € W(2,), by Proposition 18 we have I" > P’ € W(2,). Now, since
I+ P ~, P, we conclude (I"> P, T"> P') € S as desired.

O

Corollary 27 Let o € X, P be a process and I' be a type environment such
that T' = P and ¥Yn € fn(P), A(I'(n)) < o (i.e., P has no free o-high level
names). Then I'> P € CR(Z,).

PROOF. The fact that the process P has no free o-high level names implies

that I'> PjaLW . From this fact, together with I' F P ~, P, we have that
I'E P =, P, and we conclude by Theorem 26. O

Notice that a process whose free names have a security level higher than
o is, in general, not secure. For instance, let I' be the type environment
h : T[L[]], ¢ : L[] and P be the process h(x : L[]).Z(). Assuming that
o < T, we have that the only free name h occurring in P has a security level
higher than o. It is easy to see that I'> P ¢ CR(Z,): in fact, by choosing
H = h{(), we have ' F P %, P | H, that is P is insecure.

The characterizations of o-controlled release presented above provide a better
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understanding of the operational semantics of secure processes. Moreover, they
allow one to define efficient proof techniques for o-controlled release just by
inspecting the typed LTS of processes.

Notice that, as in the case of standard bisimilarity, even if the LLTS’s are not
finite, our property is decidable for the recursion-free calculus and even for
the finite-control 7-calculus where the number of parallel components in any
process is bounded by a constant.

4.4 Compositionality of Controlled Information Release

In this section we prove some compositionality results of the controlled release
property defined above. Such results are useful to define methods, e.g., a proof
system, both to check the security of complex systems and to incrementally
build processes which are secure by construction.

The next technical lemma is useful to reason on the derivatives of T'> P | Q
and I'> P.

Lemma 28 Let P,Q, R be processes and I' and I be type environments.

(1) Let T'> P | Q ~> I"> R, then R = (vny : Ty,...ng - Tp)(P' | Q) for
some k such that k > 0, 'b P ~~ I'y> P and I'> Q ~ 'y > Q' with
Iy Cong Ty, ..o ng 2 Ty, fori=1,2.

(2) Let T>!P ~» "> R, then R = (vny : Th,...ng : Tp)(Py | -+ | Ps | |P)
for some k,s such that k,s > 0 and I'> P ~» I'; > P; with I'; C 17, ny :
Ty, ....ng: Ty fori=1,...,s.

PROOF. See Appendix B.

We say that two processes P and ) do not synchronize on declassified actions
if for all R such that T>P | Q ~»I"> R and R = (v ny:Ty,...n:Ty) (P | Q)
it holds that I > R 7L> using the rules (DEC CoMMm) and (DEC CLOSE)
of Table 3 applied to P’ and (Q'. Notice that in this case also P’ and @’
do not synchronize on declassified actions, i.e., this property is preserved on
derivatives.

Theorem 29 (Compositionality of CR(=,)) Let 0 € X, P and Q be two
processes and T be a type environment such that T+ P,Q. IfT'> P € CR(%,)
and I'>Q € CR(=,) then

(1) I">a(b).P € CR(Z,) where " =T U{a:0[T]} U{b:T} and 6 < o;
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(2) I'va(x:T).PeCR(=Z,) whereI" =T U{a:§[T]} and § = o;

(3) I'">if a =bthen P else QQ € CR(=,) where " =T U{a:T}U{b:T};

(4) TP | Q € CR(=,) whenever P and Q do not synchronize on declassified
actions.

(5) T'>(vn: T)P € CR(=,) where ' =T n: T;

(6) T> |P € CR(=,) whenever P does not syntactically contain declassified
actions.

PROOF. See Appendix B.

Example 30 Let P and () be finite state processes and I' be a type environ-
ment such that T = P, Q. Even if R =!P | Q might be an infinite state process,
we can easily check whether I'> R € CR(2,) just by exploiting the decidability
of T> P €CR(Z,) and T'>Q € CR(=,) and the compositionality of CR(=,)

with respect to the parallel composition and replication operators.

5 Examples

In this section we show a couple of examples that illustrate the expressiveness
of our approach. In the following, we use a CCS-style for channels that do not
carry values, writing simply n and 7 instead of n() and 72().

Example 31 Consider the process P = (vh:H[])(h | ! h.k.R) | k. in the type
environment I' = k : H[], ¢ : L[]. Even if in P the low action ¢ depends on the
high action k, we can prove that P is secure by showing that I' £ P =, P.
Indeed, let § be the symmetric closure of the following relation:

{ (P.P), (P, P), (P, By), (Ps,P3), (Py, By), (P, P1), (P, By), (P, F5) }
where

Po= wh) (kT | 1hkB) [Tl Pi=(wh)(kTo | hkT)

Py = (wh)(h | VhkR) | € Ps = (wh) (kT | Lhe) | €

Py — (wh)(B | k)

It 1s straightforward to prove that S is a bisimulation up to high actions, i.e.
S Cr,.

Example 32 Consider the insecure process

P=nh(x:T).ifz =nthen (1() else l() | h(n) | h{m)
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in the type environment I' = h : H[T|, n : T, ¢; : L]] fori = 1,2 (here the
security level of n is irrelevant), where the variable x can be nondetermin-
istically substituted either with n or not. P is an insecure process since an
external attacker can destroy the nondeterminism causing an interference: to

prove that T'> P ¢ CR(=,), let H = h(y).h(z).h(n), then TE P %, P | H.

Anyway, it might be the case that a programmer wants to allow the flow of
information resulting from a test over the value communicated along a secret
channel. In this case he simply has to declassify the communication on the
channel h, obtaining for instance the following process, which can be proved to
be secure:

P’ =dec,h(x : T).ifx = nthen 01() else /() | dec,h(n) | dec,h(m)

Notice that this does not prevent the channel h to be later used without declas-
sification. For instance, let passwd be a sensitive value which should not be
tested at low level, then the process P’ can safely run in parallel with a thread

h{passwd) | h(z:T).Q, which will not be involved in the declassification.

Example 33 (Job Scheduler) Assume that there are n jobs Py, ..., P, whose
execution must be scheduled. We implement the scheduler as the parallel com-
position of two threads: the first one produces a numbered token, assigns it to
the next job and increments the counter. The second thread consumes a token
from a job, checking if it corresponds to the next scheduled number. In case
of matching, the consumer acknowledges the job to start its execution, waiting
for its end to increment the internal counter. Let be

Scheduler = Producer | Consumer
where, with an abuse of notation, we use natural numbers as channels:
Producer = (vp:T)(p(1l) | ! p(z:T").enqueve(y:T").(g(x) | plx + 1)))
Consumer = (ve:T)(€(1) | Le(a:T").check(y:T").
if x = ythen (g(ok) | ack.c(x + 1)) else (F(no) | ¢(x)))

where the channels enqueue and check are used by jobs respectively to get a
token and to exhibit it to the scheduler. Jobs are then written as follows® :

Job; = (vj:1")(enqueue(j).j(x:1").
(WL | ! Lcheck(z).x(y:L]]).if y = ok then P,.ack else 1))

5 With an abuse of notation we write Pj.ack; this can be rewritten using the correct
syntax of the m-calculus assuming that every job signals its termination.
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First, a job asks for a token and waits for it along the private channel j. The
job then starts a loop where it repeatedly exhibits the token to the scheduler,
waiting for its turn to be executed. The loop ends when the job receives the ok
message, so that it can run the process P, and signal its end using the ack
channel.

The system Scheduler | Joby | --- | Joby, can be proved to be secure if we rely
on the following type assignment, where the two private channels ¢ and p are
high-level, while tokens are low level value (of suitable arity), and the channels
enqueue and check are low level as well.

e,p: T, enqueue:L[T"], check:T", 1,2,..:T'  ok,no,ack : L[]
where T = H[T"] T" = L[T"] T" = L[L[]]

The fact that the system is secure comes easily by Corollary 27 since there are
no free high level names.

Example 34 A final example shows the use of downgrading to enhance the
flexibility of secure programs. Consider the following lattice of security levels:

H = Top Secret

o = Protected

|
L = Public

where L < o < H. We write a simple protocol where a server checks the client’s
password. The protocol is built upon the following channels, where we assume
that Bool is the type of a public boolean value:

check : alo[], o[]] carries the client’s id together with the inserted password
ack : L[Bool] acknowledges the result of the check
trans : H{Bool]  forwards the result of the check

As detailed below, a client simply sends his id together with a password and
waits for an acknowledgment. The server spawns an instance of the (replicated)
checker process, which matches the received password y against the expected
password which is stored in the system database as the image I(x) of client’s
id. The result of this matching is transmitted twice along a secret channel
trans. The first, declassified, communication along trans causes the sending
of the acknowledgment back to the client, then the second secret communication
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along trans controls the reconfiguration of the server which either restarts or
enters a new, not specified, high-level state Alert.

Client = check(id, pwd).ack(x).P

Checker = (vn:a[]) ( 7()
| In().check(z,y).dec,trans(y = I(z)).trans(y = I(x))
| ldec,trans(z).ack(z)

| trans(z).if z then 1() else Alert )

We can prove that the process Client | Checker satisfies the controlled infor-
mation release property with respect to the observable level o.

6 Discussion

The theory developed in this paper applies to closed processes and does not
explicitly consider recursive types. In this section we discuss a couple of ex-
tensions, dealing with open terms and recursive types.

6.1 Open Terms

When modeling reactive systems, that is, concurrent systems with interacting
subsystems, it is useful to reason on open terms, that is, processes which are
only partially specified. In this paper we considered closed processes only,
however, our theory scales to open terms as described below.

e First introduce the open extension of =, as the type-indexed relation =2

over terms such that ' E T =% U if and only if I F Tp =, Up for all
closing substitution p which respects® I' with I, and then

e say that a term 7T satisfies the o-controlled release property in I', written
I'>T € CR(=2), if for all closing substitution p which respects I' with 17,
I'>Tp € CR(Z,).

In this way, we obtain that if I'>7 € CR(=9) then for all H € HE, it holds
FET>=T|H.

6 We say that p = {x1 := mq,...,2, 1= my,} is a substitution which respects T
with TV if T' = A,x1:T1,...,x,:T, and there exists A’ such that I" = A, A’ and
I'tm;:T;fori=1,...,n.
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6.2 Recursive types

Recursive types are ubiquitous in modern programming languages, as they
occur when typing constructs such as datatype definitions.

Our theory smoothly scales to the m-calculus extended with recursive types,
the main changes being in the type system’s rules for type and environment
formation. In the following we present the new rules, together with the gen-
eralization of the function A which assigns a level to each type. Moreover, we
illustrate that none of the results and theorems presented in the paper are
affected by the presence of recursive types. This is due to the fact that we
assume type equality up to unfolding of recursive types and we assume that
the types assigned to names have no free type variables. We show that these
two assumptions are sufficient to state that all the results presented in the
paper remain unchanged also in the presence of recursive types.

In the Decm-calculus with recursive types the syntax of types becomes the
following;:

T == X | puXJdS[T] | o] | O[T
where X is a type variable and p is the recursion operator. As an example,

in this calculus the process @(a) can be typed assuming for the name a the
recursive type uX.0[X].

As stated above, in the following

(*) we assume type equality up to renaming of bound type variables and up
to unfolding of recursive types (i.e., uX.0[T] = §[T{X := pX.0[T]}]), and
(**) we assume that in processes and type judgments the types assigned to

names have no free (type) variables, i.e., they are closed types.

We are going to illustrate that, thanks to these assumptions, the results of
Section 3 and 4 smoothly scale to the case of recursive types.

The type system with recursive types First, we have to extend type
environments to let them list both (free) type variables and type assignments
to names. Type environments are now generated by the following grammar:

r == 0| 0,X | Ta:T
We also generalize to recursive types the level function A that associates to

types the corresponding level. In order to deal with type variables, the level
function A must depend on an environment A, that is a function from type
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variables to security levels in X:

Aa(0]) = AaQO[T]) = Aa(pX.0[T]) = 0
An(X) = A(X)

The environment A is needed in the rules for type formation only as illustrated
below.

The type judgments used in the type system are of the following forms:

['FA T the type T is well formed in I’
ko the type environment T" is well formed
'k a: T the name/variable a has type 7 in I'

' P  the process P is well typed in I

Notice that only the judgment for type formation depends on the function
A. This comes from the fact that well formed types ensure that a channel of
level § carries values of level lower or equal than 9, hence the rules of type
formation depend on the (generalized) level function Ax defined above. The
rules for well formed types are in the following:

(WF TYPE VAR) (WF EmpTYy CH TYPE)
'Fo I'Fo
Trax X1 Trad[]
(WF CH TYPE) (WF CH REC TYPE)
F'EAT X+ s T
B AA(T) %06 BUXD ~ A jyx—sy (T) <6

A O[T A pX.0[T)

Type formation rules are used in the following rules for well formed type
environments. In particular, the second premise of rule (NAME VAR) states
that well formed environments associate (well formed) closed types to names
and variables. As a consequence, in every derivable judgment of the form
['Fa:T, the type T is closed, according to our assumption (#x).

(EMPTY) (TYPE VAR) (NAME VAR)
o ko OkyT
DFo F,Xl—ngéDom(F) Wa¢Dom(F)
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The remaining rules of the type system, that is the rules for the judgments
I' ma:T and I' - P, are identical to those in Section 2 (Table 4). It is
worth noticing that the presence of recursive types does not affect the typing
rules. For instance, if the name a has a recursive type pX.40[T] in T, then,
whenever a judgment of the form T' F a : §[T] is needed in the premise of
a rule (e.g., in rule (OuTPUT)), such a judgment is derivable by the type
equality up to unfolding that we assumed above (*), i.e., by the assumption

that pX.0[T] = 8[T{X = uX.0[T]}].

For the same reason, the Subject Reduction property is the same as in Sec-
tion 2, and the typed LTS for the calculus with recursive types is identical
to that in Section 3. Furthermore, the notation A(I'(n)) we used throughout
the paper can be safely thought of as Ag(I'(n)) thanks to the assumption (**)
about closed channel types. For these reasons the results about observation
equivalence and controlled release developed in Section 3 and Section 4 need
not to be modified by the presence of recursive types.

6.3 FEncoding of Decm into m-calculus

It is worth noticing that the Dec m-calculus is a smooth extension of the 7-
calculus. Indeed, it can be encoded into the standard 7-calculus by simulating
a declassified communication along A with a synchronization along a fresh
(session) channel h', as exemplified by the following:

{|dech(m).P | dech(x).Q [} = (wh)(D(K).B (m).{ P}) | D(w).w(z){ Q[

where a specific name D is used as a port to transmit the name of the private
session-channel used for the declassified communication.

A = -preserving encoding of the Dec 7 into the m-calculus can then be defined
along the lines of the previous intuition, taking special care in handling the
typing of encoded processes and the level of the downgrading constructs. The
notion of Noninterference for the m-calculus has been studied in [17], together
with the corresponding proof techniques based on name restriction, unwinding
and per-models; it is then interesting to rely on the previous encoding to
compare Controlled Release and Noninterference.

Let P be a Decm-process such that P € CR(=,), then a declassified action
performed by P is encoded into a high action performed by { P [ along the
port D. According to [17], in the m-calculus a noninterferent process is such
that every high action is matched by a number of unobservable-7-steps, which
is not in general the case of {| P [}. In other words, if P € CR(Z,) then in gen-
eral { P [} is not interference-free. This fact shows that in order to implement a
downgrading mechanism in the m-calculus, it is not sufficient to communicate
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using private names, but there must be also a mean to specify a set of admis-
sible information flows. The Dec w-calculus we propose uses the new construct
dec to identify the actions that determine an admissible flow, and studies a
security property that precisely allows only the intended information flows.

7 Related Work

In the context of process calculi, the problem of detecting only uncontrolled
information flows has been studied for CSP and CCS, see, e.g., [7,18-21]. The
work which is most related to ours is [7] by Bossi, Piazza and the second au-
thor. They propose a general unwinding framework for formalizing different
noninterference properties of CCS processes permitting downgrading. Their
calculus is not extended with any particular declassification operator but in-
stead a distinct set D of downgrading actions is considered.

As for the m-calculus, the only work we are aware of dealing with a form of
downgrading is a recent work by Gordon and Jeffrey about conditional se-
crecy [22]. They propose a system of secrecy types for the m-calculus which
supports multiple, dynamically-generated security levels, together with the
controlled downgrading of security levels. Differently from our approach, their
system downgrades names instead of actions and is based on trace semantics.
Furthermore, their security notion deals with direct flows only and does not
address implicit flows nor noninterference. On the other hand, there exist a
number of works about noninterference in the m-calculus. Hennessy and Riely
[23,2] consider a typed version of the asynchronous m-calculus where types as-
sociate read /write capabilities to channels as well as security clearances. They
study noninterference properties based on may and must equivalences. Honda,
Yoshida and Vasconcelos [3,4] consider advanced type systems for processes of
the linear/affine m-calculus where each action type is associated to a secrecy
level. Their noninterference results are expressed in terms of typed bisimula-
tion equivalences. In [6] Pottier develops a type theory which is, roughly, as
expressive as the one of Hennessy and Riely [23] and proves a noninterference
result based on bisimulation equivalence. Kobayashi in [5] proposes a refine-
ment of a previous type system for deadlock/livelock-freedom and shows that
well-typed processes enjoy a bisimulation-based noninterference property.

In all these works types play an essential role in the proof of noninterference:
the security of processes is ensured by the strong constraints imposed by the
type systems. On the contrary, our approach relies on a much simpler typing
discipline. Indeed, our type system does not deal with implicit information
flow. Instead, we characterize security in terms of the actions that may be
performed by typed processes.
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In order to illustrate the difference between our approach and those discussed
above, consider the process P = (vh:H[])(h | ! (h.(k | h)) | k.f). We can prove
that P satisfies the controlled release property. However it cannot be deemed
secure by using the type systems in the above mentioned works. The problem
comes from the insecure subterm k.¢ where an observable action depends on
a high one. One might think that our approach is more general than the
others, but it is not the case. For instance, the process | h(z:T).0{(z) is always
insecure in our framework, whereas using the type system of [4] one can find

a linear/affine typing which deems it secure.

The type-based proof techniques for noninterference appearing in the litera-
ture are often associated with subtyping. Subtyping is typically used to in-
crease the flexibility by allowing more system interactions. In this paper we
do not deal with subtyping. However, we could extend our approach with a
form of subtyping to safely increase the secure upward information flows per-
mitted in the Decm-calculus. This could be done by introducing a subtyping
relation that allows a channel type 6;[T] (resp. 0,]]) to be suptype of &[T
(resp. 02]]) when 6; = 9. This form of subtyping would allow a low level
channel to be used in a place where a high level channel is expected, e.g.
h(z : T[)).P | h{f) where h : T[T[]],¢ : L[]. Clearly, adding this subtyping
relation would complicate the observation equivalence of the Dec w-calculus
since, as explained in [8], typed actions would require reasoning about two
different type environments, one to type the observer and another one to type
the observed process. We argue that our approach could be extended with
subtyping along the lines of [8]. We plan to investigate this topic for future
work.

8 Conclusions

In this paper we develop a theory of controlled information release for pro-
cesses of the Decm-calculus, which is an extension of the m-calculus with a
construct intended to be used by programmers for declassifying information
from a higher to a lower security level.

In [1] Sabelfeld and Sands suggest some principles which are intended to guide
the definition of satisfactory security policies for systems admitting declassi-
fication mechanisms. We conclude the paper with a discussion showing that
our notion of controlled information release satisfies the principles of semantic
consistency, conservativity, monotonicity of release, and non-occlusion.

The semantic consistency principle is useful for modular design of secure com-
plex systems. It allows one to replace part of a system with a semantically
equivalent process provided that it does not perform any declassification op-
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eration. More precisely, the semantic consistency principle states that “the
(in)security of a program is invariant under semantics-preserving transforma-
tions of declassification-free subprograms”. In the case of controlled informa-
tion release, we can prove that if P, () and R are processes and I' is a type
environment such that I' = P, (), R and neither () or R contain any declassified
action then the following holds: whenever I' E Q 21 Rand I'>P | Q € CR(%,)
then also ' P | R € CR(%,).

The conservativity principle deals with the natural intuition that a notion of
security in the presence of downgrading should be a conservative extension
of a security definition for a language without downgrading. It simply states
that “the security for programs with no declassification is equivalent to non-
interference”. In other words, it requires that processes without declassified
actions satisfy a strong noninterference property that forbids any secret leaks.
It is straightforward to show that our notion of controlled information re-
lease satisfies this principle. Indeed, we can immediately prove that if P is a
Dec m-process and I is a type environment such that I' = P and P does not
syntactically contain any declassified action then I'> P € CR(2,) if and only
if '> P e NI(%,) where NZ(2,) is the strong noninterference property for
processes of the m-calculus presented by the authors in [17].

The principle named monotonicity of release says that “adding further declas-
sifications to a secure program cannot render it insecure, or, equivalently, an
insecure program cannot be made secure by removing declassification annota-
tions”. Also this principle is easy to check for controlled information release
just by looking at its unwinding characterization. Monotonicity comes from
the fact that adding a declassification reduces the number of high actions and
then the checks required by the unwinding condition.

Finally, the non-occlusion principle is intended to prevent the risk of laun-
dering secrets not intended for declassification. It formally states that “the
presence of a declassification operation cannot mask other covert information
leaks”. In our framework, where we do not declassify expressions and an in-
formation is just the fact that an action has occurred, this principle simply
requires that a low level observer cannot infer any non declassified sensitive
information, which is exactly our controlled information release property.
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A Proofs omitted from Section 3

In the following we write I' -, P to state that [' = P and P is a process of level
at most o in I, i.e., Vn € fn(P), A(T'(n)) < o. Similarly, we write I -, C[-]
to state that C[-rv] is a (I /T")-o-context.

We start with Propositions 36, 37, 38 proving that ~, is an equivalence rela-
tion such that =, C=,. The next lemma is used in the proof of Proposition 36.

Lemma 35 Let o € X, R be a process and I be a type environment such that
', RandT'>R =, TI'> R'. Then '+, R'.

PROOF. Immediate. O

Proposition 36 Let 0 € Y. =, s a congruence with respect to o-contexts.

PROOF. The proof that =, is an equivalence relation is standard. We prove
that =, is preserved by all o-contexts. We consider all the constructs simul-
taneously: let S be a binary relation such that

* =, CS

e I'EP S Qimplies I'I"E (P | R) S (Q | R) for every process R such that
I I+, R.

e 'EPSQimpliesI"E (vn:T)P S (wvn:T)Q where ' =T",n: T.

We show that & is a bisimulation on o-actions, hence & C~=, . The proof
is by induction on the formation of S.

e The case where ' E P § ) comes from I' F P =, @ is trivial.
e Let INIME (P | R)S (Q| R)withT'E PS Q@ and I',T” -, R. Assume
LI'>P | R —a>g [ > P’, this comes from one of following cases:
ST,'>P —5, I"5 P”, bn(e) Nfa(R) = § and P’ = P” | R. From
' E P S Q, by inductive hypothesis we have that 3Q’ such that I',I" >
Q =%, I">Q and I E P’ S . Then by rule (PAR) of the LTS,
L@ | R - N I'">@Q' | R. Now, from I'" £ P" § Q' by definition
of § and the fact that I' F, R we conclude I' = (P" | R) S (Q' | R) as
desired.

T,'>R ——, I"> R and P’ = P | R. By (PAR) we have I, " >
Q|R S, T Q@ | R'. By Lemma 35 we know that T -, R, then
fromT'E P S @ we conclude I E P | RS Q| R as desired.
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n(m) n(m)
-a=17,P —— P" R —— R and P’ = P” | R'. By Proposition 6

n(m) n(m)

we have I\I"> P ——s I''I">P", and ', I'> R ——s I')I"> R with
AT, T"(n)) = 4. From I',T" -, R, we have A(I',T"(n)) < o, then we
can choose 6 = 0. Now, from I' F P § @, by inductive hypothesis we
have that I',)1" > @ n:<m>>,, IV @Q with I''1Y E P” S Q. By rules
(ComMm) and (PAR) of the LTS we have I''T">Q | R—=T1,I"0 Q' | R'.
From I''TV E P” § ), by definition of & and Lemma 35 we conclude
I.I'E(P"|R)S (Q | R).

n(m) n(m)
-a=17,R —— R’ P —— P". This case is analogous to the previous
one.
decs, n(m) decs, n(m) .
-a=7,R ——— R',P ——— P". By Proposition 6 we have that
decs, n(m) decs, n(m)

I'['oR ———; DLIs R, and [,I"'s P ——— 5 T,V P" with
b < AT, T’(n)) = 4. From I', TV F, R, we have A(T',T"(n)) < o, then
we can choose § = o and we conclude similarly to the previous case. The

symmetric case is similar.
T . (vm:T) n{m)
ca=71, "> P | R—, I, "> (vm:T)(P' | R') since P —— P’

n(m)
and R —— R’ with m # fn(R). By Propositions 6 and 7 we have I, >
(rm:T)n(m) (rm:T) n(m)
— s DL IYmT>P and I'''b R — s I IV m:T> R

with I',T'(n) = o¢[T] and 0y < J. From I',I" -, R, we have A(T',I"(n)) <

o, then we can choose 6 = o. Now, from I' F P S (), by inductive hypothe-
(rm:T)7(m)
sis we have that I, 1> Q —= ', 1" Q1 ————, [ I". m:Tp>Qy —

O, T, m:TeQ withT, TV, m:T E P'S @'. Then we also have I', T'>Q | R =
I,T'>Q, | R -2 T,T"> (wm:T)(Qs | R) = T,T" (wm:T)(Q' | R).
From ', T, m:T E P' S ()’, by definition of § and Lemma 35 we conclude
O E(wm!T) (P | R)S (vm:T)(Q' | R'). The symmetric case is similar.

(vm:T) decs, n(m)

ca=1,1TP|R -, I,T"s(vm:T)(P'| R') since P P’
decg, n(m)
and R ——— R with m # fn(R). By Propositions 6 and 7 we have
(vm:T) decs, n(m) (vm:T) decs, n(m)
| Y s IV, m:T>P and I',1'>R 5

[, T, m:T > R with T',T"(n) = 0¢[T] and §; < 01 = §. From I, T" +, R,
we have A(T',T"(n)) < o, then we can choose § = ¢ and we conclude as in
the previous case. The symmetric case is similar.
o Let I"E (wnI)P S (wn:T)Q with ' E P S  and I' = I, n:T". Assume
"> (vn:T)P —%,, T"p P', this comes from one of the following cases:
(vn:T) p(n)
- a= (vn:T)p(n) and 1" > (vn:T) P —pn7 I, n:T> P, with IV, n:T>
p(n) ) . . p(n

P ——, TI',n:T>P'. By inductive hypothesis we have I'', n:T>Q) :;U
I, n:TeQ with T’ n:T E P'S Q. We conclude I'>(vn:T)Q MQJ
I, n:T > @ by an application of the rule (OPEN).
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- o= (vn:T) decs p(n) and I'" > (vn:T) P %, T',n:T> P, which comes
decs p(n)

from I, n:T'> P ——, 1", n:T'> P’. From the hypothesis that 1" +
(vn:T)P we have that 6 < o. By inductive hypothesis we have that

I nTr>Q deC:‘spmga IV n:T>Q with I, n:T F P' S @'. We can then

conclude I > (vn:T)Q MU IV, n:T > Q" by an application of

the rule (DEC OPEN).

T's(wnT)P ——, T"v(un:T)P, with IV, n:T> P ——, T" nTe P
and n ¢ fn(a)Ubn(a). By inductive hypothesis I, n:T>Q =%, T, n:ToQ’
with I, n:T E P’ 8 . Then also I' > (wn:T)Q =%, I'" > (bn:T)Q'
by an application of the rule (RES) of the LTS, and we can conclude
I'"E (vn:T)P' S (vn:T)Q' by definition of S and by I'',n:T E P’ S @Q'.

O

Proposition 37 Let 0 € ¥. =, is reduction closed.

PROOF. Let P, be processes such that ' £ P ~, @ and P — P’
Then by rule (RED) of the LTS, I' > P ——, ' > P'. By definition of =, ,
I'cQ=T1v>Q andI'EF P’ ~, Q' as desired. O

Proposition 38 Let o0 € ¥. =, is g-barb preserving.

PROOF. Let P, (@ be processes such that ' F P ~, ) and ' F P |7, that
n(m)
is P —— P’. In this case, by Proposition 6 and the hypothesis A(T'(n)) <
n(m)
o, we have ' P ——, 1" P'. Now, by definition of =, we also have

'esqQ ﬁ:<m>>a ['>@Q’, then T F Q|2 as desired. O

Proposition 41 proves that =,C =, , using the following Lemma 39 and 40.

Lemma 39 If I'w:o[| F (W) | P) =, (@()|Q) with w fresh in P,Q, then
P2, Q.

PROQOF. It is sufficient to prove that the following relation
R={('>P, I5Q) | Luwol]=P| @) %, Q@) w¢m(P)U(Q)

is reduction closed, o-barb preserving and o-contextual. See [8] for details. O
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Lemma 40 If [ w:o[T| E (vm:T)(P | w(m)) =, (bm:T)(Q | @(m)) with w
fresh in P,Q, then ', m:T F P =, Q).

PROOF. Let R be the following relation:

{T,m:T>P, T,ym:T>Q) |
L wo[T] E (vm:T)(P | w(m)) =, (vm:T)(Q | w(m))
wé¢m(P)U(Q) }

It is sufficient to prove that R is reduction closed, o-barb preserving and
o-contextual. See [8] for details. O

Proposition 41 For any process P,Q, if ' E P =, Q then' E P ~, Q.

PROQOF. Let § be the following relation
S={T>P, TrQ) | TEP=,Q}.

We prove that S is a bisimulation on o actions; then =,C =, follows by the
fact that =, is the largest bisimulation on o-actions.

Assume I'> P —a>0 ["> P, we distinguish the following cases:

e ['>P —T>0 ['> P'. From the hypothesis I' F P =, (), we have that
'>@Q =TpQ with'F P =, @, and we conclude (I'> P, I'> Q') €S
as desired.

e I'>P —, To P withT'kFn:oq[T],TFm:T and 07 =< 0. Now, let be
Culrl =n(m) &() | [r]

where w is fresh and I'yw:o[] b, C,[-r]. Let I" = T',w:o[]. Then C,[-r] is a
(I"/T)-o-context and I' > Cy[P] —— I'om() | P with IV E (@() | P') |2,
Now, from I' E P =, ) and the fact that =, is o-contextual, we have that
there exists Q" such that I"> C,[Q] = "> Q" with I" F &() | P’ =, Q"
and I" £ Q" |9. Then Q" = w() | @, and by Lemma 39, ' F P’ =, Q'
Since I'" E C,[Q] {2, we have that I'> Q n:(mgg I'> @ and we conclude

(C'> P, T'p@Q') €S as desired.
decs n(m)
e I'>P ’ o I'>P withTFn:oq[T],TFm:T and § < o1 < 0. This
case comes as the previous one using C,[-r] = decsn(m).w() | [r], which
still is a o-context since A(I'(n)) < o.
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i

m)
eI'>P —, IT'p P withl'Fn:0y[T],TFm:T and 07 =< 0. Now, let be
Colr] = [1] | n(z : T).if £ = mthen @y () else wW3()

where wy,ws are fresh names and I',wy @ o[|,ws : o] F, C,[r]. Let us
consider IV = ' wy:0[],wq:c[]. Then C,[1] is a (I"/I')-o-context and we
have I > C,[P] = 1" >wi() | P" with I" & (@1() | P') |Z,. Now, from
' P =, @ and the fact that =, is o-contextual, we have that there
exists Q" such that T > C,[Q] = I"> Q" with IV E wy() | P’ =, Q" and
I"E Q" 17, Then Q" = wi() | Q. and by Lemma 39, I' E P' =, Q'

w

Since I £ C,[Q] 7., we have that I'> Q) lﬂgg I'> @ and we conclude

wi?

(> P, I'> Q') €S as desired.

decs n{m)

'bP ——, ' PPwithT'kFn:oT], T’ Fm:T and 6 < 01 < 0.
This case comes as the previous one using C,[-r] = [1] | decsn(z : T).if x =

m then @i() else wz(), which still is a o-context since A(T'(n)) < o.
(rm:T)m(m)
'sP ———, I',mT > P comes from P = (vmT)P,, T +n: o [T
n(m)

withoy <o,and ', mT>P;, ——, I',m:T>P' . Let {p1,...,oe} ={p|p€
fn(P)Un(Q) and I' - p : T}, and let

Colr] =[] | n(x: T). if x = p; then Ty () else

if x = py then Wy () else

if = py then wy() else Wy (z)

with wy, wy fresh and ', wy:0] ], wa:0 [T by Culr]. Let IV = T, wyio[ ], wa:o[T].
Then C,,[-r] is a (I"/I')-o-context and I">C,,[P] = I">(vm:T)(wz(m) | P’)
with I' E (vm:T)(@z(m) | P')|J,. Now, from I' E P =, () and the fact that
=, is o-contextual, we have that there exists )" such that I'' > C,[Q] =
["> Q" with IV E (vm:T)(@z(m) | P') =, Q" and I £ Q" |7,. Since
I E C,[Q] |7,. we have that I'> Q (Vm:T)Mm)U L,m:T > Q" where Q" =
(vm:T)(wz(m) | Q). Since I'" E (vm:T)(wz(m) | P') =, (vm:T)(wz(m) | Q’),
by Lemma 40 we have I''m:T E P’ 2, @' and we can conclude that
(C,mToe P, TymTrQ) €S as desired.

I'>P MU [, m:T> P where I' - n : 01[T] and 01 < 0. Now, let

Colrl = [rl | (vm = T) 12(m) (m)
where w is fresh and I',w:o[T] F, C,[r]. Let I" = ', w:o[T]. Then C,[ 1]

is a (I"/T)-o-context and I > C,[P] ' (vm:T)(w(m) | P") with
I'"'E (vm:T)(@w(m) | P’)|%. Now, from I' E P =, @ and the fact that =, is
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o-contextual, we have that there exists Q" such that I'V>C,[Q] = I"> Q"
with I E (vm:T)(@(m) | P') =, Q" and [" F Q" |7. Since I F C,[Q] 7, we
have that I'> Q MU I'ym:T > Q" where Q" = (vm:T)(Q" | @(m)).
Since IV E (vm:T)(@w(m) | P') =, (vm:T)(w(m) | Q'), by Lemma 40 we
have I', m:T E P’ =, " and we conclude (I', m:T'>P', T,m:T>Q’') € S as
desired.

e The cases where I' > P performs a declassified bound action are similar to
the previous two cases; they rely on corresponding contexts which use a
declassified communication over the channel n.

O

Proof of Theorem 9 Let 0 € ¥, I" be a type environment and P, () be
processes such that ' P,Q). Then 'F P =, Qif 'E P ~, Q.

PROQOF. The proof of ~, C=, comes by Propositions 36, 37 and 38. The
converse comes by Proposition 41. O

B Proofs omitted from Section 4

Proof of Proposition 20 If R is a bisimulation up to o-contexts and up to
~,, then R C=,.

PROOF. We define the relation S as the smallest relation such that:

() TEPRQimpliesI'E P S Q.
2)TEP~, RTERSUandI'FU ~, Qimply 'E P S Q.
(3) T'E P S Q implies I'" E C[P] S C[Q)] for every (I''/T")-o-context C[-r].

We prove by induction on its definition that § is a bisimulation on o-actions.
This will assure the soundness of R since R C § C=,. The symmetry of S
comes by induction and the symmetry of R.

e Let ' F PSQ because I' F PR Q. Assume ['> P —a>g I" > P’, then
from T' F PR Q we know that 3Q",Q", P",C[-1»] such that TV F, Cl-v]
and > Q =%, ' Q with [V E P’ ~, C[P"],T" E Q' ~, C[Q"], and
I'"E P"RQ". Now, by definition of § (1) we have I F P”"S Q", then by
(3) I"E C[P"] S C[Q"], and by (2) we conclude I" E P'S @'

e et TEPSQ because ' E P =, R,I'EFRSU and ' U =, Q. Assume
I'sP —a>0 ["> P, then from I' E P =, R we know that 3R’ such that

45



IR =%, I'sR with"F P' ~, R. Now, from I' F RS U, by induction
we have that [>U =2, "o U’ with IV R'SU' and fromT'F U =, Q
we have I'> Q) =% I'n Q' with IV E U’ =, @'. Then, by definition of S
(2) we conclude I E P'S Q'

e Let IV E C[P] S C[Q)] because I'" F, C[-r] and T' E PS Q. Assume that

I'">CP| — %, T"bU, we have to show that I"'>CQ] ==, ">V with
[ E U S V. The proof proceeds by induction on the definition of o-contexts
(Definition 2).

- Cly] = [1], with " =T and T P ——, T”>U. Then from T F PSQ,
by induction hypothesis on the definition of S, we have I'>Q) :d>a ">V
and I EU SV as desired.

- C[r] = (vn:T)C'[-v]. Note that from I' E PSQ, by definition of S
(3) we have I'",n:T" E C'[P] § C'[Q]. The inductive hypothesis on o-
contexts states that if IV, n:7" > C'[P] —a>g I nTv>U" then IV, n:T >
Q] =%, I, nToV with ", n:T EU SV
Assume IV > (vn:T)C'[P] — %, T"5U, this must have been derived in
one of the following ways:

by (RES) from I", n:T>C"[P] — 2, T, n:TeU with U = (vn:T)U'
since n ¢ fn(a) U bn(a). Now, by induction on o-contexts we have
that TV, n:TeC'[Q] =%, T, n:T>V' with I”',n:T E U’ SV'. Then
by (RES) we also have I > (vn:T)C'[Q)] —% I (vn:T)V'" and
by definition of S (3), from I, n:T £ U’ S V' we can conclude that
I'"E (vn:T)U'S (vn:T)V' as desired.

m(n)
by (OPEN) from IV, n:T>C'[P] ——, TV, n:T>U with I =T n:T,
a = (vn:T)m(n). Now, by induction on o-contexts we have that
I n:ToC'Q) é@a I n:To>V with IV, n:T £ USV, and we con-
clude I > (bvn:T)C'[Q] ==, 1",n:T >V by (OPEN).

decs m(n)
by (DEC OPEN) from IV, n:T & C"[P] ———, T',n:T > U where
I = T",n:T and a = (vn:T)decs m(n). Now, by induction on o-

contexts we have that TV, n:T > C'[Q)] decs m<n>a I, n:T >V with
I n:T EUSV. We conclude I'" > (vn:T)C'[Q] ==, I",n:T>U

by (DEC OPEN).
e Clr] = C'[r] | R or C[r] = R | C'['r] where I , R. The proof of
the two cases is similar, therefore we show only the first one. Note that
from I' F PSQ, by definition of S (3) we have I" E C'[P] S C'[Q]. The

inductive hypothesis on o-contexts states that if I'' > C'[P] B VN
then I'>C"[Q] =2, I"oV/ withT” F U'SV'. Let I'sC[P] ——, T"sU,
this must have been derived in one of the following ways:

- v # 7 In this case, the hypothesis must come by (PAR) from either

"> C'[P] — L, U with U = U | R. By induction on o-contexts
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we have I'"'>C'[Q) =% I"sV'with " EU' SV, By an application
of the rule (PAR) we have I" > C[Q] =%, I">V'| R. Now, from
I'"EU SV and I' -, R, which comes from IV -, R and [" C T,
we conclude I E (U" | R) S (V' | R) by definition of S (3).
"> R ——, "5 R with U = C'[P] | R". By Lemma 35 we have
I+, R'. By an application of the rule (PAR) we also have T" >
R|CQ] —, I">R'| C'[Q]. Now, from I £ C'[P] S C'[Q] we
conclude I' & (C'[P] | R') S (C'[Q] | R') by definition of S (3).
- a = 7. In this case, the hypothesis must have been derived in one of the
following ways:

by (PAR). This case follows similarly to the previous one.

n(m) n(m)
by (Comm) from C'[P] —— U’ and R —— R’ (or viceversa,
which follows similarly) with U = U’ | R'. From I I, R we have
n{m)
A(I'"(n)) = o, hence by Propositions 6 and 7 I">C'[P] ——, ['>U’

n{m
and ["'> R ——, I">U". By induction on o-contexts we have that
n(m)

"> C'Q] =, "> V' with I' E U'SV’, hence I'" > C[Q] =
"> V' | R. From I"F U'SV’, since I'' -, R', by definition of S (3)
we conclude I E (U" | R') S (V' | R').

(vm:T) n(m) n(m)
by (CLOSE) from C'[P] U'and R —— R’ (or vicev-
ersa, which follows similarly) with U = (vm:T)(U’ | R'). From the

fact that I'' -, R we have A(I"(n)) < o and by Propositions 6 and 7,
(vm:T)n(m) (rm:T)n(m)
we obtain I'"'>C'[P] ——, IV, m:TpU and "> R ———,

I',m:T > R'. By induction on o-contexts we obtain that it holds
"> C'Q)] wmd) n<m>g ym:T > V' with IV, m:T E U'SV’, hence
"> CQ] = 1" (vm:T)(V' | R'). From I"'m:T" E U'SV’, since
I" -, R', by definition of S (3) we conclude I F (vm:T)(U' | R') S
(vm:T)(V' | R').

decs n(m) decs n(m)

by (DEC CoMM) from C'[P] U'and R ———— R/ (or

viceversa, that follows similarly) with U = U’ | R". From I" -, R we
decgs n{m)

have A(I"(n)) < o, hence by Propositions 6 and 7, I">C'[P] Ry

decs n(m)
I"cU' and I"> R 6—>J [ R'. The proof then follows as above.
(rm:T') decs n(m) decs n(m)

by (DEC CLOSE) from C'[P] ’ U’ and R——— R’

(or viceversa, which follows similarly) with U = (vm:T)(U’" | R).

From I'" -, R we have A(I'(n)) < o and by Propositions 6 and 7,

(vm:T) decs n(m) (vm:T) decs n(m)
I'sC'[P] ————— " T m:TsU and "> R — %
IV, m:T > R'. The proof then follows as above.
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Proof of Proposition 23 If I' £ P =, P, then for all I > P’ such that
'>P ~T"> P, it holds IV F P’ =, P'.

PROOF. By induction on the length of the derivation I'> P ~» I > P’. The
base case, where the length is 0 is immediate. For the inductive case, assume
I'>P~T1>P %5 V> P'; we distinguish the following cases:

o I''> P —a>(, [V > P'. By induction we know I'y E P, =, Py, then by
definition of &, we have I'y/> P, ==, "> P, and [' E P’ &, P,. Then
by symmetry of =, we also have " F P, =, P’, and by transitivity [ F
P =, P.

e I''>P %o 5P witha € {n(m),m(m)} and I'" = I'y. By induction we
know I'y E P, =, P, then by definition of =, we have I'1 > P, = I'1 > P,
and I'y F P’ =, P,. Then by symmetry of ~, we also have I'; E P, =, P,
and by transitivity I'y F P’ =, P’.

e >P —— I'p P with a € {(vm:T)n(m), (vm:T)7(m)} and T" =
I, m:T. By induction we know I'y F P; =, P;, then by definition of =,
we have I'1> P = I'1> P, I'1 E Py =, (vm:T)P' and I" F P’ =, P’ as
desired.

e [''> P —? I"> P’ where a is a declassified action. By induction we
know I'y E P, =, P;, then by definition of ~, we have I E P’ =, P’ as
desired.

O

The next lemma is used in the proof of of Lemma 25.

Lemma 42 Let P be a process and I’ be a type environment. Let T>(vm:T)P ~~
["> P, then one of the following two cases hold:

(1) P' = (vm:T)P" and T,m:T > P ~ 1", m:T > P"
(2) IV =T1"m:T and T,m:T> P ~~T" m:Tw> P’

PROOF. By induction on the length of I's (vm:T") P ~~ I''> P'. If the length

is one, then I'> (vm:T') P — %, T P’ must have been derived in one of the
following two ways:

e by rule (RES) from I', m:T'> P — %, T',m:T>P" where P’ = (vm:T)P",
which is case 1. o

e by rule (OPEN) from I', m:T>P ——, T',m:T>P' where I" =T, m:T and
a = (vm:T)m(m), which is case 2.
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Let now consider the inductive case where I's (vm:T)P ~» I'1> P —a>(7 ">
P’. By induction we have two cases:

o P =(vm:T)Pyand I', m:T>P ~» 'y, m:T>P,. We distinguish two subcases
depending on the rule that gave I'y > P; —a>g "> P
- it comes by (RES) from 'y, m:T > Py —a>a I m:T 1> P" and P =
(vm:T)P". Hence I', m:T > P ~~ T, m:T' > P" which is case 1.
n(m)
- it comes by (OPEN) from TI'y,m:T > P, ——, T'y,m:T > P’ with a =
(vm:T)"(m) and I" = I'y,m:T. Hence I', m:T' > P ~» 'y, m:T > P’ which
is case 2.
o 'y =Ty, m:T and ', m:T'> P ~~ I'y, m:T'> P;. In this case we have I, m:T" >

P~ —a>0 ["> P with IV =T, m:T for some I'”, which is case 2.

O

Proof of Lemma 25 Let 0 € ¥, P be a process and I'ym : T be a type
environment such that T,m : TH P. IfT,m:T>P € CR(%,) then T'> (vm :
T)P € CR(=,).

PROOF.

By Theorem 21 it is sufficient to prove that if I''m : T'> P € W(2,) then
I's(vm : T)P € W(Z,). Let I'>P’ be a configuration such that I'>(vm:T") P ~»
["> P, then we prove the following two items:

(1) if ' P' — 7 I'» R, with a € {plg), p(q)}, then 3Py s.t. I/ P/ =
FII>P3 and F/':PQ gapg.

(2) if "> P’ e I, ¢:T'> Py with a € {(vq¢:T") p{q), (v¢:T")p(q)}, then
APy st. I"'p PP = T'> Py and ' F P3 =, (vq:T")Ps.

By Lemma 42 we distinguish two cases:

o P'=(wmT)P" and T',m:T>P ~»T",m:T>P". Let us prove the two items
in the definition of W(2,):

(1) I"'> P 20 "5 Py with a € {p(q),p(q)}. Since P' = (vm:T)P", the
action comes by (RES) from I",m:T > P” e I, m:T > P" where
P, = (vm:T)P" and m ¢ fn(a) Ubn(a). From I', m:T'> P ~~ I, m:T > P”
and T',m:T > P € W(%,), there exists P* such that T',m:T > P" —
I m:T > P* with IV, m:T E P* =, P". Since =, is a congruence, we also
have T E (vm:T)P* =, (vm:T)P", and we conclude observing that by
(RES) we have I"> P/ = "> (vm:T) P*.
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(2) "> P % I, q¢T' > Py, with a € {(vqg:T") D(q), (vg:T") p(q)}. We dis-
tinguish two subcases:

cq:T'=m:T,a=(mT)p(m) and T/, m:T > P" ﬂ" ' m:T >
P,. Since T,m:T > P ~ T'.m:T > P" and T',m:T> P € W(%,), we
have that there exists P* such that IV, m:T' > P" = 1", m:T > P*
and I",m:T" F P* =, P,. Then by rule (RES) we also have 1" >
P = T"> (vm:T)P* and I E (vm:T)P* =, (vm:T)P; since =, is
a congruence.
-q:T # m: T, then I'"> P’ % I, ¢:T" > P, comes by (RES)
from I'', m:T" > P” % IV, ¢:T',m:T > P" with P, = (vm:T)P".
Now from I')m:T > P ~ IVm:T > P” and T',m:T > P € W(%,)
we have that there exists P* such that IV,m:T' > P" — I, m:T >
P* and I",m:T F P* =, (vq:T")P". Then by rule (RES) we also
have I" > (vm:T)P" = 1" > (vm:T)P* and 1" E (vm:T)P* =,
(vm:T)(vq:T")P" = (vq:1T") P, since =, is a congruence.
o I"=1" mT and ', m:T > P ~ I > P'. In this case we conclude using the
hypothesis I', m:T'> P € W(2,).

O

B.1  Proofs of Compositionality of Controlled Information Release

Lemma 43 (Strengthening) Let be I'> P ~~» "> P' and I'y C T' such that
I'yFP. Then 'y P~ I > P with ') C TV,

PROOF. The proof proceeds by induction on the lenght of I'> P ~» I'' > P/,
and it is not difficult.

Lemma 44 (Weakening) Let P, be two processes and T' and T type en-
vironments.

(1) To P~ Ty 5P, T CT imply I'> P~ T > P! with Ty C T,
(2) TEP =, Qand T CTV imply I" E P ~, Q.
(3) T PeW(=,) and T CT" imply I'> P € W(=,).

PROOF. Proof of 1) proceeds by induction on the derivation of I'> P~
[y > P'. Proof of 2). It is sufficient to show that the relation

S={I">P, T"'>Q) | ' CI"such that ' F P =, Q}
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is a bisimulation on g-actions, which is not difficult using 1) and Lemma 43.
Proof of 3) is not difficult, using 1), 2) and Lemma 43.

Let I'> P ~~q/; [V > P’ mean that the configuration I'' > P’ is reachable from
['> P in zero or one step.

Lemma 45 Let P,() be processes and let I' be a type environment. If I' >
P|Q —a>5 ["> R, then one of the following cases holds:

(1) a=7, R=P | Q withl'> P~ ' P andI'> Q ~o1 I'> Q.

(2) o =71, R=(vm:T)(P'| Q) withI'>P ~sq;1 I',m:T>P and I'>Q ~p
Cm:Te>Q .

(3) a#7, TP ——s T'>P and R=P' | Q.

(1) a£7,T6Q —; I'sQ and R=P | Q'

PROOF. We distinguish the cases in which the hypothesis I'>P | —a>5 ">
R must have been derived.

e o = 7 and the hypothesis comes by an application of the rule (Comm) from

n(m) n(m)
—— P'and Q@ —— @' (or viceversa, which follows similarly). By
n n(m)

Propositions 6 and 7 we have I'> P —n@(;l '>P and I'b@Q ——y5, Q)
for some 01, which corresponds to case 1.

e o = 7 and the hypothesis comes by an application of the rule (DEC CoMmM).
This case is similar to the previous one.

e o = 7 and the hypothesis comes by an application of the rule (CLOSE) from
M P'and Q M Q' (or viceversa, which follows similarly).

By Propositions 6 and 7 we have I' > P M>51 Iym : T>P and
'@ M))(gl I,m:Tr@Q', for some d;, which corresponds to case 2.

e o = 7 and the hypothesis comes by an application of the rule (DEC CLOSE).
This case is similar to the previous one.

e o # 7 and the hypothesis comes by an application of the rule (PAR). Then
one of the case 3. or 4. applies.

Lemma 46 Let P,(Q) be processes and I' be a type environment.
IfTe(wny :Ty,...ng - T)(P | Q) — 2.5 "> R, then one of the following
cases holds, where A =nq : Ty, ...ng : Ty.

a) a=1and R= (vn,:Ty,...n : Tp)(P' | Q") with ', AbP ~»q I, A> P’
and I', A>Q ~on I, A Q'

b) a=71and R= (vny:Th,...ng : Tr)(Wngsr : Trsr) (P | Q) with T, A
P ~0/1 F/,A,’)’Lk+12Tk+1l>Pl and F,ADQ ~0/1 FI,A,nk+1ITk+1I>QI.
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c) a %7, bn(e)N{ng,...,nx} =0, A P s I A>P and R =
(vny: Ty, ... T) (P ] Q).

d) a # 7, bn(a) N {ny,....,ni} =0, A Q —a>5 I A Q' and R =
(vni: Ty, ...n:Te)(P | Q).

e) a = (vn;T;)m(n;) with n; € {ny,...,nx}, I'' =T.n; : T; and I, Ap>

m(n;)

P —5 F,ADP/, R = (V?’Ll : Tl,...,TLj_l : 7}_1, Njy1 - j}+1,...,nk :
T,)(P' | Q).
f) a = (vn;:T;)m(n;) with n; € {ny,...,n}, I' =T,n; : Tj and I', A >

m(n;)
Q m— F,ADQ/, R = (I/?’Ll : Tl,...,nj_l : 7}_1, Njy1 - 7}'4_1,...,71]{; :

TP | Q).

PROQOF. The proof proceeds by induction on the number of restricted names
k. When k = 0, the proof follows by Lemma 45. Let be k£ > 0, then the

hypothesis I'> (vny : T1,...n - T)(P | Q) —%,5 I'> R must have been
derived using either the rule (RES) or the rule (OPEN). Let distinguish the
two cases:

e by (RES) from I',ny : Ty > (vng : To,...ny = Tp)(P | Q) — s Tiny
Ty > Ry, with R = (vny : T1)Ry and ny ¢ fn(a) U bn(a). By induction we
have the following cases, where A =ny : T, ... ng : Tj:

a) a =7and Ry = (vng : Ty,...np : Tp)(P' | Q) with T, A P~
')A P and T, A > Q ~o/1 I', A> Q. Then case a) applies since R =
(V?’Ll : Tl)Rl-

b) «a = 7 and R1 = (VTlQ : Tg,...nk : Tk)(ljnk+1 : Tk+1)(PI | Q/) with
F, A>P ~0/1 F/, A, nk+1:Tk+1>P’ and F, ADQ ~0/1 FI, A, nk+1:Tk+1DQ’.
Then case b) applies since R = (vn; : T1)R;.

c) a # 7, bn(a)N{ny,...,ng} = 0 with T, A> P — %5 I',A> P’ and
Ry = (vng:Th, ... Ty) (P | Q). Then case ¢) applies since R = (vn; :
TR, .

d) This case is similar to the previous one.

e) a = (vn;:T;)m(n;) with n; € {ng,...,ng} and I",ny : T = I',ny :
Ty,n; : T;. Moreover we have I', A> P M(g [A> P and Ry = (vny :
To,.ooonjoy Ty, njyq : Tiga, oo yng 2 Ti) (P | Q). Then case e) applies
since R = (vny : T1)Ry and IV =T, n; : T;.

f) This case is similar to the previous one.

e by (OPEN) from a = (vny:Th)a(n,) and I',ny : Ty > (vng @ Ty, ...ny -

a(ni1)
Ty)(P | Q) ——s T',ny:Ti> R. By induction we have a number of cases,

most of which are vacuous due to the form of the action @(n;). The two
remaining cases are:

a(ni)
c) fromTAbP ——5 T,Ap> P with R= (vng: Ta,...n : Ty)(P' | Q).
Then case e) applies with n; = ny since I =1',n; : T; and R = (v nj4; :
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7}4_1, e N Tk)<Pl | Q)
d) This case is similar to the previous one.

Proof of Lemma 28

PROOF. Let P, Q, R be processes and I and IV be type environments.

(1) Let ' P | Q ~» I"> R, then R = (vny : Ty,...ng = Ty)(P' | Q') for
some k such that £ > 0, > P ~ I''> P and I'> Q ~ 'y > Q' with
L, CIong Ty, ...,ng Ty, fori =1, 2.

(2) Let I'>!P ~» I"> R, then R = (vny : Th,...ng : Tx)(Py | -+ | Ps | |P)
for some k, s such that k,s > 0and I'> P ~» I'; > P, with I'; C I, ny :
Ty, ....np:Tpfori=1,...,s.

Proof of 1. We proceed by induction on the length of T > P | Q ~» I'' > R.
When the length is 0, the proof is immediate. Let instead be I'> P | Q ~
"> R —a>5 [ > R”. By induction we know that R’ = (vny : T, ...n :
Te)(P'| Q) withToP ~» T1pP'  TeQ ~ TopQ and T'; C TV, nq = Ty, ... ny 2 Ty,
for « = 1,2. Now, by Lemma 46 we have to distinguish the following cases
where A =nq : Ty, ...ny : T

a) a =7and R" = (vny : T1,...n = T3,)(P" | Q") with IV, A > P" ~sg
I, A>P" and I, AbQ' ~o/1 I, ArQ)"”. Then by Lemma 43, since I'; C IV, A
for i = 1,2, we have I'y > P’ ~~q; I'{ > P” and 'y > Q' ~g)1 I'5 > Q" with
I CI" Afori=1,2. Hence ' P~ [ > P” and I'>Q ~~ ') > Q".

b) a = 7and R = (vny : Th,...np 2 Tp)(Wnger @ Ter) (P | Q") with
F/, A>P ~0/1 F”, A, nk+1:Tk+1>P” and F/, ADQ ~0/1 FH, A, nk_HiT]H_lDQH.
By Lemma 43, since I'; C I, A for i = 1,2, we have I'y > P' ~»q/; T > P”
and Iy Q' ~o/1 T5> Q" with I C T, A for i = 1,2. Hence I'> P ~~ I'{ > P”
and I'>Q ~ T >Q".

c) a# 7, bn(a)N{ng,...,ng} =0, T, A> P 2 ", A> P" and R" =
(vny : Th,...ng : Tp)(P" | @'). By Lemma 43, since I'y C I, A, we have
[yi> P~ I e P with T C T, A Hence ' P~ I'{ > P and I'> Q ~~
I'o> Q/.

d) This case is similar to the previous one.

e) a = (vn;T;)m(n;) with n; € {ny,...,ng}, I = I",n; : T}, I" A»>

m(n;)
P ——; I" AvP"and R" = (wny : Th, ... ,nj—y 2 Ty, mjgn = Tjgay ooy

m(n;)

Ty)(P" | Q). By Lemma 43, since I'y C TV, A, we have I'1>P” —j>5 r>P"
with I'Y C IV, A. Then I'> P ~» I'{> P” and we conclude since I'f C I n;_; :
r['j_l, UZENE 7}4_1, N1 Tk = F/, A.

f) This case is similar to the previous one.
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Proof of 2. We proceed by induction on the length of I'>!P ~» I''i> R. When the
length is 0, the proof is immediate. Let instead be I'>!P ~» "> R —a>5 ">
R". By induction we know that R' = (vny : T3, ...n : Tp)(Py | --- | Ps | IP)
with '> P ~ I';p Pyand I'; C TV ny : Ty, ....ng : Ty for i = 1,...,s. The
proof follows similarly to the previous case, by Lemma 46 and Lemma 43. O

Lemma 47 Let 0 € X, Py, P», QQ1, Q2 be processes and I a type environment
such that '+ Py and I' = Q; fori=1,2. Let be ' E P =, P>, ' F Q)1 =, Q,
I'>P e W(Z,) andT>Q; € W(Z,) fori= 1,2, and let P; and Q; fori =1,2
do not synchronize on declassified actions. Therefore T E Py | Q1 =, P5 | Q.

PROOF. Consider the following relation S:

S:{(FDP1|Q1,FI>P2|Q2) | F':nggQg F'Zplgapg
I'>PeW(,) andT'>Q; € W(S,) i=1,2

P, and @); do not synchronize on declassified actions i = 1,2}

it is sufficient to show that S is a bisimulation up to o-contexts and up-to
Assume I'> Py | —a>g I> U, we show that I'> Py | Q9 :&% ">V
with I"EU ~, C[U'] and I' EV =, C[V'] such that I'" -, C[-r~], i.e. it is a
o-context, and (I'">U") S (I">V"). The assumption I'> Py | Q4 ., T'sU
must have been derived in one of the following cases:

e by (PAR) from I'> P ., ' P] with U = P| | Q1. Now, from I' F
P, ~, Py wehave I'> Py =%, "> P} with I £ P/ ~, Pj. Then we also
have > Py | Qy =2, I P) | Qs The fact that I” E P| ~, P}, together
with I"> P/ € W(=,,) for i = 1,2, which follow by persistence, and the fact
that P/ and @); do not synchronize on declassified actions beeing derivatives
of P | Q; fori=1,2, imply (I"'>P] | Q1) S (I"> Py | Q2), which is sufficient
to conclude the proof since we can choose C|-pv] = [-1/].

e by (PAR) from I'> Q4 SN N Q) with U = P, | Q). This case follows

as the previous one.
n(m) n(m)

e by (ComMm) from P, —— P and Q1 —— Q) with U = P/ | @} (or
viceversa, which follows similarly). By Propositions 6 and 7 we have I' >

n(m) n(m)
P ——s I"'pbPland '>Qy ——5 "> Q)] for some 4. Let distinguish two
cases:

n(m)

- § R 0. In this case, from I' F P, =, P, we have ' P, —=; "> Pj with

I'"E P| =, Pj. Moreover, fromI' E Q1 ~, Q)2 we have I'>(Q)s gﬁg >
Q) with I" E Q] ~, Q). Then ' Py | Q2 = 1" > Py | Q. In order to
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conclude the proof it is sufficient to choose C|[-r»] = [1v] and to show
that (I"> P | Q) S (I'> Py | Q%). The last fact comes from (i) the fact
that P/ and @}, for i = 1,2, do not synchronize on declassified actions
beeing derivatives of P; | Q; for i = 1,2 and , (ii) "> P/ € W(Z,) and
I"> Q) € W(=,) which follow by persistence and (iii) IV E P| ~, Pj and
I"E Q) =, Q).

- 0 <0.From I'>Qq Lm)>5 '@} and I'> Q1 € W(=,) we have I'>Q; =
'@ with ' E Q) ~, Qf. FromI'F Q) ~, @2 we have ['>Qy = I'>Q)},
with ' F Q) ~, Qf, hence ' F Q) ~, @), by transitivity. Moreover, from

n(m)
I'vP, ——s I'v Pland ' P, € W(2,) we have ' P, = I'> P/ with

I'E P ~, P/.From ' P, =, P, we have I'> P, = I'> P, with
I' E Pj ~, P/, hence, by transitivity, I' F P} ~, P|. By (PAR) we have
I'>P| Q= TpPy| Q) In order to conclude the proof it is sufficient
to choose C[-rv] = [-v] and to show that (I'> P| | Q) S (I'> Ps | Q).
The last fact comes from (i) the fact that P/ and Q}, for i = 1,2, do
not synchronize on declassified actions beeing derivatives of P; | Q; for
i=1,2and, (i7) "> P € W(=,) and I"> Q) € W(=,,) which follow by
persistence and (ii1) ' F Py ~, P/ and ' F Q) ~, Q.

e by (DeECc CoMmMm). This case is vacuous since, by the hypothesis, P; and @

do not synchronize on declassified actions.
(vm:T)n(m) n(m)

e by (CLOSE) from P, ———— P{ and @y —— Q) with U = (vm :

T)(P{ | Q) (or viceversa, which follows similarly). By Propositions 6 and 7
(vm:T)n(m) (rm:T) n(m)
we have 'bPp ——— 5 I'm: TPl and'bQy ———5 [',m:

T Q) for some ¢. Let distinguish two cases, where IV =T',m : T

- 0 2 0. In this case, from I' F P, ~, P, we have ['> P, M(; ">
Py with IV £ P| =, Pj. Moreover, from I' £ 1 ~, Q2 we have I' >

Q, Dy b with TV E Q) &, Q). Then T Py | Q =
"> (vm : T)(Py | Q). In order to conclude the proof it is sufficient to
choose C[-p#] = (vm : T')[-1/] and to show that (I'>P] | Q}) S (I'> Py | Q).
The last fact comes from (i) the fact that P/ and @, for i = 1,2, do not
synchronize on declassified actions beeing derivatives of P; | Q; fori = 1,2
and (i7) I'> P/ € W(=,) and "> Q) € W(=,) which follow by persistence
and (7i1) I"E P =, P, and I"F Q] =, Q5.

-0 < 0. From I'> (4 M(; I > @), we know that ' m : T >

n(m) n(m)

Q1 ——s "> Q) and, similarly, we know I'ym : T> P, ——;5 "> P.
From I'>Q; € W(2,) and I'>P; € W(2,), by the weakening Lemma 44 we
have I">Q1 € W(=,) and I"> P, € W(=,), then I',m : T>Qy = I',m :
TeQf withI'm: TEQ| =, Q] and I'ym : T>P, = I';m : T'> P/ with
Lom:TE P ~, P/. From ' F P, =, P,, by the weakening Lemma 44
we have I'm : T F P, =, P, hence ''m : TP, = I'm : T> P}
with I''m : T E Py =, P/ =, Pj. Similarly, from I' £ Q; =, Q-,
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Im :TrQy = I'ym:TrQf with',)m : T F Q) ~, Qf ~, Q.
By (PAR) we have I'm : T> P, | Qs = I',m : T> P) | )5, and by
(RES) I'> (wm : T)(Py | Q2) = ' (vm : T)(P) | Q). Notice that
FE(wm:T) P | Q2) =, (P2 | Q) since m is not free in Py | Q2 beeing
'+ Py | Q3 the hypothesis, and m ¢ DomI. In order to conclude the
proof it is sufficient to choose C[-rv] = (vm : T)[-v] and to show that
("> P | Q) S ("> Py | Q). The last fact comes from (7) the fact that
P| and @)}, as well as Py and ()5 do not synchronize on declassified ac-
tions beeing derivatives of P; | Q; for i = 1,2 and (i) IV > P} € W(Z,),
I">P) e W(=,), I">Q) € W(=,) and "> Q) € W(=,) which follow by
persistence and (ii1) [' F P| =, Py and I" F Q) ~, Q.

e by (DEC CLOSE). This case is vacuous since, by the hypothesis, P; and @

do not synchronize on declassified actions.

O

Proposition 48 Leto € X, P and () be two processes that do not synchronize
on declassified actions. Let I' be a type environment such that I' = P, Q. If
I'>PeW(X,) andT>Q € W(Z,), thenT>P | Q € W(Z,).

PROOF. Let be I'> P | Q ~» I'"> R, then by Lemma 28 (1) we have that
R = wnyTy,...n:Ty) (P | Q') where k> 0, I'> P~ 'y P and I'> Q ~
FQDQI with I'; QF’,nlle,...,nk:Tk fOI‘izl,Q.

o Assume "> R ——9 T"p R with a € {@(b), a(b)}. This must come either
by case ¢) or by case d) of Lemma 46. Let assume the case ¢), the other one
beeing similar. Let be A = n:T1, ..., ny:T}, in this case we kown that I, A>
P20 I AP with I = T and R" = (wny:Th, . ..neT)(P" | Q).
From ' P € W(2,) and I'> P ~» Ty > P, by persistence we have 'y > P’ €
W(2,). Moreover, from T'y C I, A, by the weakening Lemma 44 we also
have I, A > P’ € W(Z,), which implies I";A> P’ = T",A> P” and
I",A £ P" ~, P" hence I's R = I"> (wny:Th,...npT)(P" | Q).
We can now apply Lemma 47 since [V, A F P" =, P”, both P” and ',
and P"” and )" do not synchronize on declassified actions beeing derivatives
of P and @, and T",A> P" € W(2,), I',A> P" € W(%,) and T",A >
Q' € W(Z,) which follow by persistence and the weakening Lemma 44.
By Lemma 47 we then obtain I, A F P” | Q' ~, P" | @', and we can
conclude I F (v ny: Ty, .. .n:T) (P | Q') =, (vniTh,...n:Tp)(P"| Q)
by contextuality of =, , i.e. Proposition 36.

o Assume /bR — 7 I, m:Tr> R with a € {(vm:T)a(m), (vm:T)a(m)}.
Let distinguish two subcases:

- m & {ny,...,ng}. In this case the hypothesis comes either by case c) or
by case d) of Lemma 46, and follows similarly to the case shown above.
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- m =n; with n; € {ny,...,ng}, then the case e) or f) of Lemma 46 applies.
Let assume the case e), the other one beeing similar. In this case we have
R"=wnyTh,...,n;—1: T, nje1Tjsa, ..., Ty) (P | Q),
and IV, A P’ B I, A> P" with a; € {a(m),a(m)}. From I'> P €
W(,) and I'> P ~» I'; > P’, by persistence we have I'; > P € W(2,).
Moreover, from I'y C IV, A, by the weakening Lemma 44 we also have
', A> P € W(%,), which implies I", A> P = T", A P"” with ", A E
P" ~, P" hence I'> R = T"> (vny:Ty,...ng:Ty)(P" | Q') The fact
that I", A E P” =, P"”, together with I";A> P”" € W(%,), I",A >
P" e W(=,), I",A>@Q € W(=,), which follow by persistence and the
weakening Lemma 44, and the fact that both P” and Q" and P"” and @’
do not synchronize on declassified actions beeing derivatives of P and @),
by Lemma 47 we have I',A F P" | Q' ~, P" | Q. By contextuality of
~, we conclude I E (vn:Th,...n:Ty)(P" | Q) =, (vn;:T;)R" as
desired.

Lemma 49 Let o € X2, P, P, P, be processes and ' a type environment such
that ' P and U P, fori=1,2. Let be T'F P, =, P, T'> P € W(Z,) and
I'> P e W(=,) fori = 1,2, and let P do not contain declassified actions.
ThenT E P, | IP =, P, | IP.

PROOF. Consider the following relation S:

S:{(FDP1|‘P, FDPQ“P) | F#Pl%gpg
Ib>PeW,) and b P e W(,)i=1,2

P does not contain declassified actions}

it is sufficient to show that S is a bisimulation up to o-contexts and up-to

Assume I'b Py | 1P —a>0 ['> P’ we show that ' Py | P :d>g [">Q)' with
I"E P =, C[P"|and I' F Q' =, C[Q"] such that I F, C[-pv], i.e. it is a
o-context, and (I'"'>P") S (I'">Q"). The assumption I's Py | |P 2, I'sP
must have been derived in one of the following cases:

e by (PAR) from I'> P %, I'p P} with P' = P| | |P. Now, from I' F
P, ~, P, we have I'> P, ——5%0 "> P, with I E P ~, P,. Then we
also have T'> Py | IP =2, I'> P, | |P The fact that I" £ P/ ~, P,
together with IV > P/ € W(=,,) for i« = 1,2, which follow by persistence,
implies (I" > P| | 'P) & (I" > Py | !P), which is sufficient to conclude the
proof since we can choose C|-pv| = [-1v].
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e by (PAR) and (REP-ACT) from I'>P ——_ T'oP" with P/ = P, | P" | IP.
Then I'> P | I P . T'e P, | P" | 1P. In order to conclude the proof it is
sufficient to choose C[-pv] = [-1v] and to show that (I">P, | P” | 1P) S (">
Py | P" | !P). The last fact comes from (i) the fact that P does not contain
declassified actions, (it) IV> Py | P" € W(2,) and I" > P, | P" € W(Z,)
which follow by persistence, the weakening Lemma 44 (since I' C ') and
the compositionality property of W(=,) (Proposition 48), and (i) IV F
P, | P" =, P, | P"” which comes by Lemma 47.

n(m) n(m)

e by (Comm) and (REP-AcT) from P, —— P} and P —— P’ with

P"= P[ | P" | P (or viceversa, which follows similarly). By Propositions 6

ni{m) n(m)
and 7 we have ' P, ——5 "> P/ and ' P ——; 1> P” for some 9.

Let distinguish two cases:
n(m)

- 0 = 0. In this case, from I'  P; ~, P, we have I'> P, —=5 "> P,
with I E P| =, P,. Then I'> P, | |P = T"> Py | P” | |P. In order to
conclude the proof it is sufficient to choose C[-r] = [-1v] and to show that
(I"'sP) | P"|'P)S (I"> Py | P" | !P). The last fact comes from () the fact
that P does not contain declassified actions, (i) I''>P] | P” € W(%,) and
I'>Py | P" € W(Z,) which follow by persistence and the compositionality
property of W(=,) (Proposition 48) and (izi) I'' = P| | P" ~, P, | P"
which comes by Lemma 47.

n(m)
-0 =<6 FromI'>P —— T'oP’and ' P € W(2,) we have I'> P =
['>P” with T'E P” =, P". Hence also I'>!P = I'> P” | | P. Moreover,

from I'> Py MJ I'> P and ' P, € W(2,) we have ' P, = T'> P/
with ' E P| =, P/. From ' F P, =, P, we have I'> P, = I' > P with
['E P, ~, P/, hence, by transitivity, I' E Py ~, P|. By (PAR) we have
I'>Py |IP = T>Py| P” |!P.In order to conclude the proof it is sufficient
to choose C[-1#] = [-r] and to show that (I'bP; | P” |!P) S (I'sPy | P" | 1P).
The last fact comes from (i) the fact that P does not contain declassified
actions, (i7) I'>P] | P € W(2,) and I'> Py | P” € W(2,,) which follow by
persistence and the compositionality property of W(2,) (Proposition 48)
and (ii1) T E P| | P" =, Pj| P” which comes by Lemma 47.

e by (DEC ComMmM). This case is vacuous since P does not contain declassified

actions.
(vm:T) 7(m) n(m)
e by (CrosE) and (REP-AcCT) from P, ——— P/ and P —— P’
with P’ = (vm : T)(P] | P" | |P) (or viceversa, which follows similarly).
(vm:T) n(m)
By Propositions 6 and 7 we have I' > P, ——— 5 I'm : T'> P| and
(rm:T) n(m) (rm:T) n(m)
I'>P —— 5 I',m:T>P” hence ID'P —— s T',m:TeP"|!P.
Let distinguish two cases, where IV =1',m : T
- 0 < 0. In this case, from ' F P, ~, P, we have I'>P, Mg > Py
with IV E P/ ~, Pj. Then ' P, | |P = 1">(vm : T)(Py | P" | P). In
order to conclude the proof it is sufficient to choose C[-rv] = (vm : T')[-1/]
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and to show that (I"> P | P" | I1P) S (I"> Py | P" | |P). The last
fact comes from (i) the fact that P does not contain declassified actions,
(it) T'> P | P" € W(X,) and I"> Py | P” € W(2,) which follow by
persistence and the compositionality property of W(2,,) (Proposition 48)
and (ii1) I"E P| | P" =, Py | P"” which comes by Lemma 47.

-0 < 0. From I'> P Mg "> P”, we know that I'm : T v

——s I'>P” and, similarly, we know 'y m : T>P;, ——5 ['>P/. From

I'b P € W(=,) and I'> P, € W(Z,,), by the weakening Lemma 44 we have
I">P eW(=,)and I">b P, € W(=,), then I'm: T>P = T',m:T>P"
with,m :TEP" ~, P"and',m :T>P, = [',m : T>P{ with I, m :
TE P =, P/.By (REP-ACT) we have ', m : T>!P —=T',m : T>P" | |P
From I' F P, =, P, by the weakening Lemma 44 we have I'm : T F
P ~, Po,hence ')m :ToPy=T,m:T>P) withT'ym:TF P) ~,
P ~, P|.By (PAR) wehave ', m : To P, ||P = 1',m : T>P) | P"| P,
and by (RES) I'>s(vm : T)(P2 | '\P) = I's(vm : T)(Py | P" | !P). Notice
that (vm : T)(P, | |P) =, (P, | !P) since m is not free in P, | |P. In
order to conclude the proof it is sufficient to choose C[-pv] = (vm : T)[-1/]
and to show that (I"> P/ | P” | IP) S (I"> Py | P | |P). The last fact
comes from () the fact that P does not contain declassified actions, (i)
"> P | PP € W(=,) and I"> P | P" € W(Z,) which follow by persis-
tence and the compositionality property of W(2,) (Proposition 48) and
(13i) T'E P] | P" =, Py | P" which comes by Lemma 47.

e by (DEC CLOSE). This case is vacuous since P does not contain declassified

actions.

O

Proof of Theorem 29

PROQOF. Let 0 € ¥, P and ) be two processes and I' be a type environment,
such that 'F P,Q. If '> P € CR(Z,) and I' > Q € CR(=,) then

(1) I">a(b).P € CR(,) where I" =T U{a: §[T|} U{b: T} and § < o;

(2) I"'va(zx:T).Pe€CR(=,) where I" =T U {a: §[T]} and § < o;

(3) I">ifa = bthen P else Q € CR(=,) where I =T'U{a:T}U{b:T};

(4) TP | Q € CR(X,) whenever P and ) do not synchronize on declassified
actions.

(5) I (wvn: T)P € CR(=,) where I' =1",n: T}

(6) I'> IP € CR(=,) whenever P does not contain declassified actions.

Proof The cases (1), (2),(3) are immediate.
Proof of (4). By Theorem 21 it is sufficient to prove that, given I'> P and I'>Q)
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such that ' P € W(=,) and I' > Q € W(=,), it holds I'> P | Q € W(=,),
which comes by Proposition 48.

Proof of (5) comes by Lemma 25.

Proof of (6). By Theorem 21 it is sufficient to prove that if I'> P € W(2,)
then I'!P € W(=,). Let be I's!P ~~ IV > R, then by Lemma 28 (2) R =
(wniTy,...neTy)(Py | -+ | Ps | 'P) where k,s > 0 and I'> P ~» T'; > P; with
I CVong Ty, ... ,ng Ty fori=1,...,s.

o Assume "R ——7 ['pR witha € {@a(b), a(b)}. By Lemma 46, this must
come from one of the following cases, where we assume A =nq : 11, ..., 1y :
Tkl
- there exists i € {1, ..., s} such that T, A P, % IV,A> P/ and R’ =

(vni:Ty,...ngTe)(Py| -+« | P/| -+ | Ps|!P). From I'> P ~~ T, > P;, by
persistence we have I';>P; € W(Z, ) and by the weakening lemma 44 T, A>
P, € W(%,). Then we have IV, AbP, = ", AbP/ and I, A E P! ~, P/.
Then I'> R = I"v> (wny:Ty,...nTy) (P | - | P/ | -+ | Ps | IP).
Now, from I";A E P/ ~, P/,T",A>P/ € W(=,), I",A> P € W(=,)
and I'"A> P; € W(=,) for j € {1,..,i — 1,7 + 1,..,s}, which follow
by persistence and the weakening lemma 44, we can apply Lemma 47
(note that by hypothesis P does not contain declassified actions) obtaining

I'AeP | ---|P'|---|P, ~, P|--|P |- ]| P, Then
by Lemma 49 we also have I A F P, | --- | P/ | --- | Py | |IP =,
P |---|P| - | Ps|!P,and by contextuality of ~, ,i.e. Proposition 36,
we conclude IV E (vny: T, .. .ngT)(Py | -+ | P | -+ | Ps|!P) =, R.
- Assume IV, AP o I, AP | P since I'', A P %o I, A> P,
and R = (vni:Ty,...ngTg)(Py | -+ | Ps | P'| !P). By the weaken-

ing lemma 44, since I' C I',A, we have I',A> P € W(Z,). Then
we also have I, A> P = 1", A> P’ and YA F P' =, P”. Then
I'v R = "> (wnuTh, ... L) (P | -+ | Ps | P | IP). We can
then conclude by Lemma 47 (note that by hypothesis P does not con-
tain declassified actions) and contextuality of =, , i.e. Proposition 36,
I'e (wniTh, .. npTe)(Py | --- | Ps | P"|'P) ~, R.
S N I, m:T> R with o € {(vm:T)a(m), (vm:T)a(m)}. Let dis-
tinguish two subcases:
- m & {ny,...,n}. This case follows similarly to the case shown above.
- m = n; with n; € {n1,...,n}. By Lemma 46, this must come from one
of the following cases, where we assume A =nq : T, ...,ng : T}
(1) 3i € {1,...s} such that [",A»> P, —5° [ Ap P! with a; €
{@a(n;),a(n;)},and R = (vn:Th, ... T,y Ty, ..o ng:Ty)
(Py| - |P| - | Ps|!P). From I'> P ~ ;> P, by persistence we
have I, > P; € W(2,) and by the weakening lemma 44 I, A > P; €
W(=,). Then I", AP, = 1", AP/ and I",A E P/ =, P/, hence
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I'sR=TU"v(wny:T,...np:Tx) (P | --- | P'| --- | Ps|!P). Now,
from I"A E P" ~, P/, T",A>P € W(=,), I',A> P! € W(=,)
and I",A> P, € W(¥,) for L € {1,..,i — 1,7+ 1,.., s}, which follow
by persistence and the weakening lemma 44, we can apply Lemma 47
(note that by hypothesis P does not contain declassified actions) ob-

taining I/, AP | --- |P"| -~ | Py =, P/ | -+ |P/| - |Ps.
Then by Lemma 49 IV A E P | --- | P/ | -+ | P | IP =,
P |---|P|--|Ps|P,and by contextuality of ~, , i.c. Proposi-
tion 36, we conclude I'" E (vny: Ty, .. .ng:Ty)(Py|---| P/ |-+ | Ps | 1P)
~, (vn;T;)R as desired.

R/:(U ’I”LliTl, ..,nj_lij}_l,nj+127}+1, /nka)(Pl | s ‘ PS | PS+1 | 'P)

since I, Ap!P B I, ApIP | Pyyy with oy € {@(n;),a(n;)}, that

comes from IV, A > P B I"A> P,yq. From T'> P € W(,),
together with I' C I, A, by the weakening lemma 44 we have that
" A> P eW(=,), thus " Ab P =T A P"and I",AE P" =,
Py, hence I'> R = T"> (v ny:Ty, . ..ongTy) (P | -+ | Ps | P" | !P).
Now, from IV, A E P" =, Py, I/, A>P" e W(=,), I, A> P,y €
W(,) and IV, A> P, € W(2,) for | € {1,...,s}, which follow by
persistence and the weakening lemma 44, we can apply Lemma 47
(note that by hypothesis P does not contain declassified actions)

obtaining IV AE P | --- | Ps| P" =, Py|---|Ps| Psy1. Then by
Lemma 49T AEP | --- | P |P"|!P =, Pi|---|Ps|Psy1|!P,
and by contextuality of =2, . i.e. Proposition 36, we can conclude that
I"Ee (vnTh, .. ongTyp) (P | -+ | P | P" | IP) =, (vn;:T;)R as
desired.
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