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Abstract. CoPS is an automatic c hec k er of m ultilev el system securit y

prop erties. CoPS can b e used to c hec k three di�eren t bisim ulation-based

non-in terference prop erties for systems expressed as terms of the Se-

curit y Pro cess Algebra (SP A) language. The considered prop erties are

p ersisten t, in the sense that they are preserv ed at eac h execution step.

Moreo v er, they imply the Bisim ulation-based Non Deducibilit y on Com-

p osition ( BNDC ) prop ert y , whose decidabilit y is still an op en problem.

1 In tro duction

The to ol CoPS , a v ailable at http://www.dsi.u ni ve. it / s mef is to/ Co PS/ , is

an automatic c hec k er of m ultilev el system securit y prop erties. It implemen ts the

p olynomial algorithms describ ed in [1] to c hec k three securit y prop erties named

{ SBNDC , i.e., Str ong Bisimulation-b ase d Non De ducibility on Comp osition ,

{ P BNDC , i.e., Persistent BNDC ,

{ PP BNDC , i.e., Pr o gr essing Persistent BNDC .

These are Non-Interfer enc e [8] prop erties for pro cesses expressed as terms of

the Se curity Pr o c ess A lgebr a (SP A) [5] whic h is a v ariation of Milner's CCS [10]

with actions partitioned in to securit y lev els. They imply the Bisimulation-b ase d

Non De ducibility on Comp osition ( BNDC ) prop ert y , whose decidabilit y is still

an op en problem. If a system E satis�es one of the three prop erties c hec k ed b y

CoPS , then what a lo w lev el user sees of the system is not mo di�ed (in the sense

of the bisim ulation seman tics) b y comp osing an y high lev el (p ossibly malicious)

pro cess with E , i.e., high lev el users cannot send con�den tial information do wn

to lo w lev el users. The prop erties are p ersistent in the sense that if a pro cess

is SBNDC (resp., P BNDC and PP BNDC ), then ev ery reac hable state is still

SBNDC (resp., P BNDC and PP BNDC ). As far as P BNDC is concerned,

in [7] p ersistency has b een pro v ed to b e fundamen tal to deal with pro cesses in

dynamic con texts, i.e., con texts that can b e recon�gured at run time. Moreo v er,

in [2] it is sho wn ho w P BNDC can b e used to pro v e prop erties (e.g., fairness) of

cryptographic proto cols. The three prop erties are comp ositional with resp ect to

?

P artially supp orted b y the MIUR Pro ject \Mo delli formali p er la sicurezza", the EU

Con tract IST-2001-32617 \MyThS", and the FIRB pro ject (RBA U018R CZ) \In ter-

pretazione astratta e mo del c hec king p er la v eri�ca di sistemi em b edded".
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Fig. 1. CoPS Arc hitecture

the parallel comp osition op erator. CoPS exploits this comp ositionalit y to sp eed

up the computation and drastically reduce the space complexit y .

CoPS consists of a gr aphic al interfac e and a kernel mo dule . The graphical

in terface has b een implemen ted in Ja v a to get a large p ortabilit y and allo ws to:

{ Insert the pr o c ess(es) to b e c hec k ed in the editor pane. The pro cess(es) can b e

either t yp ed or loaded from a �le. A tree is automatically dra wn to facilitate

the na vigation among pro cesses. The syn tax is highligh ted to get a b etter

readabilit y . Both fon ts and colors can b e c hanged b y the user.

{ Sele ct the se curity pr op erty to b e c hec k ed and start the v eri�cation. It is also

p ossible to c hec k whether t w o pro cesses are strongly or w eakly bisimilar.

{ R e ad the veri�c ation r esults . Some time/space statistics are sho wn together

with the securit y result. Moreo v er, syn tax errors are rep orted.

{ View the gr aph represen ting the seman tics of the pro cess(es). This can b e

also sa v ed in a �le whose t yp e (e.g., jpg, gif, eps) can b e c hosen b y the user.

The k ernel mo dule, whose arc hitecture is sho wn in Figure 1, has b een imple-

men ted in standard C to obtain go o d p erformances and consists of:

{ A p arser whic h c hec ks for syn tax errors and builds the syn tax tree out of

the SP A pro cess.

{ A semantics gr aph gener ator whic h elab orates the syn tax tree to generate

an adjacency-list represen tation of the graph asso ciated to the pro cess.

{ A veri�er whic h transforms the graph in order to use a strong bisim ulation

algorithm to p erform the securit y c hec k.

2 P ersisten t Securit y Prop erties

The Se curity Pr o c ess A lgebr a (SP A) [5] is a v ariation of Milner's CCS [10], where

the set of visible actions is partitioned in to high lev el actions and lo w lev el ones

in order to sp ecify m ultilev el systems. The syn tax of SP A pr o c esses is as follo ws:

E ::= 0 j a:E j E + E j E j E j E n v j E [ f ] j Z
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The seman tics is the same as in CCS. In particular, as in CCS, w e denote b y

� the silen t (in visible) action.

As an example, a binary memory cell whic h initially con tains the v alue 0

and is accessible b y b oth high and lo w lev el users through the read and write

op erations (e.g., r

h

0 represen ts the high read of 0) can b e formalized as follo ws:

M 0 = r

h

0 : M 0 + w

h

0 : M 0 + w

h

1 : M 1 + r

l

0 : M 0 + w

l

0 : M 0 + w

l

1 : M 1

M 1 = r

h

1 : M 1 + w

h

0 : M 0 + w

h

1 : M 1 + r

l

1 : M 1 + w

l

0 : M 0 + w

l

1 : M 1

M 0 and M 1 are totally insecure pro cesses: no access con trol is implemen ted and

a high lev el malicious en tit y ma y write con�den tial information in to the memory

cell whic h can b e then read b y an y lo w lev el user. Our securit y prop erties will

aim at detecting this kind of 
a ws, ev en in more subtle and in teresting situations.

The three securit y prop erties SBNDC , P BNDC and PP BNDC can b e de-

�ned in terms of un winding conditions: if a state F of a secure pro cess p erforms

a high lev el action mo ving to a state G , then F also p erforms a sequence of silen t

actions mo ving to a state K whic h is equiv alen t to G for a lo w lev el user. W e

denote b y (

�

! )

�

a sequence of zero or more silen t actions, b y (

�

! )

+

a sequence of

at least one silen t action and b y (

�

! )

0

a sequence of zero actions. W e also use �

for w eak bisim ulation (see [10]) and �

p

for progressing bisim ulation (see [11]).

De�nition 1 ([1]). A pr o c ess E is SBNDC (r esp., P BNDC and PP BNDC )

if for al l F r e achable fr om E , if F

h

! G , then F (

�

! )

0

K (r esp., F (

�

! )

�

K and

F (

�

! )

+

K ) and G n H � K n H (r esp. G n H � K n H and G n H �

p

K n H ).

The memory cell de�ned ab o v e do es not satisfy an y of the three securit y

prop erties. In fact, there is a direct information 
o w from high to lo w lev el. W e

can rede�ne the cell b y eliminating an y lo w lev el read op eration as follo ws:

M 0 = r

h

0 : M 0 + w

h

0 : M 0 + w

h

1 : M 1 + w

l

0 : M 0 + w

l

1 : M 1

M 1 = r

h

1 : M 1 + w

h

0 : M 0 + w

h

1 : M 1 + w

l

0 : M 0 + w

l

1 : M 1

No w the memory cell is b oth SBNDC and P BNDC , but not PP BNDC .

Both SBNDC and P BNDC are comp ositional with resp ect to the parallel

op erator, but not with resp ect to the non-deterministic c hoice op erator. On the

other hand, PP BNDC is fully comp ositional.

In [1] e�cien t p olynomial algorithms to v erify the three securit y prop erties

are describ ed. These algorithms are based on the reduction of the problems of

c hec king the securit y prop erties to the problem of c hec king a strong bisim ulation

b et w een t w o graphs. CoPS implemen ts suc h algorithms. As far as the strong

bisim ulation underlying algorithm is concerned, CoPS allo ws the user to c ho ose

b et w een the P aige and T arjan's algorithm [12] and the fast bisim ulation algo-

rithm describ ed in [4]. This c hoice do es not a�ect the w orst-case complexities.

3 T o ol Ov erview and Exp erimen tal Results

A screen-shot of CoPS is sho wn in Figure 2: a pro cess has b een t yp ed in the

edit pane on the righ t (the syn tactic con v etions are v ery similar to the ones
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Fig. 2. A screen-shot CoPS : the pro cess is P BNDC

used on CCS pro cesses in the Concurrency W orkb enc h mo del c hec k er [3]); the

sub-pro cesses o ccurring in its de�nition are automatically listed on the left; the

v eri�cation results are sho wn in the b ottom windo w. By selecting a pro cess

on the left, the editor mo v es on its de�nition and it allo ws one to v erify it.

The to olbar allo ws one to c ho ose the prop ert y to b e c hec k ed, stop the com-

putation, see the graph represen ting the seman tics of the pro cess. The graph

visualization requires the installation of Graphviz whic h can b e do wnloaded at

http://www.resea rch .a tt. co m/ sw/ to ols /g ra phv iz / . The Settings option

in the Edit men u allo ws one to p ersonalize the k ernel execution b y , e.g., set-

ting the path of Graphviz and the format of the generated graph, c ho osing the

bisim ulation algorithm to b e used (the P aige and T arjan's one [12] or the one

presen ted in [4]), a v oiding the graph generation, setting the use/dimension of an

hash table whic h sp eeds up the graph generation.

It is p ossible to a v oid the use of the graphical in terface and use directly the

k ernel via command line ( checker --help sho ws the help).

CoPS has b een successfully used on a n um b er of medium-sized case stud-

ies. It has b een compared with the to ol CoSeC [6], whic h allo ws one to c hec k a

bisim ulation-based prop ert y equiv alen t to P BNDC . The exp erimen ts ha v e b een
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carried out on a PC with a AMD A thlon XP 1800+ pro cessor and 256M RAM.

F or medium size pro cesses with a n um b er of states smaller than 2000 CoPS

tak es one third of the time with resp ect to CoSeC . F or pro cesses with a greater

n um b er of states (around 6.000) CoPS tak es half of the time with resp ect to

CoSeC . W e also c hec k ed a complex system: the Access Monitor describ ed in [5].

By exploiting the comp ositionalit y of P BNDC , CoPS tak es 55 sec while CoSeC

didn't pro duce an y answ er after 12 hours. Notice that the main di�erences b e-

t w een CoPS and CoSeC consist of: (1) the use of the P aige and T arjan algorithm

for strong bisim ulation [12] instead of the Kannellakis and Smolk a's one [9]; (2)

exploiting the P BNDC c haracterization presen ted in [1] CoPS p erforms only

one strong bisim ulation test, while CoSeC rep eats the test o v er all the reac hable

states.
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A App endix

A.1 CoPS Site

CoPS is freely a v ailable at http://www.dsi. un ive .i t/ s me fi sto /C oPS / . In

particular, in the site y ou can �nd:

{ a short description of CoPS and its features;

{ a tutorial whic h illustrates ho w to use CoPS ;

{ installation and con�guration instructions;

{ the do wnloadable v ersions together with a directory of examples;

{ some references to theoretical pap ers on whic h CoPS is based;

{ a form to con tact us for an y problem/suggestion.

CoPS , whic h is partially supp orted b y the MIUR Pro ject \Me�sto: Mo delli

formali p er la sicurezza", the EU Con tract IST-2001-32617 \MyThS", and the

FIRB pro ject (RBA U018R CZ) \In terpretazione astratta e mo del c hec king p er

la v eri�ca di sistemi em b edded" has b een mainly tested b y other participan ts

of these pro jects on di�eren t case studies. Some of these case studies ha v e b een

included in a directory of examples.

A.2 System Requiremen ts and Installation Instructions

In the w eb pages of CoPS w e put four compiled v ersions (for Windo ws , Linux ,

Sun , and Ma cOS ) and a setup program for Windo ws .

In order to use CoPS with its graphical in terface it is necessary to install the

Ja v a R untime Envir onment (JRE) v ersion 1.3.1 or ab o v e. W e recommend

the use JRE v ersion 1.4.2, b ecause the previous v ersions con tain a bug whic h

can cause a malfunctioning of CoPS . Ho w ev er, it is p ossible to use the k ernel,

named checker , via command line ( --help pro vides all the details).

T o view a graphical represen tation of the seman tics of the system under

analysis it is necessary to install Graphviz , whic h can b e freely do wnloaded

at http://www.resea rc h.a tt .co m/ sw /to ol s/g ra phv iz / . If y ou are not in ter-

ested in this feature y ou can disable the graph generation.

The installation of CoPS only requires the do wnload and decompression of a

�le con taining the compiled k ernel and the graphical in terface. Windo ws users

can also c ho ose to do wnload a setup program pro viding a men u icon group in

the program men u and an uninstall program. Files with .spa extension are

automatically asso ciated with CoPS .

The Settings option in the Edit men u allo ws to c hange the default settings,

suc h as the Graphviz path, the underlying bisim ulation algorithm, the graph

generation/format, the use/dimension of an hash table, and others.

More detailed instructions and suggestions can b e found in CoPS ' site.
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A.3 An Illustrating Example

A guided tour concerning the functionalities of CoPS and the use of its graphical

in terface can b e found in the Tutorial section of our site. There w e brie
y recall

the syn tax of the SP A pro cesses accepted b y CoPS and illustrate the meaning of

buttons, men us, and settings of the graphical in terface through some snapshots.

Here w e mo del a case study in order to giv e an in tuition ab out the meaning

of our securit y prop erties and the p oten tialities of CoPS .

Let us consider the E-commerce Pro cessing System describ ed in \Information

Flo w in Op erating Systems: Eager F ormal Metho ds" b y J.D. Guttman, A.L.

Herzog, and J.D. Ramsdell, presen ted at the W orkshop on Issues in the Theory

of Securit y 2003 (WITS'03). The system represen ts a pro cess in whic h:

{ an order is submitted electronically b y a Client ;

{ an E sale pro cess ensures that the order is correct (e.g., the prices and

discoun ts are correct), and, if so, passes it to the pro cess A receiv (Accoun t

Receiv able);

{ A receiv in teracts with a credit card clearing house and, if ev erything is ok,

passes the order to the Ship pro cess;

{ the Ship pro cess sends the order to the Client .

In the pap er presen ted at WITS'03 the authors use Linear T emp oral Logic to

sp ecify information 
o w p olicies for SELinux , whic h can then b e c hec k ed via

mo del-c hec king. The E-commerce example is used to illustrate the tec hnique. In

particular, in this example it is imp ortan t to ensure that, if the in ternal c hannels

of comm unication are secure, then the casual c hain is alw a ys the same (e.g., it

is not p ossible that an unpaid order is shipp ed).

Let us mo del the E-commerce Pro cessing System in the SP A language and

use CoPS to c hec k that the casual c hain remains the same ev en in presence of a

malicious attac k er. T o do this, all the in teractions (including the ones with the

clien t) ha v e to b e mo delled as high lev el actions. Since w e are assuming that the

c hannels are secure these actions will b e under the scop e of a restriction, i.e., an

attac k er cannot sync hronize on these actions. Then, di�eren t lo w lev el signals

ha v e to b e sen t out at di�eren t execution p oin ts. W e ha v e to c hec k that also in

presence of an high lev el attac k er the lo w lev el signals are sen t out in the same

order, i.e., the casual c hain is alw a ys the same. Hence, using the syn tax

1

of CoPS

w e get the follo wing pro cesses.

bi E_Commerce (Client|E_sale|A_receiv|Ship )\Hc

bi Client 'sock_price_ok_and_pay_ok.sh ippe d_or der.0

bi E_sale sock_price_ok_and_pay_ok.'ok low1 .'ne w_ord er_p ay_ok .E_s ale

+ sock_price_ok_and_pay_no.'ok low1 .'ne w_ord er_p ay_no .E_s ale

+ sock_price_no_and_pay_ok.'no low1 .E_s ale

+ sock_price_no_and_pay_no.'no low1 .E_s ale

1

In CoPS giv en an action a , 'a stands for the output action a .
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Fig. 3. The pro cess E commerce is P BNDC

bi A_receiv new_order_pay_ok.'oklow2.'paid _ord er.A_ rece iv

+ new_order_pay_no.'nolow2.A_rec eiv

bi Ship paid_order.'oklow3.'shipped_or der. Ship

basi Hc sock_price_ok_and_pay_ok sock_price_ok_and_pay_no

sock_price_no_and_pay_ok sock_price_no_and_pay_no

new_order_pay_ok new_order_pay_no

paid_order shipped_order

acth sock_price_ok_and_pay_ok sock_price_ok_and_pay_no

sock_price_no_and_pay_ok sock_price_no_and_pay_no

new_order_pay_ok new_order_pay_no

paid_order shipped_order

The pro cess E commerce satis�es the three securit y prop erties, i.e., the ca-

sual c hain order is alw a ys resp ected. In Figure 3 w e sho w the p ositiv e answ er

of CoPS relativ ely to the P BNDC prop ert y . Some of its sub-comp onen ts (e.g.,

the pro cess E sale ) are not secure. This is due to the fact that the high lev el

c hannels are not lo cally restricted, i.e., an attac k er in teracting directly with a
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Fig. 4. The pro cess E sale is not P BNDC

sub-comp onen t can c hange the casual c hain. In Figure 4 w e sho w the negativ e

answ er of CoPS relativ ely to P BNDC for E sale , together with its graph rep-

resen tation.

This example is mo delled in the �le case study1 ok.spa in the sub directory

e-commerce of the directory of examples do wnloadable from our site. In the same

directory , the �les case study2 ok dead.spa and case study2 ok nodead.spa

con tain a v ariation of the E commerce pro cess in whic h the clien t can query the

system to kno w the status of its order. In this case it is necessary to add timeouts

to a v oid that an attac k er blo c ks the system.


