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Abstract. The use of tools to forecast faults over computational resources composing
highly distributed system, like Grid systems, represents an interesting approach to control
the comprehensive performance of these systems, limiting the number of job submissions
to those computational resources temporally unable to complete any job.

The analysis of log information retrieved from a real system shows an homogeneous
behavior of the computational resources involved, and therefore the possibility to build
forecasting tools limiting the number of job submissions that fail.

The results abtained in this paper show on one side the possibility to obtain high
percentage of correct forecasts even with simple models, and from the other side the
difficulty to improve these results even using adaptive models relatively complex.

Keywords. Computational and Data Grid Systems, Fault Prediction Models, Log
Information Analysis

1 Introduction

To effectively exploit emerging platforms like Computational and Data Grids [7], it is needed to
develop components to map and schedule user tasks over available resources, and to monitor resource
performances. The availability of these system components are useful to improve resources utilization,
taking into account user task requests (e.g. specific platform features, availability of given files,
particular installed software, and so on), workload and temporal malfunction of the resources.

The experience on using computational resources indicates that a resource fault can compromise the
effectiveness of resource selection and job scheduling. Faults can be caused by different situations:
configuration problems, excessive workload, faults on the network, reboot of stopped resources, and
so on. These situations produce temporal faults only over a subset of resources that evolve in
unexpected way, and sometimes they do not completely compromise the performance of a given
resource. In this situation, where the state of the resources changes frequently, it is impossible to use
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usual tools, like Information Services, used to retrieve only the list of available resources at a certain
time.

Therefore, in this paper we propose the development of a specific tool to forecast possible faults over a
single resource, taking into account its past behavior. This solution requires the availability of
information, tracing the past usage of every resource. Since, there exist different causes of a missed
satisfaction for a given user computational request, these causes can be subdivided into classes and we
can adopt a specific strategy for each specific class.

In this paper we take into account only fault prevention problem for computational resources used to
execute user tasks. We want to avoid, when it is possible, the use of resources temporally not reliable.
This result is obtained using log information from which we extract useful information regarding the
behavior of the computational resources. Thus we build a suitable forecasting model about the real
capability of resources to complete the execution of a job at a certain time. On the bases of these
forecasts, we aim to map computational requests over resources limiting the number of tasks aborted
during the execution.

This paper discusses fault forecasting models based on availability of resource log information
functioning. We want to evaluate the possibility of foreseeing malfunctions of computational
resources (or other resources) able to influence the correct execution of a job. Moreover, we want to
evaluate a possible way to exploit the forecasts of resource malfunctions in order to improve the
general performances of a real Grid system. In particular, we are interested in evaluating the real
possibility to derive these forecasts, by exploiting information related to past elaborations, and to
evaluate the real usability of such forecasts.

We show that the availability of log information on past executions suggests the possibility to get
these forecasts and use them to choose what resources to use for satisfying the user requests. In fact,
logs allow us to analyze the events of correct and failure job executions. Therefore, the availability of
fresh log information is crucial.

If the past knowledge is fresh enough, a trivial model (that only uses the latest past information for a
given computational resource) is enough to produce the right forecast. The limited advantages
obtained by a more complex model do not justify the computational overhead needed to produce the
prevision. Conversely, if log information is available only after a certain time period (e.g. 30 minutes)
the trivial model loses part of its forecasting capability, and now complex models provide better
previsions.

We anadyze several models, derived from well known statistical models and adapted to the
characteristics of the log information.



We also suggest some approaches to get some adaptive models able to evolve in the time and to
produce results analogous to those obtained with the best static models (chosen looking at the whole
results).

Finally we propose a possible architecture of a subsystem for faults predictions, suitable for the
European Data Grid (EuDG) system.

The paper is organized as follows. Section 2 we recall some works present in literature. Section 3
describes the system used to retrieve log information used to perform the forecast of faults. In the
same section, we describe the characteristics of log information, and we give some remarks on the
feasibility of a forecast model inspired by this analysis. In Section 4, we describe the models used to
forecast the future behavior of the computational resources using both a static version and an adaptive
version of the forecast. The test results are discussed in Section 5, while in section 6, we introduce a
possible architecture for areal Grid system. Finally, in the last section, we indicate other investigations
and a possible different approach to solve this problem.

2 Reated works

In literature we found several works that propose the use of some parameters to descript the general
performances of distributed systems or high distributed systems as the Grid systems.

Such works, consider both parameters to evaluate the computational performances of the
computational unities[5, 6, 10], and the behavior and the performances of the network [1, 10].

The underlying idea is to be able to increase the genera performances of the system, improving the
capabilities of the scheduling policies adopted. The current proposed solutions use additional
information on the past system evolution, described by past values associated with several system
parameters, to forecast the future system behavior.

For example, we have systems for the monitoring of a distributed system like the Network Weather
Service [10, 11, 12, 13], or several new scheduling strategies able to adopt adaptive techniques that
use the actua state of the system [2, 3, 4].

On-line resource prediction systems like NWS collect measurements from the resources and use these
measurements to predict future measurements, while the current adaptive techniques consider the state
of the system described by the available parameters and the characteristics of the submitted jobs to
decide where and in which order to submit the submitted jobs.

The extreme difficulty to check al the parts of a high distributed system and the frequent presence of
unpredictable temporary malfunction regarding one or more resources, favorite the use of tools able to
limit the negative effects of such malfunctions on the genera performances of the system.



The production of fault tolerance system follows two main directions. the realization of robust
resources and the adoption of scheduling strategies able to manage temporary breakdowns of one or
more resources without compromising the global computational capability of the system.

From this point of view, the current Grid systems, like the EUDG [14], structurally characterized by
resource faults, are developing scheduling politics able to manage temporary computational resource
faults. Thiswork gives a contribution in this direction.

3 LogData

The availability of suitable log information to prevent faults in the computational resources (and in
genera for any class of resources) of highly distributed systems is not a trivial problem. In fact,
varying amount, validity, accuracy and retrieval facility of these log information, it is possible to
obtain solutions more or less effective using the same architectural model.
In our case, we use information available in the system EuDG Release 1.0. (a project finalized to
develop a computational Grid oriented to handle data intensive tasks [14]).
Taking into account only the part of the EUDG Release 1.0 architecture, suitable for our purpose, we
have (see Figure 1):
a User Interface (UI) to provide a front end from which a generic user can submit his tasks to
the Grid;
a Resource Broker (RB) to decode the requests of the user tasks, to retrieve information about
available resources needed to satisfy task requests and to decide, considering a proper
scheduling policy, where execute the task;
some Computer Element (CE) to execute user tasks and where operate the fault prevention;
aJob Submission Service (JSS) to:
0 preparethe tasksthat can be sent to the CEs for the execution,
0 guarantee theinformation retrieval needed for the task computation and
0 deliver the computational results;
a Logging & Bookkeeping (LB) database, where all the message produced by the previous
components are stored, and where it is possible to retrieve task information with proper
“query” as: “retrieve the execution result for agiven user task, or for agiven CE”.
Since for every RB thereisonly, and only one Ul, JSS and LB logically connected with a1:1 relation,
while many CEs are connected to the previous components with a 1:n relation, the system can be
subdivided in more independent subsystems composed by a unique Ul, a unique RB, a unique JSS, a
unique LB and by many CE shared with others subsystems. In this architecture only CE are shared,
even if inthereal case only apart of there CE are actually shared.



Task
submission
Task
o User RB Resource
submission | U Interface Results Broker }
I:I Job Accept
Job Match
E Job Transfer Task execution
Job Run Output request
Job Done data
Job Transfer Job Clear
Job Abort ( Job
JSS Submission
k Services
LB Logging &
Bookkeeping Job Accept nout
Job Transfer dnriu Task execution
JobRun - request
Job Accept jog EO.Te
C] EuDG Component Job Scheduled P A
Job Run )
[ > Task Data Flow Job Done CE Computing
L Element
Task Log Information

Figure1—The EuDG architectureincluding Task Data flow and log messages sent to LB

3.1 Availableinformation

The available log information was retrieved from 5 different LBs working in different periods partially
overlapped, from May 2002 to the end of February 2003, and for a total amount of about 534
thousands log messages.

The quality of these messages is different because different was the status of the system and different
is the number of available events for every LB. The period before November 2002 is not so relevant
because there was only one LB activated and the system was used only to test its functionalities.
Therefore, the log messages do not represent a real system behavior, while messages from January
2003 can be considered of areal system behavior.

Since, the system deployment is in progress, not all the LBs were active for the entire period. In fact,
the first LB was shut down before the end of the 2002, and only in the 2003 all the other LBs was
active.

Only the events coming from the third one and the fourth LB were sufficiently numerous and
temporally dense to represent an effective situation of reality use of the system (see Table 1).

We subdivided the period of every LB into several sub-periods also considering together messages
coming from different LBs if related to the same period. With these sub-periods we evaluated if the
fault prevision became better considering the overlapping of different LBS logs, and we evaluated if
the behavior of a CE changed in the time suggests the use of adaptive models.
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LB | #days | Execution | Execution | % Correct
done fallen executions
1 96 1748 860 76.0%
2 109 1257 3437 26.8%
3 94 6448 12981 33.2%
4 45 8726 4465 66.2%
5 27 869 227 79.3%

Table1—Correct and fail executions by period

3.2 Loginformation filtering

For every user task, the EuDG system stores a number of log messages that varies, depending on the
execution result. If no errors compromise the execution of ajob, afew messages are generated by the
system components, while, if one or more errors appear during the execution, the number of messages
can become high. In fact, when an error appears, the system currently tries to resubmit the job to an
available CE severa times, thus generating several times messages describing submission and error
occurrences.
Another reason, that influences the number of messages, is the loss of messages that never arrive to
the destination.
Every log message has a common part (theinitial 7 fields), also indicating the operation executed, and
avariable part (from 1 to 4 fields), depending on the specific operation.
The redundancy of information in the log messages requires a preliminary filtering to extract synthetic
information (it must be possible to extract information also when some messages are lost).
In more detail, we are interested not only on the relative information about correct or aborted
elaborations, but we also want information on all the attempts done by the system in presence of faults
before compl eting the execution.
In fact, all these information represent fault situations that must be considered to perform a reasonable
forecast of errorsfor agiven CE.
Finally, we take into account only fault situations produced by CEs discarding all faults produced by
other components of the EUDG system like: RB, JSS or by the user. However, al faults due to
communication problems (e.g. from a CE to RB/JSS, and vice versa) are considered as CE faults by
the EUDG system.
From the filtering of the available messages we obtained a set of events containing the following
information:

the job identifier

the CE selected to execute a given job

the result of the execution



the first time instant from which it is possible to understand if a given execution is correctly
finished or an error appears
the possible error message
Analyzing the obtained events, we can see that the percentage of correct executions sometimesis low.
This suggests the need to prevent faults at the CE level (see Table 1).

3.3 Dataanalysis

The considered events describe essentially two opposite situations:
agiven CE that correctly executed ajob: we assume the CE is perfectly working;
a given CE that did not execute a correct job (without user errors): we assume the CE is
temporally breakdown.
Since a CE is commonly composed of several resources (generally a farm with many Working Nodes
“WNS’, and a queue for jobs that are waiting the first WN free able to accept the job and execute it), it
is reasonable to suppose that the failure can involve:
asubset of WNSs: in this case, the job can be correctly executed also resel ecting the same CE;
a fundamental resource for the execution of the job (e.g. the queue): in this different case, if
we resubmit the job to the same CE, the result does not change;
the communication between CE and RB/JSS: in this last case, if we resubmit the job to the
same CE we could obtain any result. But, from a RB/JSS point of view, this situation is the
same as the case when the whole CE is unreliable.
Therefore, having to take into account all these possible scenariaos, it is important to understand if the
behavior of a given CE is characterized by atemporal persistence. In fact, if this property holds, then
forecasting the future CE behavior become now effective.
In order to verify this important property, we toke into account all the possible couples obtained
considering together an event and any other event happened before it in the same CE.
with EOY and E1} we denoted a correct execution happened after a correct execution, and an
aborted execution happened after a correct execution. While, with EOf, and E1, we denote a correct
execution happened after an aborted execution, and an aborted execution happened after an aborted
execution. The parameter Dt indicates the time between the two considered events.
With EO and E1 we simply indicate a correct execution and an aborted execution.
We have atemporal persistence of the CE's behavior if:

P(x=0)<P(x=0|y=0) [3-1]

and
P(x=1)<P(x=1|y=1), [3-2]



wherey indicate an event happened before the event x.
But if the number of considered eventsis big, we have:

0
P(X:O):i<P(X:O|y:0):% [3-3]
#+ EO+ E1 EO, + El;
and i
1
# EO+ El1 EOlDt+ EL,

But varying Dt over a conti nuo&tg past time interval, we have not enough couples of events to calculate
these conditioned probabilities for every value of Dt. Therefore, instead of considering all the possible
values of Dt, we subdivided the past time interval into subintervals big enough (in our case 30
minutes) to obtain areasonable ¢réumbers of couplesin everyone of them.
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Figure 2 — Example of probabilities conditioned to past events belonging class 0 and class 1 for
the CE testbed008.cnaf.infn.it: 2119/jobmanager -pbs-short over past intervals of 30 minutes.
The behavior of these conditioned probabilities altogether shows a temporal persistence that decreases
with the increase of the time distance (see Figure 2), and often the conditioned probability touches the
line of the not conditioned probability (point over which every past event can not help anyway to

forecast a given event).

4 Forecasting models

In this paper some forecasting models are proposed. These models result to be, on one side, a
generalization of the classical averages of past values taken over a fixed-length history, and from the
other side, arestriction of the autoregressive models.

The classical model obtained as the average of all the past t values, defined by:



AVG(t) = % 5 value(i), [4-1]

does not work, because past events too much away from the event to forecast do not improve the
prevision, and sometimes introduce dangerous noise.
Thus, it is essential to use a“ diding window” average model (SWave), calculated as:

a value(i), [4-2]

i=t-k-1

Wi (t,K) =

Pl [ =

where only the most recent k values are used. This approach is important to forecast new unexpected
situation described only by the latest events.

The autoregressive models [9], differently from the “diding window” average models, weigh past
values according to the temporal distance between the value to foresee and the known value. The
weights are typicaly inversely proportional to this distance, but they can generally assume any
configuration, thus implementing a complex weighting.

The general form of ap™-order autoregressive model is

AR(t, p) = é a walue(t- i) . [4-3]
i=0
Unfortunately the autoregressive models use time series of values registered at regular time intervalst,
t+2T, t+272T, t+ 37T, t+47T, ..., weighted by the coefficients a;, while in our case the past values may
refer to any time instant. For this reason, instead of calculating representative events from the known
real events with a given refresh rate, we decided to use less effective models, but easily applicable to
our past events, and whose weight are given by

¢ (t,,b,DT)

a(t;b,DT)= : [4-4]

a ¢ (t,.b,DT)

J
k=1

The parameter t; is the time distance between the event to foresee and the past value to weight with a;
the parameter b is used to define the weights in the time (see Figures 3). The values assigned to b
produce different shapes for the weights: a big positive value (b > 40) gives much more importance to
the latest past events (similarly to the trivial models illustrated in the following), while a big negative
value (b < -40) associate a similar weight with all the considered past eventsin the ?T interval. The
parameter ?T identifies the length of the past time interval, while N identifies the number of past
events occurring in the interval ?T. The denominator normalizes the weights g; to the real interval

[0,1].
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Figure 3 —Parameters C (t b, DT) asafunction of the parameter t;, where each curveis
relativeto a different parameter b, ranging from -64 to +48.

The coefficients ¢; are given by:

M - 1
%yl 0
G (t,,b,DT)= |\8/| r?T“ , [4-5]
M and m are defined as;
M = max ;b:maxaciig [4-6]
t,|[DT,O]6?-+ t. o 8 Ay,
& DTy
and
m= min —1 5 :minaiig. [4-7]
til[-DTo]a?-_F t. o 8 2’ g
& DTy

4.1 Static parametric models

We considered both static models and adaptive models. Adopting a static model we fix a priori the
parameters of the model to use during the forecasting process, while with adaptive models it is
possible to modify such parameters dynamically, on the basis of the behavior of the model in correctly

forecasting events.
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For testing the static models, we considered two different cases. In the first one each past event
considered correspond to a single job submission, while in the second we divided past events into
fixed length subintervals, calculated their averages for every subinterval, and used such averages as
past events to forecast a new event. The choice to also consider averages of event intervals derives
from the observation that a submissions that fails also produces, after a small time delay, a new
submission (often to the same CE), and such submission usualy fails again. So, it can be useful to
filter such events that represent the same overall situation of the system.

The analytical form of the first type of models (Single Values Model- SVM), that uses single past
values, is given by:

SWM (t,,b,DT)= &  a(t-t,b,DT)walue(i), [4-8]
{7 [t~ DT ]}
where value(i) is the past value occurred at the time instant t;, while t, is time instant of the event to
foresee.
The anaytical form of the second type of models (Mean Interval Values Model — MIVM) is defined
as.

]

MIVM (t,, b, Dt, DT ) = a a (t- t,b,DT)walueli),  [49]

S 1 3 5. 0
i L ilt: =ty- =Dt,ty- 2Dt ty- 2DX,...d
R b

where ?t isthe time length used to subdivide ? T into sub-intervals and t; is the middle time instant of
the sub-intervals.

value(i) defined inthisway:

a value(l)
value(i) = i1 {K & - 2508+ 1501 | [4-10]
‘{k t1 & - 10tt +%Dt)}‘
isthe average value of the eventsin the sub-interval i.
A modd of thefirst family is comparable with one of the second family when:
DT = N>Dt, con N =@gDT /Dty. [4-11]

The models [4-9] and [4-10] have been generalized to use them in areal context. In fact, the retrieval
of events from a generic LB is not instantaneous, since it depends on the overload of the LB and the
time needed for the information communication.

For our system it seams reasonable to retrieve the past events every ten-thirty minutes.

Moreover, there is also the necessity to ignore the events happened too much recently and not yet
available (because of the information propagation time delays in the system and the computational
time needed to satisfy the information request by the LB). We thus introduced a new parameter t, that
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represents the time distance between the value to foresee and the beginning of the time interval of
available past events. Considering an update made every 30 minutes and a delay of one minute to
deliver the log information, we abtain aty that varies from 1 minute to 31 minutes.

The definition of the first class of models becomes:

o

MSVg, (ty,ty,b,DT) = a a (t,- ty- t,b,DT - t,)walue(i), [4-12]

iT{jit;T[to-tg- DT to-tg1}

while the definition of the second class of models becomes:

o

MIVM g (to,t,,b,Dt,DT) = a a (t,- ty - t;,b,DT)walue(i) . [4-13]

1 3 5
=0 tg~ 5Dl a5 Dllo- -

il 5
1 2 2

When none past values is present in the interval [to-ty-?T, to-tg], we consider the last known past
events.

Nearby the discretization of the parameter b, we also considered a discretization for the parameters ?t
(the time length of the sub-intervals that subdivide ?T) and a discretization the for parameter ?T (size
of the past interval used for the forecast). Therefore instead of considering infinite values for these
parameters, we considered finite sets of values.

Since we wanted a forecast characterized by only two classes: 0 (correct computation) and 1
(malfunction), if the forecast was smaller of 0.5, it was labeled with O, while if it was greater or equal
to 0.5, it was labeled with 1.

We aso determined what family of models and what parameters guaranteed the best forecast
capability; this process allowed us to determinate at the end of the prevision and for every considered
period of time the maximum percentage of correct forecasts

Finally, we evaluated some trivial models where the forecast was directly obtained by the last
available past event, or as the average of the values of the available last past events that fal in the
nearest sub-interval ?t.

4.2 Adaptive models

In several cases, the considered static models cannot be applied, because, they have none adaptation
capability to the behavioral evolution of a given computing element. They are based on an a priori
decision about the parameters to use, that can be verified only at the end of the previsions, looking at
the obtained results. Therefore, it isimpossible to decide before every prevision which values to assign
to these parametersin order to improve the total number of events correctly forecasted.

Therefore, it becomes necessary to explore possible adaptive solutions able to dynamically select the
parameters of the models, dynamically choosing the most promising ones.

In order to realize this exploration, we considered two particular aspects.
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the length of the past time interval DPT used to evaluate the current capability of the model;
the way to switch from a given combination of parameters to the most promising ones.
For the past time interval DPT, we evaluated 2 opposite solutions:
DPT =]-¥,t ] (we compare all the past previsions with the correspondent past events
obtained from the beginning of the activity of the considered computing element to the t_ time
instant);
DPT = [tL - Dtu,tL] (we compare the past previsions with the correspondent past events
falling only in the last update time interval Dtu);
With t. we indicate the ending time instant of the last update time interval Dtu. The update time
interval Dtu is defined as the period between an event update (the time instant when arrive new log
events from a given LB) and the previous one.
The choice of the values to assign to the model’s parameters is based on different strategies
considering events ad obtained previsions for the time interval DPT.
Every strategy first defines the parameter DT, then the parameter Dt and finally the parameter b, but
differs from the others on the speed to pass from a set of values to a new set of values for the
parameters of the adaptive model. For instance, some strategies ignore possible oscillations of these
values assigning to the parameters the values that produce the best previsions in the time interval DPT,
while other strategies limit this possibility incrementing o decrementing the values of one unit.

5 Resaults

We evaluated the adaptive and static models with two sets of tests.
With the first set of tests we compared results obtained with static models in different
situations in order to evaluate the intrinsic characteristics of the events and the best set of
valuesto assign to the models' parameters. We also compared static models and trivial models
in order to evaluate the potential forecasting capability of the first ones.
With the last set of tests we used several adaptive models characterized by different adaptive
strategy, in order to identify the best strategy to select the most promising model’ s parameters
on the basis of the known past events.
For all the tests the events when retrieved from the LBs (events update) at regular time intervals, and
considering a delay of one minute from the RB request to the associate LB, and effective availability
of the retrieved events to perform the forecast.
In al the analyzed situations we found a progressive percentage reduction of the correct previsions
(also some points in percentage) with respect to the progressive time increment between an events
update and the next events update.
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With the first set of tests we evaluated the possible percentage improvement of correct forecast
obtainable by:
using specific static models for every single CE instead of acommon model for all the CEs;
using together events retrieved from different LBs (for the same CE and the same period)
instead of using events coming only from one LB at atime;
using severa different sets of values assigned to the parameters at different times;
using the static modelsinstead of the trivial models.
The improvements obtained by differentiating the parameters’ values, by considering for every single
CE, did not result so relevant: less than half point percentage of improvement for three LBs (with few
events) and only one point percentage of improvement for the other two LBs (with more events). In
many case the choice of models and parameters were not so relevant.
We dso found that the contemporary use of events, coming from several LBs, did not produce
concrete advantages, but sometimes produced a mean percentage decrement of half point on the total
number of correct forecasts.
Then, we found dependence between the percentage of correct forecasts and the discretization of
values assigned to the parameters of models. But the percentage improvement obtainable with a
refinement of the discretization is limited (a mean increment of three decima point percentage).

Therefore, a new refinement is not needed.

Trivial Models
95%
93%

S I ———

w0

2 89% LB #5
o 87% ~ —0—LB #2
2 85% —— LB #1
§ R = LB #3
S 81%
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Figure 4 —Mean per centages of the correct forecasts obtained with the best trivial model for all
the five considered L Bs, asa function of thetimeinterval length from two consecutive events
update.

All the considered trivial models (using as forecast the last value available, the average of the events
of the last minute, and the average of the events of last five minutes) show the same behavior ad the
same results. In Figure 4 we can see the mean percentages of the correct forecasts obtained with the
best trivial model for every LB, as a function of the time interval length between an events update and

the next one.
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The percentage improvement of correct forecasts obtained by the best static models with respect to the
best considered trivial models, varies only from 1 and 3.5 points of percentage, considering, however,
that the percentages of correct forecasts obtained with the trivial models are already high (80-90% -
see Figure 4).

Finally, we evauated the capabilities of the considered adaptive models by analyzing:
several adaptive strategy to adapt the values of the models' parametersin the time;
the predictive capability of these models with respect to the trivial models, the best static
models and the adaptive models with oracle (these models that always know the best value to
assign to the parameters, give a the maximum theoretical percentage improvement of correct
forecast obtainable with the adaptive models).
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. —O—Best 0\ \S\ Static
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Figure5 - Mean percentages of the correct forecasts obtained with the best of the consider ed
trivial model, the best of the considered adaptive model, the best of the consider ed static model
and the adaptive model with oracle, for eventsretrieved from thethird LB (left graph) and
forth LB (right graph).

All the considered adaptive strategies did not give suitable results. they produced only a mean
percentage improvement of the correct forecasts of one point percentage with respect to the trivial

models (third and forth LB); improvements inferior respect to those obtained with the static models.
The maximum percentage improvement (also of 3-4 points percentage) was obtained only with the
adaptive models with oracle. Obvioudly, it isimpossible to define an effective adaptive strategy able to
select the best parameters when the CE’s behavior can change unexpectedly. Anyway the adaptive
models with oracle give an upper bound for the maximum obtainable percentage of correct forecasts
(see Figure 5).

Therefore, it seems not so much useful to use complex forecasting models instead of a more simple
trivial models that require less computational resources and memory and they offer however good
percentages of correct forecasts. From this point of view, it seems decisive to have a simple and fast
procedure to retrieve past events from LB, to be refreshed as often as possible.
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6 A proposed architecture

We synthetically give some indications of a possible architecture that implements a mechanism to
[imit the number of submissions to resources that temporally fail.

6.1 Requirements

From a simple analysis of the percentage of job submission correctly executed, made for the available
LBs (see Table 1), we can see the necessity to have atool able to do “fault prevention” or in any case
at least able to do “fault prediction”. In fact, the percentages of jobs correctly executed result
sometimes low, and produces system overhead and low throughput.

Nevertheless, the percentage of executions forecasted in a correct way by the considered models (also
the trivial models) is greater than the percentage of job submissions executed in correct way.

Therefore it is desirable an automatic tools able to forecast faults of computational resources and able
to help the scheduler to decide which computational resource select to execute a given job, in order to
increase the percentage of job executed without faults.

It is however important to remember that, in some particular situations, a computational resource can
not be completely ignored even if afault prediction is obtained. For instance, if there is only aresource
able to perform a given job, or if the scheduler does not choose the computational resource only
considering the fault forecasts, we want to continue to select this computational resource.

This behavior is not only acceptable but it guarantees the possibility to reuse a given resource after a
period of malfunction. In fact, if a resource is not used, none new event will certificate its correct
functioning and this resource will not used any more.

6.2 Thearchitecture

When a job submission fails, the RB identifies the fault situation and proceeds to resubmit the job to
another CE. This operation takes time because it is necessary to determinate the new best CE to
execute job, to send the job to the selected CE and to wait in the CE queue that previous jobs are
executed.
So using log-information and a specific tool we want to foresee faults penalizing the use of CEs, eg.,
by modifying ranks used to determinate the list of CE that satisfy the job request.
This tool that we will name Resource Fault Prediction Model (RFPM) (see Figure 6), consists of 4
logical parts:
The Model Builder: It requires log information from the LB concerning failures and successes at
regular time intervals. These log information have to be filtered to discard redundant and bad
information. Then, it builds a model using historical data stored in the Historical Data Store.
Finally, it updates the current model according to new information retrieved from the LB when the
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forecasting capability of the current model decreases under a reasonable level, or it can be
increased.

Out: Request of last
information to LB.

In: Stream of faults ad
submissions for every CE
divided into time intervals

List of candidates (CEs)

New

To store new faults and
submissions. To retrieve
data to change model

Past information
used by the model

Success probability
associated to every CE

List of ranks
associated to
every CE

List of ranks madified
taking into account the
probabilities produced
by the model

Figure 6 : Proposed architecture for the Resource Fault Prediction Model

Historical Data Store. It stores the relevant past information used to modify the model and to
calculate the fault probability associated with a give CE. Only failures and successes occurred in
thelast interval time T are stored and the others are discarded.

Prevision Maker. It calculates the fault probability associated with all the CEs that satisfy the job
requests considering past data stored in the Historical Data Store, and the model provided by the
Model Builder.

Rank Filter. It calculates the new order of the CEs satisfying job requests, by also taking into
account the ranks specified by the user and the evaluated probability of fault.

7 Conclusionsand Future Work

The analysis made in this work shows, on one side, the necessity to have atool able to limit the job
submission to computational resources temporally spoiled, and, from the other side, the feasibility of
such tool.

Excellent results were obtained with trivial models, but problems happened to foresee unexpected
changes in the behavior of the considered computational resources. We obtained a limited increase of
the percentage of correct forecasts using adaptive models with respect to the use of trivial models. By
using adaptive models with oracle we obtained an interesting percentage improvement of correct
forecasts (from 1 point percentage to 4 points percentages) representing the upper bound obtainable
with these models.
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In this work we also presented a practical approach to manage evens that happen “randomly” in the
time; we thus proposed to use models more complex than the classic “diding window” average
models, but less complex than the autoregressive ones.

However, new experiments using new logs could be useful, if these logs represent a more reaistic
situation of the Grid system usage.

It is aso important a further exploration of the adaptive models to obtain an improvement of their
forecasting capability, for example considering other information that describes the evolution of the
system (e.g. the load of the system) or considering other adaptive strategy.

It could be also interesting to investigate the possible use of approaches adopting past representative
events calculated at regular time intervals. In this case we can use standard approaches and available
tools [11] that implement a lot of models like autoregressive models. This approach needs a way to
convert our events happening at random time instants into equivalent measurements calculated at
regular time intervals and describing the real instant capability of a computational resource to execute
ajob without faults.

Anyway, an evaluation of the effective improvement of submission completed without faults for areal
system using the proposed architecture is also needed. In areal situation, we have to decide the weight
to assign to the fault prevision inside the algorithm used to select the computing element that normally
it depends also from others factors
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