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t. Information 
ow se
urity in a multilevel system aims at guar-anteeing that no high level information is revealed to low level users,even in the presen
e of any possible mali
ious pro
ess. Persistent BNDC(P BNDC, for short) is a information-
ow se
urity property for pro
essesin dynami
 
ontexts whi
h guarantees 
on�dentiality. In this work weshow that the repli
ation operator preserves P BNDC. Then we de�nea proof system whi
h provides a very eÆ
ient te
hnique for the step-wise development and the veri�
ation of re
ursively de�ned P BNDCpro
esses.Keywords: system se
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tionThe produ
tion of large and 
omplex systems that satisfy a given propertystrongly depends on the ability of dividing the task of the system into subtasksthat are solved by system 
omponents. It is the 
lassi
al divide-and-
onquer ap-proa
h, at the basis of any systemati
 development of 
omplex systems. Whense
urity is the property of interest, diÆ
ulties 
an be en
ountered in apply-ing this approa
h sin
e se
ure systems might not be 
omposed only by se
ure
omponents. Nevertheless it is essential to know how properties of the 
ompo-nents behave under 
omposition. Many se
urity 
onditions are 
ompositional andmany nontrivial se
urity properties emerge under 
omposition. General theoriesof 
ompositionality exist for properties like safety and liveness [38, 1℄ and 
om-positionality results for information-
ow based 
on�dentiality properties havealso been developed [24, 27, 39, 22℄.The problem of prote
ting 
on�dential data in a multilevel system is oneof the relevant issues in 
omputer se
urity. Information 
ow se
urity assures
on�dentiality sin
e it guarantees that no high level (
on�dential) information isrevealed to users running at low levels [17, 25, 13, 31, 37, 34℄, even in the presen
eof any possible mali
ious pro
ess. To establish that information does not 
owfrom high to low it is suÆ
ient to establish that high behavior has no e�e
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on what low level users 
an observe, i.e., the low level view of the system isindependent of high behavior. This notion of information 
ow se
urity, knownas Non-Interferen
e, has been introdu
ed in [18℄, and subsequently developed bymany authors in many di�erent settings [13, 14, 9, 20, 33, 35, 19℄.In this paper we 
onsider the se
urity property Persistent BNDC (P BNDC,for short), proposed in [16℄, and further studied in [15, 4, 3, 5℄. P BNDC is ase
urity property suitable to analyze pro
esses in 
ompletely dynami
 hostileenvironments, i.e., environments whi
h 
an be dynami
ally re
on�gured at run-time, 
hanging in unpredi
table ways. In [3℄ we gave an unwinding 
onditionthat allows us to express P BNDC in terms of a lo
al property of high levela
tions. As noti
ed in [21℄, unwinding 
onditions are useful for giving eÆ
ientproof te
hniques. Indeed, we use our lo
al 
hara
terization to de�ne a proof sys-tem whi
h allows us to stati
ally prove that a pro
ess is P BNDC, i.e., by justinspe
ting its syntax. State-explosion is avoided by exploiting the 
omposition-ality of P BNDC with respe
t to the parallel operator whi
h is the sour
e of theexponential growing of the number of states in a system. Moreover, the systemo�ers a mean to build pro
esses whi
h are P BNDC by 
onstru
tion in an in
re-mental way. The proof system extends the one given in [23℄ for �nite pro
esses,i.e., pro
esses that may only perform �nite sequen
es of a
tions. In parti
ular, weshow how it is possible to deal also with re
ursive pro
esses, whi
h may performunbounded sequen
es of a
tions. The pro
ess algebra language 
onsidered in [3℄is SPA, a variation of Milner's CCS [29℄ where re
ursive 
onstant de�nitions 
anbe used to de�ne re
ursive pro
esses. The proof system had been proved to be
orre
t, even if not 
omplete. It is 
omposed of two layers, a kernel where no
onstant de�nitions are 
onsidered and a se
ond layer to deal with systems ofde�nitions.Many authors 
onsider the repli
ation operator, !, instead of 
onstant de�ni-tions. The two approa
hes have the same expressive power in �-
al
ulus [30, 36℄,but as re
ently proved in [10℄, repli
ation 
annot supplant re
ursion in CCS. Inthis paper we show how by allowing re
ursion only through repli
ation we obtaina new 
ompositionality result for the 
lass of P BNDC pro
esses and a mu
hsimpler proof system whi
h provides a very eÆ
ient te
hnique for the stepwisedevelopment and the veri�
ation of re
ursively de�ned P BNDC pro
esses. Wealso identify a 
lass of 
onstant de�nitions whi
h 
an be safely added to ourlanguage and treated by an extended proof system. In fa
t, we show that theen
oding proposed in [30℄ for �-
al
ulus is 
orre
t with respe
t to our 
lass ofde�nitions.The paper is organized as follows. In Se
tion 2 we introdu
e the language,re
all the de�nition of P BNDC pro
ess and its properties. In Se
tion 3 weprove that P BNDC is 
ompositional with respe
t to the repli
ation operator.In Se
tion 3.2 we present a proof system whi
h, by exploiting the new 
omposi-tionality result, extends the kernel presented in [3℄ by adding re
ursion throughrepli
ation in a very simple way. Se
tion 4 is devoted to the (re)-introdu
tion of
onstant de�nitions. Finally, in Se
tion 5 we draw some 
on
lusions. The paper2




ontains all the proofs of the results reported in Se
tion 3, all the other proofs
an be found in [6℄.2 Basi
 Notions2.1 The LanguageIn this se
tion we report the syntax and semanti
s of the pro
ess algebra languagewe 
onsider in this paper. It is a variation of Milner's CCS [29℄, similar to theSPA des
ribed in [13℄, where the set of visible a
tions is partitioned into highlevel a
tions and low level ones in order to spe
ify multilevel systems. Di�erentlyfrom [29℄, as done also in [12℄, we start with the repli
ation operator instead ofthe 
onstant de�nitions. In Se
tion 4 we will reintrodu
e 
onstant de�nitions.The syntax of our pro
ess algebra is based on the same elements as CCS thatis: a set L of visible a
tions su
h that L = I [ O where I = fa; b; : : :g is a setof input a
tions and O = f�a;�b; : : :g is a set of output a
tions; a spe
ial a
tion� whi
h models internal 
omputations, i.e., not visible outside the system; a
omplementation fun
tion �� : L ! L, su
h that ��a = a, for all a 2 L, and �� = � ;A
t = L [ f�g is the set of all a
tions. The set of visible a
tions is partitionedinto two sets, H and L, of high and low a
tions su
h that H = H and L = L. Apro
ess E is a term built using the following produ
tions:E ::= 0 j a:E j E +E jj EjE j E n v j E[f ℄ j!Ewhere a 2 A
t , v � L, f : A
t ! A
t is su
h that f(L) � L [ f�g, f(H) �H [ f�g, f(��) = f(�) and f(�) = � .Intuitively, 0 is the empty pro
ess that does nothing; a:E is a pro
ess that
an perform an a
tion a and then behaves as E; E1 +E2 represents the nonde-terministi
 
hoi
e between the two pro
esses E1 and E2; E1jE2 is the parallel
omposition of E1 and E2, where exe
utions are interleaved, possibly syn
hro-nized on 
omplementary input/output a
tions, produ
ing an internal a
tion � ;Env is a pro
ess E prevented from performing a
tions in v; E[f ℄ is the pro
ess Ewhose a
tions are renamed via the relabelling fun
tion f . The pro
ess !E (bangE) means EjEj : : :, i.e., the parallel 
omposition of as many 
opy as needed ofthe pro
ess E.Given a �xed language L we denote by E ! the set of all pro
esses, by E !H theset of all high level pro
esses, i.e., those 
onstru
ted over H [ f�g, and by E !Lthe set of all low level pro
esses, i.e., those 
onstru
ted over L [ f�g,The operational semanti
s of pro
esses is given in terms of Labelled TransitionSystems (LTS). A LTS is a triple (V;A;!) where V is a set of states, A is a setof labels (a
tions), !� V �A� V is a set of labelled transitions. The notation(V1; a; V2) 2! (or equivalently V1 a! V2) means that the system 
an move fromthe state V1 to the state V2 through the a
tion a. The operational semanti
s ofour language is the LTS (E !;A
t ;!), where the states are the terms of the algebraand the transition relation !� E ! �A
t � E ! is de�ned by stru
tural indu
tionas the least relation generated by the inferen
e rules reported in Figure 1. The3



Pre�x a:E a! EE1 a! E01 E2 a! E02Sum E1 +E2 a! E01 E1 +E2 a! E02E1 a! E01 E2 a! E02 E1 !̀ E01 E2 �̀! E02Parallel ` 2 LE1jE2 a! E01jE2 E1jE2 a! E1jE02 E1jE2 �! E01jE02E a! E0Restri
tion if a 62 vE n v a! E0 n vE a! E0Relabelling E[f ℄ f(a)! E0[f ℄E a! E0 E !̀ E0 E �̀! E00Repli
ation ` 2 L!E a! E0j!E !E �! E0jE00j!EFig. 1. The operational rulesoperational semanti
s for a pro
ess E is the subpart of the LTS rea
hable fromthe initial state and we refer to it as LTS (E) = (VE ;A
t ;!).In the paper we use the following notations. If t = a1 � � � an 2 A
t� andE a1! � � � an! E0, then we say that E0 is rea
hable from E and write E t! E0, orsimply E  E0. We also write E t=) E0 if E( �!)� a1! ( �!)� � � � ( �!)� an! ( �!)�E0where ( �!)� denotes a (possibly empty) sequen
e of � labelled transitions. Ift 2 A
t�, then t̂ 2 L� is the sequen
e gained by deleting all o

urren
es of �from t. As a 
onsequen
e, E â=) E0 stands for E a=) E0 if a 2 L, and forE( �!)�E0 if a = � (note that �=) requires at least one � labelled transition while�̂=) means zero or more � labelled transitions). Given two pro
esses E;F wewrite E � F when E and F are synta
ti
ally equal.The 
on
ept of observation equivalen
e between two pro
esses is based onthe idea that two systems have the same semanti
s if and only if they 
annot bedistinguished by an external observer. This is obtained by de�ning an equiva-len
e relation over E !. We report the de�nitions of two observational equivalen
esknown as weak bisimulation and strong bisimulation [29℄. Intuitively, weak bisim-ulation equates two pro
esses if they mutually simulate their behavior step bystep, but it does not 
are about internal � a
tions. So, when P simulates ana
tion of Q, it 
an also exe
ute some � a
tions before or after that a
tion.4



De�nition 1 (Weak Bisimulation). A binary relation R � E !�E ! over pro-
esses is a weak bisimulation if (E;F ) 2 R implies, for all a 2 A
t,� if E a! E0, then there exists F 0 su
h that F â=) F 0 and (E0; F 0) 2 R;� if F a! F 0, then there exists E0 su
h that E â=) E0 and (E0; F 0) 2 R.Two pro
esses E;F 2 E ! are weakly bisimilar, denoted by E � F , if there existsa weak bisimulation R 
ontaining the pair (E;F ).The relation � is the largest weak bisimulation and is an equivalen
e relation[29℄.Strong bisimulation is stronger than weak bisimulation, sin
e it 
onsider the� a
tions as all the other a
tions.De�nition 2 (Strong Bisimulation). A binary relation R � E ! � E ! overpro
esses is a strong bisimulation if (E;F ) 2 R implies, for all a 2 A
t,� if E a! E0, then there exists F 0 su
h that F a! F 0 and (E0; F 0) 2 R;� if F a! F 0, then there exists E0 su
h that E a! E0 and (E0; F 0) 2 R.Two pro
esses E;F 2 E ! are strong bisimilar, denoted by E � F , if there existsa strong bisimulation R 
ontaining the pair (E;F ).The relation � is the largest weak bisimulation and is an equivalen
e relation.Moreover, two strongly bisimilar pro
esses are also weakly bisimilar.2.2 The P BNDC Se
urity PropertyIn this se
tion we re
all the Persistent Bisimulation-based Non Dedu
ibility onCompositions (P BNDC, for short) se
urity property (see [16℄) and its 
hara
-terization in terms of unwinding 
ondition (see [3℄). We start by introdu
ing anequivalen
e relation on low a
tions whi
h allows us to simplify both the de�ni-tion and the 
hara
terization of P BNDC. Weak bisimulation on low a
tions isa sort of weak bisimulation whi
h 
onsider only the low a
tions. Hen
e, whentwo pro
esses are weak bisimilar on low a
tions they 
annot be distinguished bya low level user.De�nition 3 (Weak Bisimulation on Low A
tions). A binary relation R �E ! � E ! over pro
esses is a weak bisimulation on low a
tions, if (E;F ) 2 Rimplies, for all a 2 L [ f�g,{ if E a! E0, then there exists F 0 su
h that F â=) F 0 and (E0; F 0) 2 R;{ if F a! F 0, then there exists E0 su
h that E â=) E0 and (E0; F 0) 2 R.Two pro
esses E;F 2 E ! are weakly bisimilar on low a
tions, denoted by E �l F ,if there exists a weak bisimulation on low a
tions R 
ontaining the pair (E;F ).Lemma 1. The relation �l is the largest weak bisimulation on low a
tions andit is an equivalen
e relation. 5



Proof. From the de�nition of �l it follows that �l is the union of all the weakbisimulation on low a
tions. Hen
e if we prove that �l is a weak bisimulationon low a
tions we immediately get that it is the largest. Let E;F 2 E ! be su
hthat E �l F . This means that there exists a weak bisimulation on low a
tionsR su
h that (E;F ) 2 R. If E a! E0, with a 2 L[ f�g, then there exists F 0 su
hthat F â=) F 0 and (E0; F 0) 2 R. Hen
e, E0 �l F 0. The 
ase F a! F 0 is similar.Sin
e the Id = f(E;E) j E 2 E !g is a weak bisimulation on low a
tions, �lis re
exive. If R is a weak bisimulation on low a
tions, it is easy to prove thatR�1 = f(F;E) j (E;F ) 2 Rg is a weak bisimulation on low a
tions. Hen
e �l issymmetri
. The transitivity of �l follows from the fa
t that if R and S are weakbisimulations on low a
tions, then R �S = f(E;G) j (E;F ) 2 R and (F;G) 2 Sgis a weak bisimulation on low a
tions. utLemma 2. Let E;F 2 E !.E �l F i� E nH � F nH:Proof. )) It is suÆ
ient to prove that: R = f(E nH;F nH) jE �l Fg is a weakbisimulation. Let E;F be pro
esses su
h that E �l F . If E n H a! E0, thena 2 L[f�g, E0 � E00 nH and E a! E00. Hen
e, F â=) F 00, with E00 �l F 00, so we
on
lude that F nH â=) F 00 nH , by Restri
tion, and (E00 nH;F 00 nH) 2 R.The
ase F a! F 0 is similar.() We 
an prove that R = f(E;F ) jE nH � F nHg is a weak bisimulationon low a
tions. Let E;F be pro
esses su
h that E n H � F n H . If E a! E0,with a 2 L[ f�g, then E nH a! E0 nH , by Restri
tion, and so F nH a! F 0 nHwith E0 nH � F 0 nH . This means that (E0; F 0) 2 R and we 
on
lude. The 
aseF a! F 0 is similar. utUsing weak bisimulation on low a
tions we re
all the notion of Bisimulation-based Non Dedu
ibility on Compositions (BNDC, for short) [13℄ whi
h is at thebasis of P BNDC. The BNDC se
urity property aims at guaranteeing that noinformation 
ow from the high to the low level is possible, even in the presen
e ofmali
ious pro
esses. It is based on the idea of 
he
king a system against all highlevel potential intera
tions, representing all possible high mali
ious programs. Asystem E is BNDC if for every high pro
ess � a low user 
annot distinguish Efrom (Ej�), i.e., if � 
annot interfere [18℄ with the low level exe
ution of E.De�nition 4 (BNDC). Let E 2 E ! be a pro
ess.E 2 BNDC i� 8 � 2 E !H ; E �l (Ej�):In [16℄ it is shown that BNDC is not strong enough for systems in dynami
exe
ution environments. To deal with these situations, the property P BNDC isintrodu
ed. Intuitively, a system E is P BNDC if it never rea
hes inse
ure states.De�nition 5 (Persistent BNDC). Let E 2 E ! be a pro
ess.E 2 P BNDC i� E  E0 implies E0 2 BNDC :6



Although the de
idability of BNDC is still an open problem, P BNDC isde
idable (in polynomial time) as shown in [16℄ ([15℄). In [3℄ another de
idable
hara
terization of P BNDC pro
esses has been proposed. It allows to expressP BNDC in terms of a lo
al property of high level a
tions and it re
alls theunwinding 
onditions proposed in other settings (e.g., [21, 11, 28, 32℄). Also if weare using a variation of the SPA, with repli
ations instead of 
onstant de�nitions,the 
hara
terization presented in [3℄ holds.Theorem 1 (Unwinding). Let E 2 E ! be a pro
ess.E 2 P BNDCi�if E  Ei h! Ej , then Ei �̂=) Ek and Ej �l Ek.Proof. () Let E be a pro
ess su
h that for all Ei rea
hable from E, if Ei h! Ejthen Ei �̂=) Ek and Ej �l Ek. LetS = f(Ei; (Eij�)) j� 2 E !H is a pro
ess and E  Eig:We prove that S is a weak bisimulation on low a
tions up to �l. We have to
onsider the following 
ases:{ (Eij�) �! (Eij�1). Sin
e Ei �̂=) Ei, by de�nition of S, (Ei; (Eij�1)) 2 S.{ (Eij�) a! (Ej j�), with a 2 L [ f�g. Hen
e Ei a! Ej and, by de�nition ofS, (Ej ; (Ej j�)) 2 S.{ (Eij�) �! (Ej j�1) where Ei h! Ej , with h 2 H . By hypothesis Ei �̂=) Ekand Ej �l Ek. Hen
e, Ek �l Ej S (Ej j�1)).{ Ei a! Ej with a 2 L [ f�g. Then, (Eij�) a! (Ej j�) and (Ej ; (Ej j�)) 2 S.)) Let E be P BNDC . Then, for all Ei rea
hable from E, Ei 2 P BNDC .In parti
ular, for all Ei rea
hable from E and for all � 2 E !H , Ei �l (Eij�).Suppose that Ei h! Ej . Let � � �h. Then (Eij�) �! Ej . Sin
e Ei �l (Eij�),Ei �̂=) Ek and Ej �l Ek. utIn [3℄ it has been proved that the 
lass of P BNDC pro
esses enjoys thefollowing 
ompositionality properties.Lemma 3. The following properties hold:1. if E 2 E !L, then E 2 P BNDC;2. if E 2 E !H , then E 2 P BNDC;3. if E 2 P BNDC, then E n v 2 P BNDC ;4. if E 2 P BNDC, then E[f ℄ 2 P BNDC ;5. if E;F 2 P BNDC, then EjF 2 P BNDC ;6. if Ei; Fj 2 P BNDC , i 2 I and j 2 J , then Pi2I ai:Ei +Pj2J(hj :Fj +�:Fj) 2 P BNDC, where ai 2 L and hj 2 H.7



3 P BNDC and Repli
ations3.1 Compositionality ResultIn this se
tion we extend the 
ompositionality result 
on
erning P BNDC to therepli
ation operator.We start by observing that the pro
esses rea
hable from !E 
an be 
hara
-terized using the pro
esses rea
hable from E. In parti
ular, they are nothing butparallel 
omposition of !E with a �nite number of pro
esses rea
hable from E.Lemma 4. Let E 2 E ! be a pro
ess. If !E  E0, then there exist n � 0 andE1; : : : ; En su
h that E  Ei, for i = 1; : : : ; n andE0 � E1jE2j : : : jEnj!E:Proof. By indu
tion on the length ln of  .If ln = 0, then E0 �!E, hen
e we have the thesis with n = 0.Let us assume that we have proved the thesis for all the ln � m. Let ln =m + 1. This means that there exists E00 su
h that !E  E00 with m steps andE00 a! E0. By indu
tive hypothesis there exist n � 0 and E1; : : : ; En su
h thatE  Ei, for i = 1; : : : ; n and E00 � E1jE2j : : : jEnj!E: If the a
tion a is performedby one of the Ei's, say E1, we have the thesis, sin
e E  E1 a! E01 and E0 �E01jE2j : : : jEnj!E: Similarly we obtain the thesis if a = � is a syn
hronizationbetween two of the Ei's. If the a
tion a is performed by !E applying the �rst ruleof Repli
ation, then E a! En+1 and E0 � E1jE2j : : : jEnjEn+1j!E: Similarly weobtain the thesis in the remaining two 
ases, i.e. if a is performed by !E applyingthe se
ond rule of Repli
ation or if a is a syn
hronization between one of theEi's and !E. utThere is an interesting 
onne
tions between the pro
esses rea
hable fromE and the pro
esses rea
hable from !E, when E is P BNDC : if 2n pro
essesrea
hable from a E are pairwise weak bisimilar on low a
tions, this relation ispreserved also on the pro
esses rea
hable from !E that they 
hara
terize.Lemma 5. Let E be a P BNDC pro
ess, n � 0 and 8i 2 f1; ::; ng Fi; Gi berea
hable from E. If 8i 2 f1; ::; ng Fi �l Gi thenF1jF2 : : : jFnj!E �l G1jG2 : : : jGnj!E:Proof. Let E be a P BNDC pro
ess andR = f(F1jF2 : : : jFnj!E; G1jG2 : : : jGnj!P ) jn � 0;8i 2 f1; ::; ng Fi; Gi are rea
hable from E and Fi �l Gig:We prove that R is a weak bisimulation on low a
tions. We have to 
onsider thefollowing three 
ases.{ No syn
hronization. Let a 2 L [ f�g and assume F1jF2 : : : jFnj!E a�! E0.There are three sub
ases. 8



� The a
tion is performed by one of the Fi's, say F1.Hen
e E0 � F 01jF2 : : : jFnj!E where Fi a�! F 0i . Sin
e F1 �l G1 thereexists G01 su
h that G1 â=) G01 and G01 �l G01. Thus G1jG2 : : : jGnj!E â=)G01jG2 : : : jGnj!E and (F 01jF2 : : : jFnj!E; G01jG2 : : : jGnj!E) 2 R.� The a
tion is performed by !E. If a 2 L, then E0 � F1jF2 : : : jFnjFn+1j!Ewhere E a�! Fn+1. Clearly G1jG2 : : : jGnj!E â=) G1jG2 : : : jGnjFn+1j!Eand (F1jF2 : : : jFnjFn+1j!E; G1jG2 : : : jGnjFn+1j!E) 2 R. If a = � , wesimilarly get the thesis applying the se
ond rule for the semanti
s of therepli
ation.{ Syn
hronization on low a
tions. There are two sub
ases.� Two of the Fi's syn
hronize. Without loss of generality we 
an assumethat F1jF2 : : : jFnj!E ��! F 01jF 02 : : : jFnj!E where F1 a�! F 01 and F2 �a�!F 02. Sin
e F1 �l G1 and F2 �l G2 there exist G01; G02 su
h that G1 â=)G01, G01 �l F 01, G2 �̂a=) G02, G02 �l F 02. Then G1jG2 : : : jGnj!E �̂=)G01jG02 : : : jGnj!E and (F 01jF 02 : : : jFnj!E; G01jG02 : : : jGnj!E) 2 R.� One of the Fi's syn
hronizes with !E. Similar to the previous 
ase.{ Syn
hronization on high a
tions. There are two sub
ases.� Two of the Fi's syn
hronize. Without loss of generality we 
an assumethat F1jF2 : : : jFnj!E ��! F 01jF 02 : : : jFnj!E where F1 h�! F 01 and F2 �h�!F 02, h 2 H . Sin
e E is P BNDC and both F1 and F2 are rea
hable fromE, by the unwinding Theorem 1 there exist G001 and G002 su
h thatFi �̂=) G00i ; F 0i �l G00i ; i = 1; 2:Sin
e Fi �l Gi, i = 1; 2, there exist G01 and G02 su
h thatGi �̂=) G0i; G00i �l G0i; i = 1; 2:Hen
e F 0i �l G0i, i = 1; 2, and G1jG2 : : : jGnj!E �̂=) G01jG02 : : : jGnj!Ewhere (F 01jF 02 : : : jFnj!E; G01jG02 : : : jGnj!E) 2 R.� one of the Fi's syn
hronizes with !E. Without loss of generality we 
anassume that F1jF2 : : : jFnj!E ��! F 01jF2 : : : jFnjE0j!E where F1 h�! F 01and !E �h�! E0j!E, h 2 H . Hen
e E �h�! E0. Sin
eE is P BNDC and bothF1 and E0 are rea
hable from E, by the unwinding Theorem 1 there existG001 and E00 su
h that F1 �̂=) G001 ; F 01 �l G001 and E �̂=) E00; E0 �l E00:Sin
e F1 �l G1, there exists G01 su
h that G1 �̂=) G01; G001 �l G01: Hen
eF 01 �l G01, and G1jG2 : : : jGnj!E �̂=) G01jG2 : : : jE00j!E where it holds(F 01jF2 : : : jFnjE0j!E; G01jG2 : : : jE00j!E) 2 R. utWe 
an now prove that P BNDC is 
ompositional with respe
t to the repli-
ation operator.Theorem 2. Let E 2 E ! be a pro
ess. If E 2 P BNDC, then !E 2 P BNDC.9



Proof. We prove that if F is rea
hable from !E, then F is P BNDC. We provethat F satis�es the unwinding 
ondition (see Theorem 1). By Lemma 4 we havethat F � F1jF2 : : : jFnj!E. Let F1jF2 : : : jFnj!E h�! F 0. If the a
tion is performedby one of the Fi's, say F1, then F 0 � F 01jF2 : : : jFnj!E where F1 h! F 01. By the un-winding 
ondition on F1, there exists G01 su
h that F1 �̂=) G01; G01 �l F 01. Hen
eF1jF2 : : : jFnj!E �̂=) G01jF2 : : : jFnj!E and, by Lemma 5, F 01jF2 : : : jFnj!E �lG01jF2 : : : jFnj!E. If the a
tion is performed by !E, then F 0 � F1jF2 : : : jFnjE0j!Eand E h�! E0. By the unwinding 
ondition on E, there exists E00 su
h thatE �̂=) E00; E00 �l E0. Hen
e F1jF2 : : : jFnj!E �̂=) F1jF2 : : : jFnjE00j!E and, byLemma 5, F1jF2 : : : jFnjE0j!E �l F1jF2 : : : jFnjE00j!E. ut3.2 A Proof System for Pro
esses with Repli
ationsIn [3℄ it has been presented a proof system whi
h allows us to build P BNDCpro
esses in an in
remental way. The proof system is 
omposed by a set of ruleswhose 
on
lusions are in the form E 2 HP[A℄, where A is a set of 
onstants. Theintended meaning of the judgment is that E is a P BNDC pro
ess provided thatall the 
onstants in A are P BNDC . The set A plays the role of a set of assump-tions: if it is empty then E is P BNDC otherwise we are still working on our
onstru
tion under open hypothesis. It is immediate to observe that the systemdes
ribed in [3℄ is 
orre
t also using set of pro
esses (meta-variables), instead ofset of 
onstants, as assumptions. To this end we extend the standard notationE[X ℄, where X denotes a variable to E[G℄, where G denotes a pro
ess whose o
-
urren
es in E 
an be synta
ti
ally and unambiguously identi�ed. Consequently,we use E[F=G℄ to denote the pro
ess we obtain by repla
ing all the o

urren
esof G in E with F . Hen
e, in this se
tion the meaning of E 2 HP [A℄ is that E isa P BNDC pro
ess provided that all the pro
esses in A are P BNDC . In thisse
tion we show how to exploit Lemma 3 and Theorem 2 in order to extend thesystem to the 
ase of pro
esses with repli
ation.De�nition 6 (P BNDC � System). P BNDC � System is the proof system
ontaining the following rules.E 2 HP[fEg℄ E is a pro
ess (Pro
)E 2 HP[;℄ E 2 E !L (Low)E 2 HP[;℄ E 2 E !H (High)E 2 HP[A℄E n v 2 HP[A℄ (Rest)E 2 HP[A℄E[f ℄ 2 HP[A℄ (Label) 10



E 2 HP[A℄ F 2 HP[B℄EjF 2 HP [A [B℄ (Par)Ei 2 HP[Ai℄ Fj 2 HP[Bj ℄Pi2I ai:Ei +Pj2J(hj :Fj + �:Fj) 2 HP[[i2IAi [ [j2JBj ℄ ai 2 L [ f�g; hj 2 H(Choi
e)E 2 HP [A℄!E 2 HP[A℄ (Repl)E[G℄ 2 HP [A℄ F 2 HP[B℄E[F=G℄ 2 HP [(A n fFg) [ B℄ (Subst)Theorem 3 (Corre
tness). The system P BNDC � System is 
orre
t, i.e., ifthere exists a proof in P BNDC � System whi
h ends with E 2 HP [A℄, then Eis P BNDC provided that all the pro
esses in A are P BNDC .Proof. Rule (Pro
) is trivially 
orre
t.By using Lemma 3 we obtain the 
orre
tness of rules (Low), (High) (Rest),(Label), (Par), (Choi
e) in the 
ase in whi
h A = ;. The general 
ase followsimmediately by the de�nition of HP[A℄.The 
orre
tness of rule (Repl) follows from Theorem 2 in the 
ase in whi
hA = ;. The general 
ase follows again by the de�nition of HP[A℄.The 
orre
tness of rule (Subst) is provable by indu
tion on depth of thederivations and by using Lemma 3 and Theorem 2. utNext 
orollary is an immediate 
onsequen
e of Theorem 3.Corollary 1. Let E 2 E !. If there exists a proof of E 2 HP [;℄, then E isP BNDC .Example 1. Consider the pro
ess CH de�ned asCH � ((in0:(out0:�:0+ �:�:0) + in1:(out1:�:0+ �:�:0))j!(�:(in0:(out0:�:0+ �:�:0) + in1:(out1:�:0+ �:�:0)))) n f�; �gwhere in0; in1; �; � 2 L and out0; out1 2 H . This pro
ess CH is a 
hannel whi
hmay a

ept a value 0 (or 1) through the low level input in0 (or in1). When itholds a value, it may deliver it through a high level output out0 (or out1). The
hannel 
an transmit values in�nitely many times. In fa
t, when the � a
tion isrea
hed the pro
ess resets itself and re
ursively repeats the sequen
e of a
tions.This pro
ess is nothing but the 
hannel des
ribed in [29℄. This 
orresponden
ewill be 
lari�ed in the next se
tion.It is easy to see that we 
an derive the judgement CH 2 HP[;℄ in P BNDC -system. Both out0:�:0+�:�:0 2 HP[;℄ and out1:�:0+�:�:0 2 HP[;℄ are derivableapplying the rule (Choi
e). Then, using the rules (Choi
e), (Par), (Repl), and(Rest) in a straightforward way we get the thesis.11



4 Adding Constant De�nitionsIn this se
tion we add some 
onstant de�nitions to our language. Then, exploit-ing the 
ompositionality of P BNDC with respe
t to the repli
ation operator,we prove a 
ompositionality result for P BNDC with respe
t to the 
onstantde�nitions we 
onsider.Note that we do not add all 
onstant de�nitions, sin
e in CCS, di�erentlyfrom �-
al
ulus [36℄, repli
ation is not expressive enough to represent all 
onstantde�nitions [10℄.4.1 De�nitions using Repli
ationsIn standard CCS [29℄ we �nd that 
omplex re
ursive systems are de�ned para-metri
ally, as Z def= E[Z℄;where Z is a pro
ess identi�er and E[Z℄ a pro
ess expression whi
h may 
ontain\
alls" to Z and eventually other parametri
 pro
esses.Example 2. Consider the pro
ess Z re
ursively de�ned asZ def= a:Z + b:0Intuitively this pro
ess 
an perform either an a
tion a and return in its ini-tial state or an a
tion b and terminate. Similarly it is possible to 
onsider twomutually de�ned pro
esses X and Y de�ned as(X def= a:YY def= b:XIn this 
ase X performs an a
tion a, then it 
alls Y . Similarly Y performs ana
tion b and 
alls X .This way of de�ning re
ursive pro
esses was taken as basi
 in [13℄ and in otherprevious works on P BNDC (see [3{5℄). In the 
ontext of the �-
al
ulus in [30℄,an en
oding is de�ned whi
h eliminates a �nite number of 
onstant de�nitionsusing repli
ation. As already noti
ed in [36℄, the same en
oding applied to fullCCS does not work (see also Remark 1). In what follows we identify a fragmentof CCS on whi
h the en
oding is 
orre
t.Let A
t = L[f�g be a set of a
tions, with L partitioned into the two sets Hand L, as des
ribed in Se
tion 2.1. Let C be a �nite set of 
onstants. Considerall the pro
esses D whi
h 
an be obtained using the following produ
tions:D ::= 0 j a:D j D +D j DjD j Zwhere Z 2 C is a 
onstant whi
h must be asso
iated to a de�nition Z def= D.Let Edef be the set of pro
esses de�ned with this syntax. Given a pro
ess D,
onst(D) denotes all the 
onstants whi
h o

ur in D. We say that a pro
ess Dis 
onstant-free if 
onst(D) = ;. 12



Example 3. The pro
ess Z informally presented in Example 2 is a pro
ess of Edef .In parti
ular Z is a 
onstant to whi
h we asso
iate the de�nition Z def= a:Z+b:0.Similarly the pro
esses X and Y of Example 2 are two 
onstants whosede�nitions are mutually re
ursive.In order to de�ne the semanti
s of the pro
esses in Edef we add to the rulesof Figure 1 the following rule to deal with 
onstant de�nitions.Constant if Z def= DZ �! DThis rule tells us that Z performs a � transition and then behaves as D.Example 4. Let Z be the 
onstant de�ned in Example 2. By applying on
e therule Constant we obtain that Z �! a:Z+b:0 then a:Z+b:0 b! 0 or a:Z+b:0 a! Z.In the se
ond 
ase we 
an apply again the rule Constant.Let X and Y be the 
onstants de�ned in the se
ond part of Example 2. Wehave that X �! a:Y a! Y and Y �! b:X b! X .All the pro
esses in Edef 
an be translated into an equivalent (bisimilar)pro
ess of the language E ! with restri
tion and repli
ation and without 
onstantde�nition presented in Se
tion 2.1.We brie
y re
all how the en
oding whi
h removes the 
onstant de�nitionsworks. Let Z1; : : : ; Zn be n 
onstants de�ned asZi def= Di;where for all i = 1; : : : ; n 
onst(Di) � fZ1; : : : ; Zng. Let S = f�1; �1; : : : ; �n; �ngbe a new set of a
tions disjoint from A
t . We asso
iate to the 
onstant Zi thea
tion �i and we introdu
e the notation 1:bZi � !(�i:Di[�1:0=Z1; : : : ; �n:0=Zn℄);where in Di the 
onstants Z1; : : : ; Zn have been substituted by the 
onstant-freeexpressions �1:0; : : : ; �n:0. Sin
e 
onst(Di) � fZ1; : : : ; Zng, bZi is a 
onstant-freeexpression.De�nition 7 (En
oding of Edef). Given a pro
ess D with 
onst(D) � fZ1; : : : ; Zngits en
oding [[D℄℄ is the 
onstant-free pro
ess[[D℄℄ � (D[�1:0=Z1; : : : ; �n:0=Zn℄j bZ1j : : : j bZn) n S:In parti
ular, when D is one of the Zi's we obtain[[Zi℄℄ � (�i:0j bZ1j : : : j bZn) n f�1; : : : ; �ng:1 We use the notation D[Z1; : : : ; Zn℄ when we want to stress the fa
t that the 
onstantsZ1; : : : ; Zn 
an o

ur in D. 13



Example 5. Let Z the 
onstant de�ned in Example 2. We obtain that the en-
oding of Z is [[Z℄℄ � (�:0j!(�:0:(a:�:0+ b:0))) n SNoti
e that bZ whi
h is bZ � !(�:0:(a:�:0+ b:0))is di�erent from [[Z℄℄.Remark 1. In the en
oding the a
tion �i is used to make a \
all to the pro
edure"Zi whi
h is represented by bZi. The en
oding does not work in the full CCS, sin
ethe s
ope of the restri
tions and renamings is not enlarged to the bZi. Considerfor instan
e a 
onstant Z de�ned asZ def= a:Zand the pro
ess E � (Z) n fag: The pro
ess E 
an only perform a � a
tion, thenit terminates. If apply our en
oding to E we obtain[[E℄℄ � ((�:0) n fagj!(�:a:�:0)) n S:The pro
ess [[E℄℄ performs a � , and then it is able to perform an a
tion a, sin
ein bZ the a
tion a is allowed. We will see that in this 
ase we are able to over
omethe problem. A more 
omplex example of a pro
ess whi
h 
annot be en
oded
an be obtained using two mutual re
ursive 
onstant de�nitions(X def= (a:Y ) n fbgY def= (b:X) n fagThe pro
ess F � X performs a � transition, followed by an a transition, then itperforms another � transition and it terminates. Its en
oding would be[[F ℄℄ � (�X :0j!(�X :(a:�Y :0) n fbg)j!(�Y :(b:�X :0) n fag)) n SThe pro
ess [[F ℄℄ does not terminate and it performs an in�nite number of ba
tions. The solution we will apply later to enlarge our en
oding 
annot beapplied to this pro
ess.Remark 2. The en
oding is not 
ompositional, for instan
e, given D1; D2 2 Edef ,[[D1 jD2℄℄ 6= [[D1℄℄ j [[D2℄℄. However we 
an show that the en
oding is 
ompositionalwith respe
t to strong bisimulation, as stated in the following lemma.Lemma 6. Given D;D1; D2 2 Edef then:1. [[a:D℄℄ � a:[[D℄℄;2. [[Z℄℄ � �:[[D0℄℄ (provided that Z def= D0);3. [[D1 +D2℄℄ � [[D1℄℄ + [[D2℄℄;4. [[D1 jD2℄℄ � [[D1℄℄ j [[D2℄℄. 14



Proof. See appendix. utMoreover we 
an show that there is a strong 
orresponden
e between thea
tions of D and the a
tions of [[D℄℄. The following theorem states the observa-tional equivalen
e between D and [[D℄℄ when D belongs to Edef . Sin
e D 2 Edefand [[D℄℄ 2 E ! the bisimulation we establish is a relation on Edef � E !.Theorem 4. For ea
h D 2 Edef it holds D � [[D℄℄.Proof. See appendix. utThe a
tions �i's introdu
ed in the en
oding are neither high nor low levela
tions. They are used only in the en
oding, in order to obtain 
onstant free-pro
esses, but they are not visible outside be
ause of the outmost restri
tion.Indeed, they are introdu
ed only to �re in�nitely many times the a
tions of theDi's. Nevertheless, we have to de
ide how to treat them in the de�nition of theatta
kers and in the de�nition of the low level observational equivalen
e. We
onsider this issue in the next se
tion.Before moving to our se
urity property we show how to apply our en
odingto a ri
her language in whi
h restri
tion and renaming 
an be used \outside"the re
ursive de�nitions. In parti
ular, 
onsider all the pro
esses E de�ned bythe following produ
tions:E ::= 0 j a:E j E +E j EjE j E n v j E[f ℄ j!E j Zwhere Z 2 C is a 
onstant whi
h must be asso
iated to a de�nition Z def= D,with D 2 Edef . Let Edef! be the set of pro
esses de�ned with this syntax.Sin
e the 
onstants are de�ned using pro
esses in Edef , by Theorem 4, wehave that Z � [[Z℄℄. Using the fa
t that � is a 
ongruen
e on our language weimmediately get that the following en
oding 
an be applied to the pro
esses inEdef!.De�nition 8 (En
oding of Edef!). Let E 2 Edef! be a pro
ess su
h that 
onst(E) �fZ1; : : : ; Zng its en
oding ffEgg is the 
onstant-free pro
essffEgg � E[[[Z1℄℄=Z1; : : : ; [[Zn℄℄=Zn℄:Corollary 2. For ea
h E 2 Edef! it holds E � ffEgg.Example 6. Consider the 
onstant Z and the pro
ess E de�ned in Remark 1.The pro
ess E is in Edef!. Its en
oding isffEgg � ((�:0j!(�:a:�:0)) n S) n fagNow, 
orre
tly, we obtain that E performs a � transitions, then it terminates.The 
onstants X and Y of Remark 1 do not belong to Edef!. In fa
t in orderto translate X we would need a 
orre
t translation of Y , and this is not possiblewithout a 
orre
t translation of X , i.e., we enter in a loop.15



4.2 P BNDC and De�nitionsLet A
t = L [ H [ f�g as de�ned in Se
tion 2.1. Let S be a new set of (syn-
hronization) a
tions su
h that S \ A
t = ; and S = S, i.e., S is 
losed withrespe
t to the 
omplementation operation. In what follows we 
onsider as set ofa
tions A
t = L [ H [ f�g [ S. Moreover, we require that if f is a relabellingfun
tion, then f(S) � S [ f�g. As previously observed the a
tions of S do notrepresent `real' a
tions, but they are only instrumental for the en
oding. How-ever, it is 
onvenient to assimilate them to low level a
tions in dealing with ourse
urity notions. Therefore, the high level atta
ker 
annot perform them andthe low level user 
an observe them. In this way we 
an treat in a 
ompositionalway also pro
esses in whi
h these a
tions o

ur. In parti
ular, we extend the
on
ept of weak bisimulation on low a
tions 
onsidering the a
tions in S as thea
tions in L. With a slight abuse of notation from now on we say that two pro-
esses E;F 2 Edef! are weakly bisimilar on low, denoted by E �l F , if thereexists a binary relation R � Edef! � Edef! su
h that if (E;F ) 2 R, then for alla 2 L [ S [ f�g,{ if E a! E0, then there exists F 0 su
h that F â=) F 0 and (E0; F 0) 2 R;{ if F a! F 0, then there exists E0 su
h that E â=) E0 and (E0; F 0) 2 R.Clearly �l is still the largest weak bisimulation on low a
tions and it is anequivalen
e relation. Moreover it is still true that E �l F i� E nH � F nH .Using this de�nition of �l the notions of BNDC and P BNDC 
an be 
onsis-tently transposed. Noti
e that using these extended de�nitions Theorem 1 andTheorem 2 
ontinue to hold. As far as Lemma 3 is 
on
erned some trivial 
hangesare ne
essary. In parti
ular, let Edef!HS be the set of all pro
esses 
onstru
ted overH [ S [ f�g. Similarly, let Edef!LS be the set of all pro
esses 
onstru
ted overL [ S [ f�g and Edef!HL be the set of all pro
esses 
onstru
ted over L [H [ f�g.In 
ase 1. of Lemma 3 it is ne
essary to 
onsider 
onstant-free pro
esses in Edef!LS .Similarly in 
ase 2. the pro
esses have to be 
onstant-free and to belong to Edef!H .In 
ase 6. the a
tions ai's 
an range over L [ S [ f�g. Moreover, from Theorem4 we immediately get the following result.Corollary 3. Let Z1; : : : ; Zn be n 
onstants de�ned as Zi def= Di, for i = 1; : : : ; n.If for all i = 1; : : : ; n it holds 
onst(Di) � fZ1; : : : ; Zng and [[Zi℄℄ 2 P BNDC,then then all the Zi's are P BNDC.4.3 Extension of the Proof System to Pro
esses with De�nitionsIn order to deal with the language extended with the a
tion in S and with the
onstant de�nitions we have to modify some of the rules of the proof systemdes
ribed in Se
tion 3.2 and to add new rules to deal with 
onstant de�nitions.In parti
ular, we 
hange the rules (Low) and (Choi
e) by 
onsidering L [ Sinstead of L and by adding \E is 
onstant-free" to the rules (High) and (Low).Then we add the following rules to deal with 
onstant de�nitions16



E n S 2 HP[;℄ E 2 Edef!HS ; E is 
onstant-free (High2)[[Xi℄℄ 2 HP[A℄Xi 2 HP [A℄ (Xi def= Di)ni=1 (Const)where we re
all that [[Xi℄℄ is a 
onstant-free pro
ess.With a slight abuse of notation we now 
all P BNDC � System this modi�-
ation/extension of the proof system presented in Se
tion 3.2.Example 7. Let us 
onsider the 
hannel as de�ned in [4℄ (whi
h was derived from[29℄). C = in0:(out0:C + �:C) + in1:(out1:C + �:C)Its en
oding is[[C℄℄ � (�:0j !(�:(in0:(out0:�:0+ �:�:0) + in1:(out1:�:0+ �:�:0)))) n SIt is easy to see that we 
an derive C 2 HP [;℄ in our extended proof system.Noti
e that the pro
ess CH des
ribed in Example 1 is exa
tly the pro
ess weobtain after a � transition of [[C℄℄. Written in this way, the 
hannel behavioris now 
ertainly 
learer. The example shows the advantages of using 
onstantde�nitions with respe
t to repli
ation.The 
orre
tness of P BNDC � System immediately follows from Corollary3.Corollary 4. Let E 2 Edef! be a pro
ess. If there exists a proof of E 2 HP[;℄in P BNDC � System, then E is P BNDC.It is possible to add to the proof system the following derived rules whi
hallow in some 
ases to shorten the derivations in whi
h 
onstant de�nitions areinvolved(Di[�1:0=X1; : : : ; �n:0=Xn℄)ni=1 2 HP[A℄Xi 2 HP [A℄ (Xi def= Di)ni=1 (ConstDer)ffEgg 2 HP [A℄E 2 HP[A℄ (Trans)The 
orre
tness of this derived rule (ConstDer) is a 
onsequen
e of thefollowing result.Lemma 7. Let Z1; : : : ; Zn be n 
onstants de�ned as Zi def= Di, for i = 1; : : : ; n.If for all i = 1; : : : ; n it holds 
onst(Di) � fZ1; : : : ; Zng andDi[�1:0=Z1; : : : ; �n:0=Zn℄ 2 P BNDC ;then all the Zi's are P BNDC . 17



Proof. By Theorem 4 we have that Zi is weak bisimilar to[[Zi℄℄ � (�i:0j bZ1j : : : j bZn) n S:Hen
e, if we prove that all the bZj 's are P BNDC , by Lemma 3, we get the thesis.We have that bZj � !(�j :Dj [�1:0=Z1; : : : ; �n:0=Zn℄):By hypothesis Dj [�1:0=Z1; : : : ; �n:0=Zn℄ is P BNDCS , hen
e applying Lemma3 we obtain that bZj is P BNDC . utAs far as the rule (Trans) is 
on
erned, its 
orre
tness is an immediate
onsequen
es of Corollary 2.Example 8. Let X and Y be de�ned as(X def= h:Y + �:YY def= l:YBy applying rule (ConstDer) it is immediate to prove that X and Y are HP[;℄.Let Z be de�ned as Z def= h:ZSin
e [[Z℄℄ 2 Edef!H , by rule (Const) and rule (SHigh) we get that Z is HP[;℄.5 Con
lusionsIn this paper we study the 
lass of P BNDC pro
esses written in a variant of SPAlanguage where re
ursive pro
esses are de�ned by means of repli
ations insteadof 
onstant de�nitions. The modi�ed language is slightly less powerful than theoriginal one, but the loss of expressive power is largely 
ompensated by the
ompositionality result we obtain. In fa
t, we proved that the 
lass of P BNDCpro
esses is 
ompositional with respe
t to repli
ation. This result allows us tode�ne a proof system whi
h provides a very eÆ
ient te
hnique for the stepwisedevelopment and the veri�
ation of re
ursively de�ned P BNDC pro
esses. Wealso identify a 
lass of 
onstants de�nitions whi
h 
an be safely added to ourlanguage and treated by an extended proof system.As already noti
ed in [3℄, there are many other approa
hes to the veri�
ationof information 
ow properties. In the literature we found only another exampleof a proof system for se
urity proposed by Martinelli in [23℄ whi
h deals only with�nite pro
esses. For instan
e, there are veri�
ation te
hniques for information
ow se
urity whi
h are based on types (see, e.g., [37, 35, 19, 7℄) and 
ontrol 
owanalysis (see, e.g., [2, 8℄). However, most of them are 
on
erned with di�erentmodels, e.g., tra
e semanti
s [20, 21, 11, 26℄.18
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.Press, 1997.AppendixProof of Theorem 4We prove a simpler version of Theorem 4 in the 
ase of a single 
onstant. Thegeneral 
ase 
an be easily proved by extending the following results. So in therest of this se
tion we assume that the set of 
onstants is fZg and that theenvironment de�nes Z def= D0. In this 
ase S = f��; �g, and De�nition 7 redu
esto [[D℄℄ � (D[��:0=Z℄ j !(�:0:D0[��:0=Z℄ )nS if Z appears in D, otherwise [[D℄℄ � D.First we prove some results that are instrumental to prove Theorem 4.Lemma 8. The rule D[��:0=Z℄ a! D0[��:0=Z℄[[D℄℄ a! [[D0℄℄ (a =2 S)is derivable by using the rules in Figure 1, where D 2 Edef .Moreover, if a =2 S [f�g then the transition [[D℄℄ a! [[D0℄℄ 
an be dedu
ed onlyform D[��:0=Z℄ a! D0[��:0=Z℄.Proof. To derive the rule it is suÆ
ient to use Parallel and Restri
tion:D[��:0=Z℄ a! D0[��:0=Z℄D[��:0=Z℄ j bZ a! D0[��:0=Z℄ j bZD[��:0=Z℄ j bZ n S a! D0[��:0=Z℄ j bZ n S[[D℄℄ a! [[D0℄℄On the other hand, if a =2 S [ f�g the only way to to obtain [[D℄℄ a! [[D0℄℄ is bystarting from D[��:0=Z℄ a! D0[��:0=Z℄ and by applying Parallel and Restri
tion.utLemma 9. Given D1; D2 2 Edef , then [[D1 +D2℄℄ � [[D1℄℄ + [[D2℄℄.21



Proof. We will prove that R = � [f ([[D1 +D2℄℄; [[D1℄℄ + [[D2℄℄) : D1; D2 2Edef g is a strong bisimulation. Consider ([[D1 +D2℄℄; [[D1℄℄+ [[D2℄℄) 2 R. Here wehandle only the 
ase in whi
h 
onst(D1) = 
onst(D2) = fZg, the other 
ases(
onst(D1) = ; or 
onst(D2) = ;) are handled in similar way.First suppose that [[D1 +D2℄℄ a! E, this means that( (D1[��:0=Z℄ +D2[��:0=Z℄) j !�:D0[��:0=Z℄ ) n S a! EWe distinguish two 
ases: syn
hronization and no syn
hronization.{ Syn
hronization (a = �). Then the parallel 
an only syn
hronize on � and ��,in fa
t the pro
ess !�:D0[��:0=Z℄ 
an only perform the a
tion �. So we have�1D1[��:0=Z℄ ��! E0D1[��:0=Z℄ +D2[��:0=Z℄ ��! E0 �2bZ �! E00(D1[��:0=Z℄ +D2[��:0=Z℄) j bZ �! (E0jE00)[[D1 +D2℄℄ �! (E0jE00) n Sand then we 
an derive �1D1[��:0=Z℄ ��! E0 �2bZ �! E00D1[��:0=Z℄ j bZ �! E0jE00[[D1℄℄ �! (E0jE00) n S[[D1℄℄ + [[D2℄℄ �! (E0jE00) n Swith ( (E0jE00) n S; (E0jE00) n S ) 2 R.{ No syn
hronization. Then a 6= ��; � and it is performed by D1[��:0=Z℄ orD2[��:0=Z℄; without loss of generality we 
an assume that a is performed byD1[��:0=Z℄, so we have �D1[��:0=Z℄ a! E0j bZ(D1[��:0=Z℄ +D2[��:0=Z℄ ) a! E0j bZ(D1[��:0=Z℄ +D2[��:0=Z℄ ) j bZ a! E0j bZ[[D1 +D2℄℄ a! (E0j bZ ) n SThen we 
an derive �D1[��:0=Z℄ a! E0j bZD1[��:0=Z℄ j bZ a! E0j bZ[[D1℄℄ a! E0j bZ(E0j bZ) n S[[D1℄℄ + [[D2℄℄ a! (E0j bZ ) n Swith ( (E0j bZ) n S; (E0j bZ ) n S ) 2 R.22



On the other hand, suppose that [[D1℄℄ + [[D2℄℄ a! D. This means that(D1[��:0=Z℄ j !�:D0[��:0=Z℄ ) n S + (D2[��:0=Z℄ j !�:D0[��:0=Z℄ ) n S a! EThen the last rule applied in the derivation is Sum; without loss of generality we
an assume that (D1[��:0=Z℄ j !�:D0[��:0=Z℄ ) n S a! D. Yet again, we distinguishtwo 
ases: syn
hronization and no syn
hronization.{ Syn
hronization. (a = �). Then the parallel 
an only syn
hronize on � and��. We have �1D1[��:0=Z℄ ��! E0 �2bZ �! E00D1[��:0=Z℄ j bZ �! E0jE00[[D1℄℄ �! (E0jE00) n S[[D1℄℄ + [[D2℄℄ �! (E0jE00) n SThen we 
an derive �1D1[��:0=Z℄ ��! E0D1[��:0=Z℄ +D2[��:0=Z℄ ��! E0 �2bZ �! E00(D1[��:0=Z℄ +D2[��:0=Z℄) j bZ �! (E0jE00)[[D1 +D2℄℄ �! (E0jE00) n Swith ( (E0jE00) n S; (E0jE00) n S ) 2 R.{ No syn
hronization. Then a 6= ��; � and it is performed by D1[��:0=Z℄, so wehave �D1[��:0=Z℄ a! E0j bZD1[��:0=Z℄ j bZ a! E0j bZ[[D1℄℄ a! (E0j bZ) n S[[D1℄℄ + [[D2℄℄ a! (E0j bZ ) n SThen we 
an derive �D1[��:0=Z℄ a! E0j bZ(D1[��:0=Z℄ +D2[��:0=Z℄ ) a! E0j bZ(D1[��:0=Z℄ +D2[��:0=Z℄ ) j bZ a! E0j bZ[[D1 +D2℄℄ a! (E0j bZ ) n Swith ( (E0j bZ) n S; (E0j bZ ) n S ) 2 RWe 
an 
on
lude thatR is a strong bisimulation, hen
e [[D1 +D2℄℄ � [[D1℄℄+[[D2℄℄for any D1; D2 2 Edef . ut23



Lemma 10. Given D1; D2 2 Edef , then [[D1 jD2℄℄ � [[D1℄℄ j [[D2℄℄.Proof. We will prove that R = f ([[D1 jD2℄℄; [[D1℄℄ j [[D2℄℄) : D1; D2 2 Edef g is astrong bisimulation. Consider ([[D1 jD2℄℄; [[D1℄℄ j [[D2℄℄) 2 R. Here we handle onlythe 
ase in whi
h 
onst(D1) = 
onst(D2) = fZg, the other 
ases (
onst(D1) = ;or 
onst(D2) = ;) are handled in similar way.First suppose that [[D1 jD2℄℄ a! E, this means that(D1[��:0=Z℄ jD2[��:0=Z℄ j !�:D0[��:0=Z℄ ) n S a! EWe distinguish three 
ases.{ Syn
hronization (a = �) between D1[��:0=Z℄ and D2[��:0=Z℄. These two pro-
esses 
an syn
hronize on b;�b =2 S, so we have2�1D1[��:0=Z℄ b! D01[��:0=Z℄ �2D2[��:0=Z℄ �b! D02[��:0=Z℄D1[��:0=Z℄ jD2[��:0=Z℄ �! D01[��:0=Z℄ jD02[��:0=Z℄D1[��:0=Z℄ jD2[��:0=Z℄ j bZ �! D01[��:0=Z℄ jD02[��:0=Z℄ j bZ(D1[��:0=Z℄ jD2[��:0=Z℄ j bZ ) n S �! (D01[��:0=Z℄ jD02[��:0=Z℄ j bZ ) n S[[D1 jD2℄℄ �! [[D01 jD02℄℄Then we 
an derive�1D1[��:0=Z℄ b! D01[��:0=Z℄[[D1℄℄ b! [[D01℄℄ (b =2 S) �2D2[��:0=Z℄ �b! D02[��:0=Z℄[[D2℄℄ �b! [[D02℄℄ (�b =2 S)[[D1℄℄ j [[D2℄℄ �! [[D01℄℄ j [[D02℄℄whit ( [[D01 jD02℄℄ ; [[D01℄℄ j [[D02℄℄ ) 2 R.{ Syn
hronization (a = �) between D1[��:0=Z℄ and !�:D0[��:0=Z℄ (the 
aseD2[��:0=Z℄ and !�:D0[��:0=Z℄ is analogous) . Then the parallel 
an only syn-
hronize on � and ��, in fa
t the pro
ess !�:D0[��:0=Z℄ 
an only perform thea
tion �. So we have3�D1[��:0=Z℄ ��! D01[��:0=Z℄ �:D0[��:0℄ �! D0[��:0=Z℄!�:D0[��:0℄ �! D0[��:0=Z℄ j !�:D0[��:0℄D1[��:0=Z℄ j !�:D0[��:0℄ �! D01[��:0=Z℄ jD0[��:0=Z℄ j !�:D0[��:0℄D1[��:0=Z℄ jD2[��:0=Z℄ j !�:D0[��:0℄ �! D01[��:0=Z℄ j D2[��:0=Z℄ jD0[��:0=Z℄ j !�:D0[��:0℄[[D1 jD2℄℄ �! [[D01 jD02℄℄2 Note that given D 2 Edef , if D[��:0=Z℄ a! E then D0 = E[Z=��:0℄ 2 Edef andD0[��:0=Z℄ = E.3 Note that �� 6= � , hen
e the syn
hronization rule 
annot be used for the repli
ation.24



Then we 
an derive�D1[��:0=Z℄ ��! D01[��:0=Z℄ �:D0[��:0℄ �! D0[��:0=Z℄!�:D0[��:0℄ �! D0[��:0=Z℄ j !�:D0[��:0℄D1[��:0=Z℄ j !�:D0[��:0℄ �! D01[��:0=Z℄ jD0[��:0=Z℄ j !�:D0[��:0℄[[D1℄℄ �! [[D01 jD0℄℄[[D1℄℄ j [[D2℄℄ �! [[D01 jD0℄℄ j [[D2℄℄with ( [[D01 jD0 jD2℄℄ ; [[D01 jD0℄℄ j [[D2℄℄ ) 2 R.{ No syn
hronization. Then a =2 S and it is performed by D1[��:0=Z℄ orD2[��:0=Z℄; without loss of generality we assume that a is performed byD1[��:0=Z℄, so we have �D1[��:0=Z℄ a! D01[��:0=Z℄D1[��:0=Z℄ jD2[��:0=Z℄ a! D01[��:0=Z℄ jD2[��:0=Z℄[[D1 jD2℄℄ a! [[D01 jD2℄℄ (a =2 S)Then we 
an derive �D1[��:0=Z℄ a! D01[��:0=Z℄[[D1℄℄ a! [[D01℄℄ (a =2 S)[[D1℄℄ j [[D2℄℄ a! [[D01℄℄ j [[D2℄℄with ( [[D01 jD2℄℄ ; [[D01℄℄ j [[D2℄℄ ) 2 ROn the other hand suppose that [[D1℄℄ j [[D2℄℄ a! E, this means that(D1[��:0=Z℄ j !�:D0[��:0=Z℄ ) n S j (D2[��:0=Z℄ j !�:D0[��:0=Z℄ ) n S a! EWe distinguish three 
ases{ Syn
hronization (a = �) between [[D1℄℄ and [[D2℄℄, hen
e they syn
hronize onb;�b =2 S [ f�g and�1D1[��:0=Z℄ b! D01[��:0=Z℄[[D1℄℄ b! [[D01℄℄ (b =2 S) �2D2[��:0=Z℄ �b! D02[��:0=Z℄[[D2℄℄ �b! [[D02℄℄ (b =2 S)[[D1℄℄ j [[D2℄℄ �! [[D01℄℄ j [[D02℄℄Then we 
an derive �1D1[��:0=Z℄ b! D01[��:0=Z℄ �2D2[��:0=Z℄ �b! D02[��:0=Z℄D1[��:0=Z℄ jD2[��:0=Z℄ �! D01[��:0=Z℄ jD02[��:0=Z℄[[D1 jD2℄℄ �! [[D01 jD02℄℄ (b =2 S)25



with ( [[D01 jD02℄℄ ; [[D01℄℄ j [[D02℄℄ ) 2 R.{ No syn
hronization, without loss of generality we assume that a is performedby [[D1℄℄. We distinguish two sub
ases� a is performed by D1[��:0=Z℄. Then we have�D1[��:0=Z℄ a! D01[��:0=Z℄[[D1℄℄ a! [[D01℄℄ (a =2 S)[[D1℄℄ j [[D2℄℄ a! [[D01℄℄ j [[D2℄℄Hen
e we 
an dedu
e �D1[��:0=Z℄ a! D01[��:0=Z℄D1[��:0=Z℄ jD2[��:0=Z℄ a! D01[��:0=Z℄ jD2[��:0=Z℄[[D1 jD2℄℄ a! [[D01 jD2℄℄ (a =2 S)with ( [[D01 jD2℄℄ ; [[D01℄℄ j [[D2℄℄ ) 2 R.� a = � and it is produ
ed by the syn
hronization between D1[��:0=Z℄ and!�:D0[��:0=Z℄. Then�D1[��:0=Z℄ b! D01[��:0=Z℄ �:D0[��:0=Z℄ �b! D0[��:0=Z℄!�:D0[��:0=Z℄ �b! D0[��:0=Z℄ j !�:D0[��:0=Z℄D1[��:0=Z℄ j !�:D0[��:0=Z℄ �! D01[��:0=Z℄ jD0[��:0=Z℄ j !�:D0[��:0=Z℄[[D1℄℄ �! [[D01 jD0℄℄[[D1℄℄ j [[D2℄℄ �! [[D01 jD0℄℄ j [[D2℄℄in this 
ase we dedu
e�D1[��:0=Z℄ b! D01[��:0=Z℄ �:D0[��:0=Z℄ �b! D0[��:0=Z℄!�:D0[��:0=Z℄ �b! D0[��:0=Z℄ j !�:D0[��:0=Z℄D1[��:0=Z℄ j !�:D0[��:0=Z℄ �! D01[��:0=Z℄ jD0[��:0=Z℄ j !�:D0[��:0=Z℄D1[��0=Z℄ jD2[��0=Z℄ jD0[��0=Z℄ �! D01[��:0=Z℄ jD0[��:0=Z℄ jD2[��:0=Z℄ j !�:D0[��:0=Z℄[[D1 jD2℄℄ �! [[D01 jD0 jD2℄℄with ( [[D01 jD0 jD2℄℄ ; [[D01 jD0℄℄ j [[D2℄℄ ) 2 RSin
e we have 
onsidered all the possible 
ases, we 
an 
on
lude that R is astrong bisimulation, hen
e [[D1 jD2℄℄ � [[D1℄℄ j [[D2℄℄ for any D1; D2 2 Edef . utLemma 11. Given a 
onstant Z, if Z def= D0 then [[Z℄℄ � �:[[D0℄℄.26



Proof. By de�nition we have:[[Z℄℄ = ( ��:0 j !�:[��:0=Z℄ ) n S�:[[D0℄℄ = �:( (D0[��:0℄ j !�:D0[��:0=Z℄ ) n S )It is easy to see that [[Z℄℄ 
an perform only a � a
tion and redu
e to the pro
ess( (D0[��:0℄ j !�:D0[��:0=Z℄ ) nS ). On the other hand, �:[[D0℄℄ 
an perform only a �a
tion and redu
e to the same pro
ess. We 
on
lude that [[Z℄℄ � �:[[D0℄℄. utLemma 12. Given D 2 Edef , then [[a:D℄℄ � a:[[D℄℄.Proof. By de�nition we have:[[a:D℄℄ = ( a:D[��:0=Z℄ j !�:D0[��:0=Z℄ ) n Sa:[[D℄℄ = a:( (D[��:0=Z℄ j !�:D0[��:0=Z℄ ) n S )It is easy to see that both the pro
esses 
an only perform an a
tion a and redu
eto [[D℄℄, hen
e we 
on
lude that [[a:D℄℄ � a:[[D℄℄. utProof (Lemma 6). It is a 
onsequen
e of Lemmas 9, 10, 11, and 12. utLemma 13. Given D 2 Edef , if D a! D0 then there exists E 2 E ! su
h that[[D℄℄ a! E and E � [[D0℄℄.Proof. We prove the lemma by indu
tion on the stru
ture of D. The basis ofindu
tion are the 
ases in whi
h D = 0 or D = Z or D = a:D1.Case D = 0. It is trivial, in fa
t [[0℄℄ = 0 does not perform any a
tion.CaseD = Z. A 
onstant 
an only perform a � a
tion, hen
e a = � . If Z def= D0then Z �! D0, we 
on
lude that [[Z℄℄ �! [[D0℄℄ by Lemma 6.Case D = a:D1. Then a:D1 a! D1, but also a:[[D1℄℄ a! [[D1℄℄, but a:[[D1℄℄ �[[a:D1℄℄ by Lemma 6, hen
e there exists E 2 E ! su
h that [[a:D1℄℄ a! E andE � [[D1℄℄.CaseD = D1+D2. ThenD1+D2 a! D0. Without loss of generality we assumethat a is performed by D1, hen
e D1+D2 a! D0. By indu
tion on D1 there existsE0 2 E ! su
h that E0 � [[D0℄℄ and [[D1℄℄ a! E0, hen
e [[D1℄℄ + [[D2℄℄ a! E0. But[[D1℄℄ + [[D2℄℄ � [[D1 +D2℄℄ by lemma 6, so we 
on
lude that there exists E 2 E !su
h that [[D1 +D2℄℄ a! E and E � E0 � [[D0℄℄.Case D = D1 jD2. We distinguish two sub
ases{ Syn
hronization (a = �). Then D1 jD2 �! D01 jD02 is dedu
ed from D1 b! D01and D2 �b! D02. By indu
tion on D1; D2 there exists E01; E02 2 E ! su
h thatE01 � [[D01℄℄, E02 � [[D02℄℄ and [[D1℄℄ b! E01, [[D2℄℄ �b! E02; hen
e [[D1℄℄ j [[D2℄℄ �!E01 jE02. But [[D1℄℄ j [[D2℄℄ � [[D1 jD2℄℄ by Lemma 6, and so there exists E 2 E !su
h that [[D1 jD2℄℄ �! E and E � E01 jE02 � [[D01℄℄ j [[D02℄℄ � [[D01 jD02℄℄, byLemma 6. 27



{ No syn
hronization. Without loss of generality we assume that a is per-formed by D1, so we have D1 jD2 a! D01 jD2 and D1 a! D01. By indu
-tion on D1 there exists E0 2 E ! su
h that E0 � [[D01℄℄ and [[D1℄℄ a! E0,hen
e [[D1℄℄ j [[D2℄℄ a! E0 j [[D2℄℄. But [[D1℄℄ j [[D2℄℄ � [[D1 jD2℄℄ by Lemma 6,hen
e there exists E 2 E ! su
h that [[D1 jD2℄℄ a! E and E � E0 j [[D2℄℄ �[[D01℄℄ j [[D2℄℄ � [[D01 jD2℄℄, by Lemma 6. utLemma 14. Given D 2 Edef , if [[D℄℄ a! E then there exists D0 2 Edef su
h thatD a! D0 and [[D0℄℄ � E.Proof. We prove the lemma by indu
tion on the stru
ture of D. The basis ofindu
tion are the 
ases in whi
h D = 0 or D = Z or D = a:D1.Case D = 0. It is trivial sin
e [[0℄℄ = 0 does not perform any a
tion.Case D = Z. Lemma 6 says that [[Z℄℄ � �:[[D0℄℄, provided that Z def= D0;hen
e [[Z℄℄ 
an only perform a � a
tion and moreover [[Z℄℄ �! E with E � [[D0℄℄.We 
on
lude that Z �! D0 by applying the Constant rule.Case D = a:D1. Lemma 6 says that [[a:D1℄℄ � a:[[D1℄℄, hen
e [[a:D1℄℄ 
an onlyperform the a
tion a and moreover [[a:D1℄℄ a! E with E � [[D1℄℄. We 
on
ludethat a:D1 a! D1 by applying the Pre�x rule.Case D = D1 +D2. Then [[D1 +D2℄℄ a! E. Lemma 6 says that [[D1 +D2℄℄ �[[D1℄℄+[[D2℄℄, hen
e there exists E0 2 E ! su
h that [[D1℄℄+[[D2℄℄ a! E0 and E0 � E.Without loss of generality we assume that this is derived from [[D1℄℄ a! E0 byapplying Sum. By indu
tion on D1 there exists D0 2 Edef su
h that D1 a! D0and [[D℄℄ � E0; we 
on
lude that D1 +D2 a! D0 and [[D℄℄ � E0 � E.Case D = D1 jD2. Then [[D1 jD2℄℄ a! E. Lemma 6 says that [[D1 jD2℄℄ �[[D1℄℄ j [[D2℄℄, hen
e there exists E0 2 E ! su
h that [[D1℄℄ j [[D2℄℄ a! E0 and E0 � E.Now we distinguish two sub
ases.{ Syn
hronization (a = �). Then [[D1℄℄ j [[D2℄℄ �! E0 = E1 jE2 is dedu
ed from[[D1℄℄ b! E1 and [[D2℄℄ �b! E2. By indu
tion on D1; D2 there exists D01; D02 2Edef su
h that [[D01℄℄ � E1, [[D02℄℄ � E2 and D1 b! D01, D2 �b! D02; hen
eD1 jD2 �! D01 jD02, and [[D01 jD02℄℄ � [[D01℄℄ j [[D02℄℄ � E1 jE2 � E, by Lemma 6.{ No syn
hronization. Without loss of generality we assume that a is performedby [[D1℄℄, so we have [[D1℄℄ j [[D2℄℄ a! E0 = E00 j [[D2℄℄ and [[D1℄℄ a! E00. Byindu
tion on D1 there exists D01 2 Edef su
h that [[D01℄℄ � E00 and D1 a! D01,hen
e D1 jD2 a! D01 jD2 and [[D01 jD2℄℄ � [[D01℄℄ j [[D2℄℄ � E00 j [[D2℄℄ � E, byLemma 6. utFinally we 
an prove Theorem 4 by using Lemmas 13 and 14. Sin
e D 2 Edefand [[D℄℄ 2 E !, the bisimulation we 
onsider is a relation � � Edef � E !. It isformally de�ned as follow.De�nition 9 (Strong Bisimulation on Edef � E !). A binary relation R �Edef � E ! is a strong bisimulation if (D;E) 2 R implies, for all a 2 A
t,28



� if D a! D0, then there exists E0 2 E ! su
h that E a! E0 and (D0; E0) 2 R;� if E a! E0, then there exists D0 2 Edef su
h that D a! D0 and (D0; E0) 2 R.Two pro
esses D 2 Edef ; E 2 E ! are strongly bisimilar, denoted by D � E, ifthere exists a strong bisimulation R 
ontaining the pair (D;E).Proof (Theorem 4). Let R � f (D; [[D℄℄) : D 2 Edefg. Clearly, by Lemmas 13and 14, R is a strong bisimulation up to � . We 
on
lude that D � [[D℄℄ for everyD 2 Edef . ut
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