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Abstract

In this paper we compare two information flow security
properties: the lazy security (L-Sec) [11] and the Bisimu-
lation Non-deducibility on Compositions (BNDC) [4]. To
make this we define the Failure Non-deducibility on Com+
positions, a failure semantics version of the BNDC. The
common specification language used for the comparisonis
the Security Process Algebra [4], an extension of CCS|[§]
which permits to describe systems where actions belong to
two different levels of confidentiality. WWe prove that BNDC
appliedto arestricted classof systems, thel ow-deterministic
and non-divergent ones, is equal to L-Sec. So these two
properties, which are based on quite different underlying
intuitions, become the same if we add some conditions to
BNDC.

1 Introduction

In this paper we compare two information flow security
properties: the lazy security (L-Sec) [11] and the Bisimu-
lation Non-deducibility on Compositions (BNDC) [4]. In-
tuitively, the first one requires that the obscuring of high
level actions by interleaving does not introduce any non-
determinismin the system; the second one impliesthat high
level users cannot modify what alow level user can see of
the system.

To make this we introduce the Failure Non-deducibility
on Compositions (FNDC), a failure semantics version of
BNDC. The specification language used to compare the
propertiesisthe Security Process Algebra (SPA), an exten-
sion of CCS[8]. Thislanguage permitsto describe systems
where actionsbelong to two different level s of confidential-
ity, and it has been introducedin [4] in order to compare and
classify a number of information flow security properties.

The main result in this work is that BNDC is equa to
L-Sec, when applied to a particular class of systems: the
low-deterministic and non-divergent ones. In the failure

setting, a system is low-deterministic if after a certain low
level trace v, no low level action I can be both accepted
and refused. We have that every L-Sec system is low-
deterministic. It is interesting to observe how these two
properties, which are based on quite different underlying
intuitions, become the same when dealing with processes
which are [ow-deterministic and non-divergent.

The paper is organized as follows. In Section 2 we
present SPA and semantic equivalences. In Section 3 we
define L-Sec in the SPA setting showing that its action is
restricted to low-deterministic processes. Section 4 de-
scribes the failure and bisimul ation based Non Deducibility
on Composition. Section 5 compares L-Sec and BNDC in
the class of low-deterministic and non-divergent systems.
Finally, Section 6 contains some concluding remarks on the
automatic verification of the two compared security proper-
ties.

2 SPA and Semantic Equivalences

In the following, systems will be specified using the Se-
curity Process Algebra, an extension of Milner’'s CCS [8].
SPA has two additional operators, namely the hiding opera-
tor E/L of CSP[7] and the (new) input restriction operator
E \; L, which are useful in characterizing some security
propertiesin an algebraic style. Moreover the set of visible
actionsispartitionedinto highand low level actionsin order
to specify multilevel systems. 1

SPA syntax is based on the following elements. a set
I ={a,b,...} of input actions, a set O = {a,b,...} of
output actions, a set £ = I U O of visible actions, ranged
over by «, and the usua function~ : £ — £ such that
a€l —=acO0adaec O = a=acl two
sets Actyy and Acty, of high and low level actions such
that m = Acty, Acty, = Acty, Actyg U Acty, = L

1Actually, only two-level systems can be specified. Notethat thisisnot
areal limitation because it is aways possible to deal with the multilevel
case by grouping —in several ways— the variouslevelsin two clusters.



and Actyy N Act;, = Owhere L © {a :a € L}; asat
Act = L U {7} of actions (7 is the internal, invisible ac-
tion), ranged over by u; aset K of constants, ranged over
by Z. The syntax of SPA agentsis defined as follows:

E = O|pE|E+E|EE|E\L|E\/L|
| E/L | E[f]| Z

where L C £ and f : Act — Act is such that f(a) =

f(e), f(r) = 7. Moreover, for every constant Z there
must be the corresponding definition: Z ® E. The mean-
ingof O, u.E,E+E, E|E,E\L, E[fland Z * Eisasfor
CCS[8]. Intuitively, 0 isthe empty process, which cannot
doany action; p. E can do an action u and then behaves like
E; E1 + E, can dternatively choose ? to behave like E; or
E5; E1|E; istheparallel composition of F; and E;, where
the executions of the two systems are interleaved, possibly
synchronized on complementary input/output actions, pro-
ducinganinterna 7. E \ L can execute al theactions E is
ableto do, provided that they do not belongto L U L, while
E\; L requiresthat theactionsof E do not belongto LN I;
E/L turnsdl the actions in L into internd 7's; if E can
execute action u, then E[f] performs f(u); findly, Z does

what E does, when Z € E.

Let £ be the set of SPA agents, ranged over by E,
F. Let £(F) denote the sort of E, i.e, the set of the
(possibly executable) actions occurring syntacticaly in E.

The sets of high level agents and low level ones are de-
def

finedas &y = {E € £ | L(E) C Acty U {r}} and
£ € {E € £| L(E) C Acty U {r}}, respectively. The
operationa semantics of SPA isgiven (asusual) associating
to each agent aparticular state of thelabelled transition sys-
tem (€, Act, —) where -C £ x Act x &€ and, intuitively,
E % E’ means that agent E can execute . moving to E’
(see[4] for more details).

In the following the expression E == E' is a short-
hand for E(5)*Ey 5 Ex(—)*E’, where (2»)* denotes a
(possibly empty) sequence of 7 labelled transitions. More-
over E % means that 1B’ such that E =%> B’ and E 2

with K C £ stands forVu € K, E ;2; We aso extend
the ‘=" notation to sequences of actions, E = E’ with
Y € [,+,’y = Y1Y2...-Yn MeEANS that HE]_, Ez, ceey E,_1
suchthat £ =% B, =% ... 25 E, ; =% E'. For
the empty sequence () we have that E % E' stands for
E(5) E.

We recall here the definition of traces and failure equiv-
alence[1]

Definition 2.1 Atrace of a process isa sequence of actions

2For notational convenience, we use sometimes the Z operator to
represent a general n-ary (or even infinitary) sum operator.

that it can execute. The set of traces is defined as follows:
traces(E) £ {y c £* | 3B’ : E =% E'}. n

Definition 2.2 If 4 € traces(E) and if, after executing -,
E canrefuse all theactionsinset X C £, then we say that
the pair (v, X) isa failure of the process E. Formally we
have that:

def

failures E) = {(v,X)C L* x P(£)|3E’ suchthat

0 ! /X
E— E'and E' A}

When failures( E) = failures(F') wewrite E =r F (failure
equivalence). ]

We identify a process E with itsfailureset. Soif (y, X) €
failures(E') we write(y, X) € E. Notethat y € traces(E)
ifandonly if (v,0) € E. SO E = F impliestraces(E) =
traces(F).

Wealso recall the definition of weak bisimulation[8]. In
thefollowingtheexpression E == E’ standsfor E == E’
if u € £,andfor E (5)* E'if p = 7 (notethat (2)* means
“zero or more 7 labelled transitions” while == requires at
least one 7 labelled transition).

Definition 2.3 Arelation R C £ x £ isaweak bisimulation
if (E,F) € Rimplies, for all u € Act,

o whenever E %5 E’ then there exists F/ € £ such
that F == F’ and (E', F') € R;

e conversely, whenever F - F’ then there exists

E' € £ suchthat E == E’ and (E', F') € R.

Two SPA agents E, F € £ are observational equivalent,
notation E ~p F, if there exists a weak bisimulation con-
taining the pair (E, F). Note that ~p is an eguivalence
relation. ]

Itiseasy toprovethat E ~p F impliesE ~p F.
3 Lazy Security

In this Section we report the lazy security property [11]
and we show that it can only deal with low-deterministic
processes, i.e., processes which have a deterministic be-
haviour with respect to low level actions. Here we do not
consider the eager security property (introduced in [11] to
deal with output actions) since it supposes that high level
actionshappen instantaneously whilein SPA, which hassyn-
chronous communications, both input and output actions can
be delayed by users. We start with a formal definition of
determinism.

Definition 3.1 E isdeterministic (E € Det) if and only if
whenever ya € traces(E) then (v, {a}) ¢ E. |



So aprocessisdeterministic if after every trace v it cannot
both accept and refuse a certain action a. We give another
characterization for determinism. A system E is determin-
istic if and only if whenever it can move to two different
processes E' and E” executing a certain trace v, such pro-
cesses are failure equivalent.

Proposition 3.2 E € Det if and only if for all y €
traces(E) we have that E = E', E == E’ implies
E' ~p E".

PROOF. (=) Let E € Det, E == E', E == E" and
(6,K) € E'. Wewant to provethat (6, K) € E"”. Since
E == E', we have that (v6, K) € E. By E € Det we
obtainthat Va € K, yéa isnot atrace for E. We aso have
that 6 is atrace for E”; in fact, if E” can execute only a
prefix of &, i.e. E" = E" with§ = abB, we have that
E can execute trace yab (through E’) and can refuse b after
ve (through E'’) contradicting the determinism hypothesis.
Now, sinceVa € K,véa ¢ traces(E), we aso have that
Va € K,éba ¢ traces(E") andso (6, K) € E".

(<) Trivid. [ |

Corollary 3.3 If E =% E’ and E € Det then E' € Det.

PROOF. We have to provethat B == E" and B! == E'"
implies B ~p E". Consider E =% E' and E 2> E"
thenby E € Det wehavethat E"” ~p E'. [ ]

In the following we will aso use the E|||F expres-
sion (interleaving without communication) as a shorthand
for (E[A/L(E)] | F[B/L(F)))[£(E)/A, £(F)/B] where
A, B C L,An B = 0. Moreover, A/L(F) is abijective
function which maps al the actions executable by E (the
actions in £(E)) into actions in A. Findly, L(E)/A is
the inverse of A/L(E) (the same holds for B/L(F') and
L(F)/B). Thisexpression means that the actionsin E and
F arefirst relabelled using the two digoint sets A and B,
then interleaved (no communication is possible) and finally
renamed to their original 1abels.

We will also say that a process is divergent if it can
execute an infinite sequence of internal actionsr. Asan ex-

ample consider the agent A WAy b.0 which can execute
an arbitrary number of 7 actions. We define Nondiv as the
set of al the non-divergent processes.

We can now present thelazy security property [11]. This
property implies that the obscuring of high level actions by
interleaving does not introduce any non-determinism. The
obscuring of high level actions of process E by interleaving

isobtained considering process E| | |RUNgy where RUN i o
Y _heact, B-RUNg. Insuch a process an outside observer
isnot able to tell if a certain high level action cames from
E or from RUNg.

L-Sec a'so requires that E|||RUNg is non-divergent. 3
Thisis equivalent to requiring that E is non-divergent, be-
cause RUNy; is non-divergent and the ||| operator does not
allow synchronizations (which could generate new 7 ac-
tions).

Definition 3.4 E € L-Sec < E|||RUNg € Det n Nondiv.
]

In the following we want to show that L-Sec can only ana-
lyze systems which are low-determinigtic, i.e., where after
any low level trace y no low level action I can be both ac-
cepted and refused. The low-determinism requirement is
not strictly necessary to avoid information flows from high
to low level. So, in some cases, L-Sec is too strong. As
an example consider the following non-deterministic sys-
tem without high level actions. E o L0+ 11".0 ltis
obviously secure but it is not low-deterministicand so it is
not L-Sec. Formally we have that:

Definition 3.5 E islow-deterministic (E € Lowdet) if and
onlyif E \ Acty € Det. [ |

The following holds:

Theorem 3.6 L-Sec C Lowdet.

PROOF. Let E € L-Sec. Consider atraceya of E\ Acty and
supposethat (v, {a}) € E \ Acty. Sothereexists E’ such

that B\ Act;y == E'\ Acty and suchthat B \ Acty .
Since RUNg cannot execute the low level action a then

we have tha E'|||RUNg # and so (v, {a}) € E|||RUNg
because E|||RUNy == E'|||RUNy. Since ya is a trace
for E\ Acty thenitisaso atrace for E|||RUNg and we
obtainthat F|||RUNg isnot deterministic, contradicting the
hypothesis. So (v, {a}) ¢ E\ Acty and E € Lowdet. ®

4 Bismulation and Failure Non Deducibility
on Compositions

In[4] we proposed a notion of information flow security:
Bisimulation Non Deducibility on Compositions. A system
E isBNDCif for every highlevel process1l alow level user
cannot distinguish between processes E and (E|II) \ Acty.
In other words, asystem E isBNDC if what alow level user
sees of the system is not modified by composing any high
level processTI to E.

Definition 4.1 E € BNDC if and onlyif VII € £ we have
E/ACtH B (E|H)\ACtH |

SNote that in [11] the non-divergence requirement is inside the de-
terministic one. This is because the authors use the failure-divergence
semantics[2]. In this work we use the failure equivalence which does not
deal with divergences. So, in order to obtain exactly the L-Sec property,
we require the non-divergence condition explicitly.



Figure 1. Failure based and bisimulation based properties.

A static characterization of BNDC —which does not involve
composition with every processes IT —isnot immediate. As
a matter of fact, this problem is still open. In [6] we pro-
posed the SBSNNI property which is static, compositional
(i.e, if two systems are SBSNNI their composition is SB-
SNNI) and strictly stronger than BNDC. We first define
the Bisimul ation Strong Non-deter ministic Non I nterference
(BSNINI).

Definition 4.2 E € BSNNI & E/ACtH B E\ACtH.
|

Now we can define the Strong BSNINI.

Definition 4.3 A system E € SBSNNI if and only if for all
E' suchthat 3y : E == E’ wehave E’ € BSNNI. n

The following holds [4].
Theorem 4.4 SBSNNI ¢ BNDC C BSNNI. [ |

Now we define the failure based security propertiesby sim-
ply substituting =g with =z in al the bisimulation based
properties previously defined.

Definition 4.5 (Failure based properties)

(’I,) F € FNDC & E/ACtH p (E | H)\ACtH,fOT all
IIe &y,

(’1,1,) FE ¢ FANNI & E/ACtH S¥a E\ACtH;

(1) E € SFNNI < VE' suchthat 3y : E == E' we
have E’ € FSNNI. ]

Since bisimulation equivalence is stronger than failure
equivalence, it can be proved that each of these new prop-
erty is weaker then its corresponding bisimulation based
one. Eg. BNDC C FNDC. Moreover we prove that the
results of Theorem 4.4 can be extended aso to these new
properties.

Theorem 4.6 SFSNNI C FNDC C FSNNI.

ProOOF. (SFSNNI C FNDC) Let E be a SFSNNI process.
We haveto provethat (E|IT)\ Acty ~r E/Acty for every
high level processII.

Wefirst provethat (y, K) € (E|II)\ Acty implies(y, K) €
E/Acty. Consider (v, K) € (E|IT)\ Acty, then IE/, I

K
such that (E|TT) \ Acty == (E'|IU') \ Acty #. Hence

K
E'\ Acty # becausetraces(E’\ Acty) C traces((E'|II")\
Actr). Now, since E € SFSNNI then E' \ Acty ~p

E'/Acty; hence E'/Acty ;i) Note that E/Acty =L

E'/Acty,hence (v, K) € E/Acty.

We now prove that (v, K) € E/Acty implies (v, K) €

(E|M) \ Acty. Consider (v, K) € E/Acty. By hypothe-

siswe havethat (v, K) € E \ Acty and so 3E’ such that
K

E\ Acty == E'\ Acty #. Since E ¢SFSNNI then

E'/Acty ;Z» Hence we aso have that (E'|TT) \ Acty ;Z»
becausetraces((E’|II) \ Acty) C traces(E’/Acty). Since
we have that E \ Acty == E'\ Acty then (E|I) \
Acty =% (E'|T)\ Acty and 0 (v, K) € (E|T) \ Actp.

Theinclusionisstrict because agent £ & 1.h.1.0+1.0+1.1.0
isFNDC but not SFSNNI.

(FNDC C FSN\NI) It is sufficient to consider IT = 0. We
havethat (E|0)\ Acty ~r E\ Acty and so, since (E|0)\
Actyg ~p E/ACtH Weha\/eE/ActH S¥al E\ACtH.

Theinclusionisstrict because agent E < 1.h.1.h/.1.0+1.0+
1.1.1.0is FSNNI but not FNDC. n

Figure 1 summarizes the inclusions between the presented
security properties. It can be drawn using the previous
inclusion results and the following remarks: BNDC ¢
SFSNNI, in fact agent I.h.l.0 + 1.0 + 1.1.0 is BNDC but
not SFSNINI; we also have that BSNNI ¢ FNDC because of
agent h.l.h'.1.0 + 1.1.0; finally SFSNNI ¢ BSNNI because
of agent h.1.('.0+1".0)+ L.I'.0+ 1.I".0



The next theorem shows that under the low-determinism
assumption the properties SFSNNI and FNDC collapseinto
the same one. We need the following Lemma

Lemmad.7 If E,E € Det, E = E', E = E' and
F ~p E then E’ S¥a E'.

PROOF. We prove that if (6, K) € E' then (6, K) € E'.
Let (6,K) € E'. Then (v6,K) € Eandby E ~p E we
obtain that (y6, K) € E. So 3E”,E'" such that E ==

B =% B ;Ié hence (6, K) € E". Since E € Det then
by Proposition 3.2 and hypothesiswe have that E” ~r E’
and so (6, K) € E’. We can provein the same way that if
(6,K) c E'then (6§, K) € E'. SOE' ~p E’ n

Theorem 4.8 FNDC N Lowdet C SFSNNI.

ProoOF. Since FNDC C FSN\NI and E € FNDC, we have
that E \ Acty ~p E/Acty. By E € Lowdet we obtain
E/Acty € Det. Now consider E == E’. We have to
provethat E'/Acty ~r E'\ Acty. Let Il be the high
level process which executes exactly the complement of
the high level projection of v, i.e. the complement of the
subsequence of v composed by all the high level actionsin
v. If 4’ isthelow leve projectionof y we havethat (E|TT’)\
Acty == (E'|0) \ Actyy ~r E'\ Acty. Since E ==
E' then E/Acty == E'/Acty. By hypothesis we have
that (ElHl) \ACtH ~p E/ACtH. Since E/ACtH € Det
then, by Lemma 4.7, we have that E'/Acty =p (E'|0) \
Actyg ~p E/\ACtH. |

Corollary 4.9 FNDC N Lowdet = SFSNNI N Lowdet.
ProOF. Trivia by Theorems 4.8 and 4.6. ]

5 Comparison

In this section we show that under the low-determinism
and the non-divergence assumption the BNDC property is
equal to L-Sec. We start proving thisresult for FNDC.

Theorem 5.1 L-Sec C SFSNNI.

PROOF. Let F € L-Sec. Then we have to prove that if
E =L E'then E'\ Acty ~p E'/Acty. Wefirst provethat
if (6,K) € E'/Acty then (6, K) € E'\ Acty. Consider
(6,K) € E'/Acty. Then we have that 3E” such that
B'JActi = B Acty .

Now we want to prove that é is a trace also for
E'\ Acty. Let § = 618,...6, and consider the execution
E'[Acty =% E|/Acty =2 ... =22 E"/Acty. Suppose
that §; isthefirst action in é that E' \ Acty isnot able to
execute. In other wordswe have that

. b
B\ Actyy =% B\ Acty =2 ... 253 BI_|\ Actyr 7

This means that in order to execute §;, process E; _,/Acty
executes some hidden high level actions hy...h;. SO

E_, =2’ B/ If we execute such high level ac-
tionswith RUN; we obtain that E|||RUNy " =2

8
E!_,|||[RUNg. Since E_; \ Actg # and é; € Act, then
we aobtain that (’}/61 co.6;_1hy ... hyg, {52}) € E|||RUNH
Moreover, if we execute actions hy ... h; with E/_; we

have that E|||[RUNy " "= "% B1|||RUNy and so
¥81...8;_1h1...hié; isatracefor E|||RUNg. Thismeans
that E|||[RUNg ¢ Det hence E ¢ L-Sec. We obtain
a contradiction, so no §; can be refused by E’ \ Acty
and é is a trace for such process. So we have that
E'\ Acty == E"\ Acty.

Now we want to prove that (6, K) € E’ \ Acty. Let
E'\ Acty L g \ Acty and supposethat E"' \ Acty
can execute a certain action a € K N Acty, (the actionsin
K N Act g cannot be executed by such process) thenyéa isa
tracefor E/|||RUNy;. Now consider the sequenceé’ obtained
by adding to é al the high leve action executed by E’ in

ordertoreach E” inthetransition E’ /Act i LN E"[Acty;
ie E' == E". Thenwe will have that E'|||RUNg SN

K a
E"|||RUNjr and since E” [Acty # then E”|||RUNp #
and so (76, {a}) € E|||RUNg. Now if yéa isatrace for
E|||RUNg then also yé'a is, and so, again, we obtain that

E|||RUNy; ¢ Det and E ¢ L-Sec. Hence B \ Actyr %
foreveya € K andso (6, K) € E' \ Acty.

Now we provethat if (6, K) € E'\ Acty then (6, K) €
E'/Acty. Suppose (8,K) € E'\ Acty. Then we have

that IB" such that B \ Acty =2 B\ Acty 7. Hence
dso E'/Acty == E"/Acty. Supposethat E' /Acty can
execute acertainae € K N Acty, then consider 6’ obtained
by adding to é al the high level actions executed by E’
before a in the transition E/Actyy —= E'/Acty —=
E"' [Acty, i.e, such that §’a is atrace for E'. We have
that v6’a isatrace for E|||RUNg. Now, (6, {a}) € E’\
Acty witha € Actp and s0 (6, {a}) € E'|||RUNg which
impliesthat (§', {a}) € E'|||RUNg andfinally (vé',{a}) €
E|||RUNj. This contradict the fact that E € L-Sec and so

E"[Acty #,Va € K. Hence (6, K) € E'/Acty. [

Theorem 5.2 SFSNNI N Lowdet N Nondiv C L-Sec.

ProOOF. Let E € SFSNNI n Lowdet N Nondiv and ya
be a trace for process E|||RUNg. We want to prove that
(7,{a}) ¢ E|||RUNg. Ittrividly holdsif a € Acty be-
cause in such acase it can dways be executed by RUNg .
Soleta € Acty. Suppose E|||RUNy == E'|||RUNg %
and consider the sequence 4’ obtained removing al the

high level actions from . Then E/Acty N E'/Acty
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Figure 2. Relations between properties.

and by hypothesis E'/Acty =~p E'\ Acty. Since

E'|||RUNy; # then B \ Acty # and s0 E'/Actyy
and (v',{a}) € E/Acty. Since E € SFSNNI we obtain
that (v, {a}) € E\ Actyy. Now~a isatracefor E|||RUNg
and s0v’'a must be atrace for E/Acty thismeansthat v'a
is dso atrace for E \ Acty. Since E € Lowdet then
E \ Acty isdeterministic. However we found that y'a is
atrace for E \ Acty and (v/,{a}) € E \ Acty obtain-
ing a contradiction. So E’|||RUNg cannot refuse a and
(7,{a}) ¢ E|||RUNg. Hence E|||RUNj € Det and since
E € Nondivwe also havethat E|||RUNg € Nondiv [ |

Corollary 5.3 SFSNNI N Lowdet N Nondiv = L-Sec.

PrOOF. By Theorems 3.6 and 5.1 and by Definition 3.4 we
find that L-Sec C SFSNNI N Lowdet N Nondiv. Finally by
Theorem 5.2 we obtain the thesis. ]

Note that by Corollary 4.9 we aso have that FNDC n
Lowdet N Nondiv = L-Sec. Now we show that this re-
sult also hold for SBSNNI and BNDC. We first prove that
for deterministic processes ~» becomes equa toxp.

Proposition5.4 E € Det, E ~p F —> E ~p F.

PrROOF. If E € Det and E ~r F we adso have that
F € Det. Now it is sufficient to consider the relation
R C & x & défined asfollows: (E’, E") € R if and only if
3y :E =5 E',E =% E”. Itiseasy toshow that R isa
weak bisimulation. [ ]

Finaly, the following holds.

Theorem 5.5 BNDC n Lowdet N Nondiv = SBSNNI N
Lowdet N Nondiv = L-Sec.

ProoF. (SBSNNI N Lowdet N Nondiv = L-Sec). We have
that SBSNNI N Lowdet N Nondiv C SFSNNI N Lowdet N
Nondiv because SBANNI € SFSNNI. So by Theorem 5.2
BINNI N Lowdet N Nondiv C L-Sec.

Now we prove that L-Sec C SBSNNI N Lowdet N Nondiv.
If E € L-Sec then by Corollary 5.3 we have that E €
SFNNINLowdetnNondiv. SOVE’ suchthat3y : E == E’
Weha\/eE’\ActH Rp E//ACtH WithE\ActH € Det. In
particular wealsohavethat E\ Actyy ~p E/Acty andsince
E\ Acty € Det, weobtainthat E/Acty € Det. Notethat

E/Acty; == E’'/Acty wherey’ is the sequence obtained
removing al the high level actions from . Hence, by
Corollary 3.3, E'/Actyy € Det. Findly, by Proposition5.4
we obtain that E’ \ Actyg ~p EI/ACtH.

(BNDC N Lowdet n Nondiv = SBSNNI N Lowdet N Nondiv)
Trivial by SBSNNI ¢ BNDC C FNDC and since SBSNNI N
Lowdetn Nondiv = L-Sec = FNDCnN Lowdet N Nondiv. m

Figure 2 summarizes the relations between various proper-
tiesand conditions.

Consider the following agent: E o L'o+ LI"o+
h.(LV.0+ 1.1".0). It is SBSNNI but not L-Sec because it
is not Lowdet. In [10] systems like this are considered
not secure because they have anot secure refinement. Asan

examplefor E we havetherefinement E’ o LU.O+hR.LI".0
which isclearly not secure.

6 Conclusion

We have shown that BNDC and SBSNINI are equal to L-
Sec when desaling with low-determini stic and non-divergent
processes. In [6, 5] we introduced the Security Checker
(SC), atool based on Concurrency Workbench [3], which
is able to automatically check the SBSNNI property over
finite state agents. This impliesthat for low-deterministic,
non-divergent and finite-state processes it is possibleto use
the SC in order to verify the L-Sec property. Moreover,
SC offers an automatic compositional checking (see [5] for
more details) which reduces the exponential state explosion



dueto parallel composition operator by exploiting the com-
positionality of security properties. A security property is
compositiond if itisclosed with respect to | and \ operators.
The basic idea of the compositiona verification is the fol-
lowing: if wehaveto check if agent (E|F) \ L issecure we
simply check the security of E and F'. If it is satisfied then
we conclude that (E|F) \ L is secure, otherwise we check
the security of the whole agent. Note that this strategy can
be used to check SBSNINI, since in [6] it has been proved
that SBSNNI is compositiond.

In[11] itisshown how to usethe FDRtool [9] to check the
L-Sec property. Notethat it would be interesting to compare
the performance of FDR and SC for the verification of such
a property.

We aso want to point out that SBSNNI N Lowdet can
extend in afair manner the L-Sec property to divergent pro-
cesses. L-Sec assumes that processes cannot diverge. The
semantics used by authors to define L-Sec is the failure-
divergence one [2]. Failure-divergence semantics gives a
catastrophicinterpretation of divergences, sinceinthepres-
ence of divergences a process may show any behaviour.
For example, consider agents A and C defined as follows:
A% aBwithB E rB+b0and C ¥ a.D with
p¥ 7.D+d.0. They arefailure-divergence equivalent, but
they are not trace equivalent, in fact A can only execute a
and ab while C can only execute e and ad. Technically, this
is obtained by inserting a completely non deterministic be-
haviour every timewehaveadivergence. Ontheother hand,
weak bisimulationgivesafair interpretation of divergences.
Asanexampletheagents A and C are not weak bisimulation

equivalent. Moreover consider agent 4’ o a.b.0. We have
that A and A’ are weak bisimulation equivaent but they are
not failure-divergence equivalent because of the divergence
inagent A. Thebasicideaisthat ther-loopin B isexecuted
an arbitrary but finite number of times. Soin A action b will
eventually be enabled, and this makes A equivaent to A’
and not equivalent to C'. Thisis useful, for example, if we
want to model afair communication media, where a7-loop
represents the unbounded but finite losses of messages. So
the property SBSNNI N Lowdet can be seen as an extension
of L-Sec which givesafair interpretation of divergences.
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