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Abstract—In this paper we extend the Abstract Interpre-
tation framework to the field of query languages for rela-
tional databases as a way to support sound approximation
techniques. This way, the semantics of query languages can
be tuned according to suitable abstractions of the concrete
domain of data.

Index Terms—Databases, Program Analysis, Abstract Inter-
pretation

I. INTRODUCTION

In the context of web-based services interacting with
DBMS, there is a need of ”“sound approximation” of
database query languages, in order to minimize the
weight of the database replicas in the web or in order to
hide specific data values while giving them public access
with larger granularity. There are many other applica-
tion areas where processing of database information at
different level of abstraction plays very important role,
like, the applications where users are only interested in
getting query answers based on some properties of data
stored in the database rather than their actual values.
The current query processing system requires the users
to have precise information about the problem domain,
database schema, and database content while it provides
a limited answers and options, or even no information at
all, if the exact information is not available. Cooperative
query answering [1], [2], [3] supports query relaxation
and provides intelligent, conceptual and approximate
answers as well as exact answers where the data are
organized into conceptual type abstraction hierarchies
(TAH). Searching approximate values for a specialized
value is equivalent to finding the abstract value of the
specialized value, since the specialized values of the
same abstract value constitute approximate values of one
another. An example of cooperative query answering
is that in response to the query about “specific flight
departing at 10 am. from Rome Fiumicino airport to
Paris Orly airport” the cooperative query processing may
return “all flight information during morning time from
airports in Rome to airports in Paris” and the user, thus,
will be able to choose other flights if specific flight is
unavailable. We may also mention another example from
[2], for instance, in a personnel database example, sup-
pose that a personnel manager wants to find out people
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majoring in “finance” to fill-up certain vacant position. If
the right candidate, majoring in “finance”, is unavailable
or insufficient for a certain personnel management task,
other employees with related major may be obtained by
enlarging the scope of the search. The sound approx-
imation of the database and its query languages may
also serve as a formal foundation of answering queries
approximately as a way to reduce query response times
in on-line decision support systems, when the precise
answer is not necessary or early feedback is helpful.
Given the exploratory nature of such applications (e.g.
decision support, experiment management, etc), many of
these queries end up producing no result of particular
interest to the user. Wasted time can be saved if users
are able to quickly see an approximate answer to their
query, and only proceed with the complete execution if
the approximate answer indicated something interesting.
However [1], [2], [3] do not provide a formal framework
to prove the safety and soundness of the query process-
ing.

We now mention another crucial application of safe
and sound semantics-based approximation for database
query languages. When a database is being populated
with tuples, all tuples must satisfy some properties
which are represented in terms of integrity constraints.
For example, the age of the employees must be positive
and must lie between 18 and 62. Any transaction over
the database must satisfy all these integrity constraints
as well. The dynamic checking for any transaction to
ensure whether it violates the integrity constraints of
the database can increase the run-time overhead signifi-
cantly, while managing the integrity constraint verifica-
tion statically may have a significant impact in terms of
efficiency.

An interesting solution to all these problems can be
provided by extending to the database field a well
known static analysis technique, called Abstract Inter-
pretation [4], [5], [6]. Abstract Interpretation, in fact,
has been proved, in other contexts, as the best way to
provide a semantics-based approach to approximation.
Its main idea is to relate concrete and abstract semantics
where the later are focussing only on some properties
of interest. It was originally developed by Cousot and



Cousot as a unifying framework for designing and then
validating static program analysis, and recently it be-
comes a general methodology for describing and formal-
izing approximate computation in many different areas
of computer science, like model checking, verification
of distributed memory systems, process calculi, security,
type inference, constraint solving, etc.

Relational databases enjoy mathematical formulations
that yield to a semantic description using formal lan-
guage like relational algebra or relational calculus. To
handle the aggregate functions or NULL values, some
extensions of existing relational algebra and relational
calculus have been introduced [7], [8], [9], [10]. However,
this semantic description covers only a subset of SQL [7],
[8], [11]. In particular, problems arise when dealing with
UPDATE, INSERT or DELETE statements since opera-
tors originally proposed in relational algebra does not
fully support them. This motivates our theoretical work
aiming at defining a complete denotational semantics of
SQL embedded applications, both at the concrete and at
the abstract level, as a basis to develop an Abstract Inter-
pretation of application programs embedded with SQL.
The semantics is described by rules which specify how
expressions are evaluated and commands are executed.
As far as we know, the impact of abstract interpretation
for sound approximation of database query languages
has not yet been investigated. This is the aim of this
paper.

The underlying concepts is that the applications em-
bedded with SQL code basically interact with two
worlds or environments: user world and database world.
Corresponding to these two worlds or environments we
define two sets of variables: V; and V,. The set V; is the
set of database variables (i.e. the set of table attributes)
and V, is a distinct set of variables called application
variables defined in the application. Variables from V,
are involved only in the SQL commands whereas vari-
ables in V, may occur in all type of instructions of the
application. We denote any SQL command by a tuple
Cosqt = (Asqr, @). We call the first component Ay the active
part and the second component ¢ the passive part of
Csqi- In an abstract sense, any SQL command Cg first
identifies an active data set from the database using
the pre-condition ¢ and then performs the appropriate
operations on that data set using the SQL action Agy.
The pre-condition ¢ appears in SQL commands as a
well-formed formula in first-order logic. The semantics
defined this way can be lifted from the concrete domain
of values to abstract representation of them by providing
suitable abstract operators corresponding to the concrete
ones.

The structure of this paper is as follows: Section
2 recalls some preliminary concepts. Section 3 defines
the abstract syntax of the application embedded with
SQL. In Section 4 we define environments and states
associated with an application. Section 5 describes the

semantics of the arithmetic and boolean expressions.
Section 6 describes the formal semantics of atomic and
composite statements. Section 7 describes the abstract
semantics and discusses the practical impact of this
technique. Section 8 concludes this paper.

II. PRELIMINARIES

In this section we recall some basic mathematical no-
tation used in the literature, some ideas about Semantic
Interpretation of First-Order Logic [12] and Abstract
Interpretation [5].

If S and T are sets, then p(S) denotes the powerset of S,
|S| the cardinality of S, S\T the set-difference between S
and T, SXT the Cartesian product. A poset P with order-
ing relation E is denoted as (P,E), while (C,C, LI, M, T, L)
denotes the complete lattice C, with ordering C, lub L,
glb M, greatest element T, and least element L.

We use the following functions in the subsequent
section: const(e) returns the constants involved in e; var(e)
returns the variables involved in e; attr(t) returns the
attributes associated with t; dom(f) returns the domain
of f; target(f) returns a subset of dom(f) on which the
application of f is restricted.

Now we recall the concepts of semantic interpretation
of the well-formed formula ¢ in first-order language L
[12]. Let F, R and C be the sets of function symbols,
relation symbols and constant symbols respectively in
the first order language L. A semantic structure ¢ for L
is a non-empty set D, called the domain of the structure,
along with: (i) for each function symbol f,,, € F, there
is a function f,,, : D! — D; (ii) for each relation symbol
Rum € R, there is a subset R;, of D; (iii) for each
constant symbol ¢, € C, there is an element c}f. The
subscript 7 in the notation f,, ,, and Ry, gives the number
of arguments of the corresponding function or relation,
whereas subscript m says it is the m™ of the symbols
requiring n arguments. In general, a subset of D is called
an n-place relation on D, so that the subsets R;, are
just described as the relations on ¢, and the c]fs are called
constants of ¢. The functions f,,, € F, relations R;, ,, € R.
and constants c¢; € C are called the interpretations in the
structure ¢ of the corresponding symbols of L.

We shall often write semantic structures using the
notation, ¢ = (D, C_, F.,R.). Let L be a language with
equality. A structure for L is said to be normal if the
interpretation of = is equality on its domain.

Suppose that the variables x1, x, ..., X, are interpreted
respectively by elements a;, ay,..., a, of D.. We shall
abbreviate this interpretation by @/¥. Then the inter-
pretation in ¢ of each term 7 € T of L under this
interpretation of the variables, denoted by 7[d/x]°, is
defined recursively as follows:

« For each variable x;, x;[d/X]° = a;.

« For each constant symbol ¢, cx[@/x]° = c;.

o If fum is a function symbol in L and

T1, To,e; Ty € T, then fum(t1, To,.., TW)@/X]¢ =

¢



Som(@ld/XYE, ..., Tuld/X]%).
Now let ¢ be a well-formed-formula of L. The relation
¢ E ¢la/x] is read as “the formula ¢ is true in, or
is satisfied by, the structure ¢ when xi, x,.., x, are
interpreted by a1, ay,..., a,”. This can be easily defined
recursively on the construction of ¢ [12].

The basic idea of Abstract Interpretation [4], [5], [6] is
that the program behavior at different levels of abstrac-
tion is an approximation of its formal concrete semantics.
The abstract semantics is obtained from the concrete one
by substituting concrete domains of computation and
their basic concrete operations with abstract domains
and corresponding abstract operations. The basic intu-
ition is that abstract domains are representations of some
properties of interest about concrete domains’ values,
while abstract operations simulate, over the properties
encoded by the abstract domains, the behavior of their
concrete counterparts.

The concrete semantics belongs to concrete semantics
domain ©° which is a complete lattice (D¢, C°) partially
ordered by C°. The ordering A C° B implies that A is
more precise(concrete) than B. The abstract semantics
domain is also a complete lattice (D“,C%) ordered by
abstract version C* of the concrete one C°.

The correspondence between these two concrete and
abstract semantics domains D° and ©* form a Galois
connection (®¢, a, y, D), denoted by D¢ «@ 371)", where
the function a : ®° — D’ and y : D — D¢ form an
adjunction, namely VA € ©°,VC € ©° : a(C) C" A &
C C° y(A) where a(y) is the left(right) adjoint of y(«).
a and y are called abstraction and concretization maps
respectively.

III. ABSTRACT SYNTAX

The abstract syntax of the application programs
embedded with SQL is depicted in Table I. It is based
on the following syntactic sets:

n:7 Integer
k:S String
c:C Constants
v, : VYV, Application Variables
vg:Vy Database Variables (attributes)
v:V£V,UV, Variables
e:E Arithmetic Expressions
b:B Boolean Expressions
Aspr : Agy SQL Actions
7:T Terms
ar: Ay Atomic Formulas
¢:W Well-formed formulas
Cep : Cogt SQL Commands

I Instructions/Commands

The constant set is formed by the elements from the
integer and string sets Z and S respectively. The passive
part (precondition) ¢ of SQL command Cgy is a well-
formed-formula in first order logic. We deal with only
Data Manipulation Language (DML) for the active part
Ag of SQL command, that is, an SQL action is the

application of either SELECT, or UPDATE, or INSERT,
or DELETE.

The function GROUP BY()[{] where ¢ represents an
ordered sequence of expressions, is applied on a table ¢
and depending on the values of ¢, it results into maximal
partitions over the rows of t. The functions ORDER BY
ASC(¢)[t] and ORDER BY DESC(£)[t] sort the rows of the
table t in ascending or descending order based on the
value of ¢ Observe that, the active part Agq of SELECT
statement may or may not use “GROUP BY” and “ORDER
BY” functions and this fact is reflected by g and f

respectively.

t should be noted that, if SELECT statement uses
GROUP BY(¢), then there must be an h(¥) which is applied
on each partition obtained by GROUP BY operation. In that

case, the i" element h; € h must be DISTINCT function
iff corresponding i element of ¥ i.e. x; belongs to ¥Né. If
x; is * then h; must be COUNT. Otherwise, h;(x;) is sor(e)
where ¢ = x; Ae ¢ XN é That is,
DISTINCT if x;€ XNé or,
h = {COUNT if xj=x* or,

sor otherwise

When the SELECT statement does not use any GROUP
BY(¢) function, then h(X) is performed only over one
group containin§ all tuples of the table. In that case,

either each h; € h represents the identity function id or

hli{COUNT if xi=x or

"“\sor otherwise

Note that, the function r involved in h; € h deals
with duplicate values of the argument expression ¢ of h;,
whereas the function 7 in r(ﬁ()?)) of the active part Ay in
SELECT statement deals with duplicate results obtained
after performing Il over the group(s).

The ¢ in the active part Ay of SELECT statement
represents the “"Having” clause which filters out only the
valid groups obtained by grouping. The variable v, is
the Record/ResultSet type application variable with an
ordered sequence of fields @. The type of each field
w; € W is the same as the return type of the corre-
sponding function h;(x;) € ﬁ(f) By the vector notation v,
we denote an ordered sequence of database variables.
Finally, we introduce a particular assignment "v, :=?",
called random assignment, in the instruction set, that
models the insertion of input values at run time by an
external user.

IV. ENVIRONMENT AND STATE

The SQL embedded program P acts on a set of con-
stants const(P) € p(C) and set of variables var(P) € p(V),
where V £ V,; U V,. These variables take their values
from the semantic domain Dy where D = {D U {O}},
where O represents the undefined value.

Definition 1: (Application Environment) An applica-
tion environment p, € €, maps a variable v € dom(p,) C
V, to its value p,(v). So, €, =V, — Dgp.
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clvglv,|ope]er opex where, op is an arithmetic operator.

b= er=ex|eyoper | =b | by V ba| by A by true| false
where op, is an relational operator.
T 0= c|vglvg| fu(t1,72,..., Tx) Where, f, is an n-ary function.
ag = Ry(t1,7T2, ..., Ty) | T1 = T2 where, R, is an n-ary relation.
¢ = ag | =1 I 1V [ Ppr Ao | Vi | Ixi P
g(@ == GROUP BY() | id
rou= DISTINCT | ALL
s u= AVG | SUM | MAX | MIN | COUNT
h(e) == sor(e) | DISTINCT(e) | id
h(x) == COUNT(»)
@) w= (1), .. by (xn)), where 11 = (hy, ..., ) and = (xq, ..., 1)
f(@ ==  ORDER BY ASC(¢) | ORDER BY DESC() | id
Agr n= select(vg, £, (i), ¢, 8(@) | update(vy, €) | insert(vy, €) | delete
Coqr = (A, P | ngl UNION C;;I | C;ql INTERSECT C;"ﬂ | C;ql MINUS C;:ﬂ
I:= skip | va :=e | va :=2 | Co | if b then Iy else I | while b do 1| I1; I

TABLE I
ABSTRACT SYNTAX OF THE APPLICATION PROGRAM EMBEDDED WITH SQL

Definition 2: (Database Environment) A database is a
set of tables {t; | i € I} for a given set of indexes I. We
may define a function p; whose domain is I, such that
foriel, ps(i) = t.

In the Example depicted in Figure 1, the index set I is
{emp, dept}, and the database d is the set {tuup, tiept}. SO,
Pd(emp) = temp-

Definition 3: (Table Environment) Given a database
environment p; and a table t € 4. We define attr(t) =
{a1,az,...,a;}. So, t € Dy X Dy X .... X Dy where, g; is the
attribute corresponding to the typed domain D; . A table
environment p; for a table t € DB is defined as a function
such that for any attribute a; € attr(t),

pi(a;) = <mi(l)) | I € t)

That is p; maps a; to the ordered set of values over the
rows of the table t where j ranges over the list of rows
in t.

In the Example of Figure 1, dom(py,,,)={eID, Name, Age,
Dmno, Pno, Sal, Child-no} and, ptm(age): ( 30, 22, 50, 10,
40, 70, 18, 14).

Given a database d and a table t; € d with @ = attr(t;).
We can write, ps(i) = py(@). Given a SQL embedded
program P, we define a state ¢ € © as a triplet
(I, pa, pay where [ is the instruction to be executed, py
and p, are the database environment and application
environment respectively on which I is executed. Thus,
S £ I x € x €. The set of states of a program P is
defined as G[[P]] £ Px €[[P]] where, €[P] £ €; X €,. The

elD Name Age | Dno | Pno Sal Child — no
1 Matteo 30 2 1 2000 4
2 Alice 22 1 2 1500 2
3 Joy 50 2 3 2300 3
4 luca 10 1 2 1700 1
5 Deba 40 3 4 3000 5
6 Andrea 70 1 2 1900 2
7 Alberto 18 3 4 800 1
8 Bob 14 2 3 4000 3
(a) temp
Deptno Dname Loc MngrID
1 Math Turin 4
2 Computer | Venice 1
3 Physics Mestre 5
(b) fdep.‘
Fig. 1. An example database d containing (a) temp, (b) tiept

state transition relation is defined as T £ G +— p(&). The
transitional semantics of a program P is thus defined as
ITP] = GIP] +— p(SIPD).

V. FORMAL SEMANTICS OF EXPRESSIONS

The evaluation of arithmetic expressions is defined by
distinguishing different basic cases:

1) Elcl(pa, pa) = ¢
2) E[[Ua]](pd/ Pa) = pa(va)

3) Elvall(pa, pa)
let 3t € dom(py) : v = a; € attr(t) in

= E[[vd]](Pt/ Pa)
= Pt(ai)

4) El[va op cl(pa, pa)
let At € dom(pg) : vy = a; € attr(t) and op : D; X D; — Dy in

= Ellvg op cll(pt, pa)
= ((mopc)eDy|mepia;)Na; € D Ac€Dj)

5) E“.Ud op Uu]](Pd, Pa)
let 3t € dom(py) : vs = a; € attr(t) and op : D; X D; — Dy in

= Efvg op U,,]](Pt, Pa)
= ((m op n) € Dy | m € py(@) Apal0;) = nAa; € DiAv, € Dj)

6) Ellva, op va,1(pa, pa)
let At € dom(pg) : va, = a;,va, = aj,{a;,a;} C attr(t) and
Op:D,‘XD]‘—>Dk in
= Effva, op va,1(pr, pa)
= (m, € Dl m, = m;(I,) op m;(l,) where I, is the " row of t)

7) Elles op ex]l(pa, pa)
Case 1:

A t e dom(py) : if vg occurs in ey or e; : vy = a € attr(t).
= E[le1 op e2[l(p:, pa)
= Elle l(ps, pa) op Elle2Dl(p1, pa)

Case 2:
Let T = {t € dom(ps) | Fvg occurring in e, or e, s.t.
vy = a € attr(t)}.

Let, T ={t;,ty, ..ty and ¥ =t; X th X ... X t,,.
= Elles op e2ll(pr, pa)

Finally, the evaluation of boolean expressions is
defined as wusual by structural induction, where
Blltruell(pa, pa) = true and B[l falsell(p4, pa) = false.




VI. ForMAL SEMANTICS OF PROGRAM INSTRUCTIONS

The semantics S[I](p4, p;) of a program instruction
I in a SQL embedded program P defines the effect
of executing this instruction on the environment p, or
(pa, pa)- There are two types of instructions: one executed
only on p, and other executed on both database and
application environment (p4, p,) together. The SQL com-
mands Cg; belong to the second category whereas, all
other instructions of the application belong to the first
category.

A. Semantics of SELECT

The Semantics of SELECT Statement Cert is described
below:

SI(select(vs, f(@), z(ﬁ(ﬁ?)l, b2, 8@), P)e(pa p)
Slselect(va, f(&), r(h(X)), P2, 8(@), dvIpr, pa)
if At edom(py):

target((select(v,, f(&), r(h(D), b2, g@), d1)) = {1}

Sli¢select(ve, f(&), ri(D), P2, 8@), dp(pr, pa) otherwise,
where T ={t,...,t, € dom(pg) | t; occurs in Ceeecr} and
V=t Xty X -+ Xt,.

The semantics of SELECT is unfolded step by step:
Step 1.Absorbing ¢: .
Sl¢select(va, f(&), 1)), §2, @), PPy, po)
= Sl(select(vs, f(¢'), (X)), §2, @), truell(pr, pa)

where,
" =(l; € ty | let var(¢pr) = vj’i U z?; with vj’i
¢ @il )/, 10 pa@)/7; 1)
Step 2.Grouping:
Sltselect(vy, f(@), rH(®), ¢, @), true)](pi, pa)
= S[[(select(vs, f(&)), r(h(D), ¢, id), true)|(Vipy, po)
= Sli(select(v,, f(&), r(HE), ¢, id), true)ll(pr, po)
where, g(€) = Group By(é) and g(@)[t] is the maximal
partition T = {ty,t, ..., ty} of t, s.t. ¥Vt €T, t; Ct
and Ye; € €, Ymy, m; € E[le;l(pr, pa) : 1k = my

=da Cattr(ty) :

Step 3.Absorbing ¢: .
S[[¢select(v,, f(f?’), r(h(X), ¢, id), truedl.(or, pa)

= Sli(select(v,, f(&), ri(F), ¢, id), true)](Vips,, pa)
where, t; € T

= Sliselect(v, f(&), r(W(3), true, id), true)](pr, p.)
Where T' is defined as follows : there is a sequence of
functions W occuring in ¢, operating on groups, s.t.:
DISTINCT(e) or,
W) 3 h(x]) 2 {sor(e) or
COUNT(*)

Let v, be a sequence of appl. variables occurring in ¢
and, ¥t € T, W(EL Wy, p)) = &
and, T' = [t € T | ¢ | Q[&/H ()][pa(0}) /7,])

Step 4. Applying r(ﬁ(}?)) on each group:

= S[[(select(v,, f(e7), r(ﬁ(}?)), true, id), true)l.(pr, pa)
= Sl(select(v,, f(¢'), id, true, id), true)-(p:, pa)

where, t' = { I EMXN(ps;, pa)) | £ € T ) and t = r[t']

Step 5.Possibly applying the ordering;:
Sl(select(va, f(€'), id, true, id), true)]l.(ps, pa)
= S[[(select(v,, id, id, true, id), true)].(py, pa)
where, t' = f(&)[t]

Step 6.Set the resulting values to the Record/ResultSet type
application variable v, with fields @:
Sli<select(ve, id, id, true, id), true)l(p, pa) = (Pty, Par)

where, py = Palpi(@)/v,(W)] with @ = attr(t) and to is
the initial table of step 1. Here, the i field w; € @ is
substituted by the values of i attribute a; € d.

Example 1: Consider the database of Figure 1 and the
following statement:

SELECT DISTINCT Dno, Pno, MAX(Sal), AVG(DISTINCT
Age), COUNT(x) FROM f,,, INTO ¥, WHERE Sal > 1000 GROUP BY
(Dno, Pno) HAVING MAX(Sal) < 4000 ORDER BY AVG(DISTINCT
Age), Dno

An equivalent formulation is:

SELECT DISTINCT ({(DISTINCT(Dno), DISTINCT(Pno), MAXo
ALL(Sal), AVGoDISTINCT(Age), COUNT(*))) FROM t,,, INTO
U, WHERE Sal> 1000 GROUP BY ({Dno,Pno)) HAVING (MAXo
ALL(Sal))< 4000 ORDER BY (AVG(DISTINCT Age), Dno)

According to the abstract syntax, we get:
e (1 = Sal > 1000

« &= (Dno, Pno)
« £(&)::=GROUP BY({Dno, Pno))
o ¢ = (MAX o ALL(Sal)) < 4000

. ]/-l)::=( DISTINCT, DISTINCT, MAXoALL, AVGoDISTINCT,
COUNT )
¥ := (Dno, Pno, Sal, Age, *)
ﬁ(f)::( DISTINCT(Dno), DISTINCT(Pno), MAXo ALL(Sal),
AVGo DISTINCT(Age), COUNT(*) )

. &= (AVG(DISTINCT Age), Dno), where AVG(DISTINCT
Age) simply represents an expression.

« f(¢'):= ORDER BY ASC((AVG(DISTINCT Age), Dno))

« U,:= Record or ResultSet type application variable with
fields @W=( w, way, w3, ws, ws ). The type of wy, wy, w3,
wy, ws are same as the return type of DISTINCT(Dno),
DISTINCT(Pno), MAX o ALL(Sal), AVG o DISTINCT(Age),
COUNT(*) respectively. For instance, in java as a host
language, U, represents the object of the type resultset.
Observe that, here we use the term “INT0” to understand
the assignment to the application variable.

in:
SELECT r(ﬁ(a?)) FROM f,, INTO v,(i0) WHERE ¢; GROUP BY ¢

HAVING ¢, ORDER BY ASC ¢
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Name Age Sal Child — no

S]

1D Dno Pn

1 Matteo 30 2 1 2000 4
2 Alice 22 1 2 1500 2
3 Joy 50 2 3 2300 3
4 luca 10 1 2 1700 1
5 Deba 40 3 4 3000 5
6 Andrea 70 1 2 1900 2
Z Adberte 18 3 4 800 +
8 Bob 14 2 3 4000 3

(a) Absorbing “WHERE” Clause ¢

[eID | Name [ Age | Dno [ Pno [ Sal | Child—no |

[ 1 [ Matteo [ 30 [ 2 [ 1 [ 2000 | 4 |
2 Alice 22 1 2 1500 2
4 luca 10 1 2 1700 1
6 Andrea 70 1 2 1900 2
[ 3 ] Joy [ 50 2 3 [ 2300 3 |
[ 8 ] Bob [ 14 2 3 [ 4000 | 3 |
[ 5 | Deba [ 40 3 4 ] 3000 ] 5 |
9

We now

[ eID [ Name [ Age | Dno [ Pno [ Sal | Child—no |
[ 1 [ Matteo [ 30 2 1 [ 2000 [ 4 ]
2 Alice 22 1 2 1500 2
4 luca 10 1 2 1700 1
6 Andrea 70 1 2 1900 2
[ 3] Joy [0 2 [ 3 T280] 3 |
[ 8 ] Beb | ¥ | 2 [ 3 [ 4000 | 3 |
[ 5 | Deba [ 40 | 3 [ 4 [3000] 5 |
(c) Absorbing “HAVING” Clause ¢»
[ Dno [ Pno [ MAX(Sal) [ AVG(DISTINCT Age) [ COUNT(*) ]
2 [ T [ 2000 ] 30 [ 1 ]
[ 1 [ 2 [ 1900 [ 34 [ 3 ]
[ 3 [ & [ 3000 | 0 [ T ]
(d) Performing /(%)
Do | Puo | MAX(Sal) | AVG(DISTINCT Age) | COUNT()
2 1 2000 30 1
1 2 1900 34 3
3 4 3000 40 1
(e) Getting table out of the result from (d)
Do | Puo | MAX(Sal) | AVG(DISTINCT Age) | COUNT()
2 1 2000 30 1
1 2 1900 34 3
3 4 3000 40 1
(f) Elimination of duplicates
Dno | Pro | MAX(Sal) | AVG(DISTINCT Age) | COUNT(?)
2 1 2000 30 1
1 2 1900 34 3
3 4 3000 40 1
g) Ordering
w1 wy w3 Wy ws
2 1 2000 30 1
1 2 1900 34 3
3 4 3000 40 1
(h) Assign to 7,
TABLE 1II
OprEerATIONS OF SELECT STATEMENT
illustrate the evaluation steps:

Step 1:

Step 2:

Absorbtion:

Since target((select(d}, f(¢), (h(®)), 02, §(0)), 1))
= {temp}, we apply the “WHERE” clause ¢; :=
Sal > 1000 on teyp. The result is in Table II(a).
The row “elD:7; Name:Alberto; Age:18; Dno:3;
Pno:4; Sal:800; Child-no:1” is disregarded be-
cause, ¢ = ¢1[800/Sal]. In fact, the semantic
structure ¢ does not satisfy ¢; when the vari-
able "Sal’ is substituted by the value ‘800" of the
corresponding row.

Grouping;:

By applying ¢(€)::=GROUP BY((Dno, Pno)) on the

result of step 1 based on the argument
((Dno, Pnoy), we get Table II(b). Here, we get
4 different groups with (2,1),(1,2),(2,3) and (3,4)
as the values of ((Dno, Pno)) for the partitions
t,tr,t3 and t4 respectively.

Step 3: We apply the “HAVING” clause ¢, = MAXo
ALL(Sal) < 4000 over all the groups in step
2. One group with the value of ({(Dno, Pno))
equal to (2,3) has been disregarded since the
maximum salary of that group is not less than
4000. That is, the semantic structure ¢ does
not satisfy ¢, after interpreting MAX o ALL(Sal)
in ¢, with the value return by the function
MAX o ALL(Sal) applied on that group. The
result is showrl in Table II(c).

Step 4: We perform r(h(x))::=DISTINCT({DISTINCT(Dno),
DISTINCT(Pno), MAXo  ALL(Sal), AVGo
DISTINCT(Age), COUNT(*))) on each group
resulting from step 3.

(a) After applying h(@) on each group, we get
the result as in Table II(d).
(b) Get the table t out of the results obtained
in step (a): This is shown in Table II(e).
(c) Apply r:=DISTINCT over the rows of
table t obtained in step (b): We get Table
II(f) which is equal to Table II(e), since
there are no duplicate rows.
Step 5: Performing f(e_’)):::ORDER BY ASC(AVG
(DISTINCT Age), Dno) on Table II(f) we
get Table II(g).
Step 6:The result obtained in step 5 is assigned to the

application variable ;. The result is shown in
Table II(h).

B. Semantics of UPDATE

The update statement always targets an individual
table. Let target((update(vy, ¢€), ¢)) = {t}, where
t € dom(pg).

S[update(vz, €), d)(pa, pa)
= S[I(“Pdate(v_;ir E), ¢>H§(ptr Pu)

Below, the semantics of UPDATE statement is unfolded
step by step:
Step 1: Absorbing ¢:
S[update(vy, &), ¢)1(pt, pa)
= S[[{update(vy, @), true)]l.(pv, Pa)
where,

t' = (et let var(¢p) = UZ U with o

-

Fcattr(t): <k ol mall)/0, 1l pa@))/7) 1)

Step 2: Update:
SlKupdate(vg, ), true)ll-(pt, pa)

™~
s



= (pr/ pa)
where, let vy = @ C attr(t) and €= {e1, ey, ..., €})
and E[€(pt, pa) = (i | i=1, ..., h).
let m{ be the j" element of the sequence 1ii; and
a; be the i element of the sequence @.
V=(lmlja]l;et)
C. Semantics of INSERT

Also the insert statement always targets an individual
table. Let t € dom(p,) : target((insert(vy, €), Q)) = {t}.

S(insert(vy, €), P)c(pd, pa)

= S[[(insert(vz, €), PY(pt, pa)
= S[[(insert(vy, &), true)]l-(p:, pa)
= (pr, Pa)

_)_
a = <a1/ az, «..,

where, v;=d C attr(t), E[el(p.) = X,
= (a/m, x2/a, ...,

an>/ X = <X1, X2, veuy xn)r and lnew
X)), in V' =t U {[e0)
D. Semantics of DELETE

Let t € dom(py) : target({delete, ¢)) = {t}, in

Sli{delete, ¢)](pa,pa)
= Slidelete, $)1l(pt, pa)
= (pr, pa) Where
ta= (1 €t] let var(p) = vj; U ol with ZJZ =a Cattr(t) :
< E oL mi1)/7, 11 pa(ol)/7 1)
¥ =\t
E. Semantics of composite instructions

The inference rules for composite instructions are ob-
tained by induction:

S[[Cs:ﬂl]](pd/ Pu) =t SIIquIZ]](pd/ Pa) =t
S[[qull UNION qulz]](pd/ ,011) = tl U tZ

S[[quh]](Pd/ Pa) =h SIIquZZ]](pd/ Pa) =bh
S[[qull INTERSECT qulzl](pd/ Pa) =t Nt

SICsu, I(pa, pa) = 11 SICsu, M(pa, pa) = t2
S[Csq, MINUS Cggi, [1(pa, pa) = ti\t2
SIA N pa, pa) = (par, par)  SIApar, par) = (par, par)
S[A1; A21l(pa, pa) = (par, par)

Consider the auxiliary conditional statement cond:
cond(B[[bI, STA1D, STA2ID(pa, pa) = (par, par) where,

eitherB[b1(p4, pa) = true and S[A11(p4, pa) = (Par, Par)

orBl[b](pa, pa) = false and S[A21(pa, pa) = (pa, par)

The semantics of “if b then A; else Ay” statement is ex-
pressed using the conditional statement cond as follows:

S[lif b then Ay else Axl(pa, pa)
=cond(B[[b]l, S[A11, STA21)(p4, pa)

Since, “while b do A” = "if b then (A; while b do A) else
skip”, the semantics of the “while b do A” statement is
expressed as follows:

Sllwhile b do All(p4, pa)
=S[[if b then (A; while b do A) else skipll(p4, pa)
=FIX F where, F(g) = cond(B[[b]], g o SIAI, id)(p4, pa)
and FIX is a fix — point operator.

Definition 4: (Equivalence of Instructions) Let the en-
vironments (pg, ps) and (p#,pr) be denoted by py
and py respectively. Two instructions I; and I, are
said to be equivalent iff, {(px, px) | SIL1(px) = pxv} =
{(px, px) | SILI(px) = px}. In other words, I = I iff I
and I, determine the same partial function on states.

VII. THE ABSTRACT SYNTAX AND SEMANTICS OF SQL

We are now in position to tune the semantics on
different levels of abstraction of the concrete values. The
semantics of SQL operations defined so far can be lifted
to an abstract settings, where instead of working on
a concrete database, queries are applied to an abstract
database, in which some information are disregarded
and concrete values are possibly represented by suitable
abstractions. We denote by the apex , the syntactic
elements of the abstract semantics. For each concrete
element z, whenever we use the syntax Z# this means
that there is a monotonic representation function y from
the abstract to the concrete domain such that z C y(z*).

The syntax of SQL statement C* and SQL action A
over an abstract domain corresponding to the concrete
SQL command Csy and action Ay represented as below:

Ct = (A% ¢% | CT UNION C' | Ct INTERSECT C'
| C¢ MINUS C}
Ab o= select”(vg, fﬁ(ej’i), r‘i(hﬁﬁ(x?)), qb”, g”(eﬁ)) | updateﬁ(vg, 63)

| insert”(vg, ¢ | delete!

Different abstract functions/operators involved in A? are:

g == GROUP BY* | id

rh == DISTINCT* | ALL*

st u= AVGH | SUMF | MAX® | MIN® | COUNT*
hieh) = st o ri(ef) | DISTINCTH(e?) | id

hi(x) = COUNT*(+)

f* == ORDER BY ASC* | ORDER BY DESC* | id

The abstract elements of the abstract pre-condition
¢)” which is an abstraction of the first-order formula, are
defined as follows:

= vg | z;ﬁ | fj(rﬁ,rg,..., Tﬁ,) where, ff: n — ary function.
ai = Rﬁ(rg,’cg,...,’cﬁ) | T? = Tg

Rﬁ is an n — ary relation: Rﬁ(’l’?, Tg, .y Tﬁ) € {true, false, T}

where T means “either true or false”.

o # i i i i LN LN

(pﬁ '—aflﬁqb]|¢1V¢2|¢1A¢z|vxi¢’1|3xi¢l
Arithmetic expressions in abstract domain are defined
as expected, whereas boolean expressions are evaluated



into a 3-valued logics, where T means “either true or
false”.

cu= nb| K
= o vﬁd | vg | opﬁ et | e? opﬂ eg

where, op? represents abstract arithmetic operator.
b= ehophel | Sk b v BE B A BE | true | false | T

where opg represents an abstract relational operator.

Instructions in abstract domain are as follows:
Fu= skip | of = ¢ | of :=2 | CF | if b then I' else I}
| while b* do I* | I, I

Definition 5: (Soundness and Completeness) Let y be
a representation function. The soundness and complete-
ness conditions for an abstract functions/operators f*
in abstract domain with respect to the corresponding
concrete function f are:

fti issoundifyofﬁgfoy
f*is complete if yofi=foy

Now we describe the correspondence between the con-
crete and abstract functions/operations involved in SQL
queries as below:

1) The correspondence between g and g*:

g == GROUP BY |id

¢* == GROUP BY* | id
The function g results into maximal partition
over the rows of the table t based on arguments
which is an ordered sequence of expressions ¢.
Let t¥ represents the abstract table obtained from
the concrete table ¢ with corresponding abstract

version of & as ef. Now if g¢* is applied on #* based

on the argument e_a, then the number of partitions
in abstract domain would be less as we are losing
some information due to abstraction. Hence in
abstract domain more tuples will be in the same
group i.e. some partitions in concrete domain will
be merged together in abstract domain. Hence we
can write, y o gf 3 goy.

2) The correspondence between r and #*:
r == DISTINCT | ALL

r# = DISTINCT* | ALL*
The function r is used to deal with the duplication.
Whenever the representation function is injective,
r is complete i.e. yorf =roy.

3) The correspondence between s and s*:

s u=AVG|SUM | MAX | MIN | COUNT

s* u= AVG! | SUMF | MAX* | MIN* | COUNT?
For all these arithmetic operations s, the
corresponding abstract operations s* has to

be provided, satisfying sHXH) T Tub{s(X) | X € y(X”)}

4) The correspondence between f and f*:
f == ORDER BY ASC | ORDER BY DESC | id
f* = ORDER BY ASC* | ORDER BY DESC! | id
The ORDER BY function f applied over a set of

rows of a table t and it sorts them based on
a sequence of expressions ¢ in ascending or
descending order. As the representation function
y is assumed to be monotonic, the function f is
complete in the sense that y o f# = foy

5) The correspondence between R, and its abstract
version R; involved in and ¢F respectively,
should guarantee that, if R,,(Tﬁ, e, Tﬁ) is true, then

V11 € 7/(”[?),--- ,Tn € y(TE,) : Ry(ty,-++,Ty) is true

and if Rf,(’cﬁ,m ,TB,) is false, then V71 €

y(Tﬁ),m ,Tn € )/(T,ﬁl) : Ry(t1,+++ ,Tn) is false. The

values of ¢# belong to the set {true, false, T} accord-
ing to the actual three-valued propositional logics.
For instance, if we consider the binary relation
" </ among integers and the abstract domain is the

domain of intervals, then the abstract relation ’<*
corresponding to ’ <’ is defined as follows:
true if h; <l;
[l k] < [lj,hj] = { false if h; <1I;
T otherwise

6) The correspondence between f, and f,f involved in
the terms of well-formed-formula:
Soundness (and completeness eventually) rely
on the local correctness of the operations in
the abstract domain. For example, consider an
abstract domain for parity. The "X’ operation over
the concrete domain is mapped to its abstract
version as, odd(x*)odd = odd, even(x¥)odd = even
and even(x¥)even = even. If the abstract
domain represents the sign property, then the
corresponding operation would be —(x#)- = +,
+(xH)— = — and +(x*)+ = +.

7) The correspondence between the instructions I and
its abstract versions I* is the expected one, except
for the conditional and while statements:

e "if b then I else I,” is abstracted by: "if (b* =
true) then If elseif (bt = false) then Ig else I? I_llg".

« "while b do 1” is abstracted by FIX F* where F¥
is the functional corresponding to the concrete
while statements.

Suppose, T and T? represents a concrete and
corresponding  abstract tables respectively. The
correspondence between T and T¢ are described
using the concretization and abstraction maps y and
a respectively. If Cyy and C* are representing the SQL
queries on concrete and abstract domains respectively,
let T,,s and Tfes are the results of applying Cs; and C* on
the T and T¥ respectively. The following fact illustrate



the soundness condition of abstraction:

T Tres - Y(Tres

T

Tﬁ ct Tfes

Definition 6: (Soundness) Let T# be an abstract table
and C* be an abstract query. C* is sound iff VT €
Y(TH), YCys € (CH) : Ca(T) € Y(CHTH)).

Example 2: Consider the database of Figure 1 which
contains a concrete table f,,, and consider the following
concrete SELECT statement:

SELECT Dmno, MAX(Sal), MIN(Sal), AVG(Age), COUNT(x),
SUM(Child — no) FROM t,,, WHERE sal > 1600 GROUP BY
(Dno, Pno) HAVING MAX(sal) < 4000

If we execute the above query on Table 1(a),
get the following result:

we

Dno| MAX(Sal)| MIN(Sal) | AVG(Age)] COUNT(x)| SUM(Child — o)
2| 2000 2000 30 T 1
3| 3000 3000 a0 T 5
T | 1900 700 a0 2 3

Resulting table: #,.; (concrete)

Table III shows the abstract table corresponding to Table
1(a) where the representation function a is defined as
follows:

[5,11] if 5<age<11
| 224 if12<age<24
a9 =1\ 25 50 if 25 < ée <59
[60, 100] if 60 < age < 100
[500, 1499] if 500 < Sal < 1499
a(Sal) = { [1500,2499] if 1500 < Sal < 2499
[2500, 10000] if 2500 < Sal < 10000
Few if 0 <child—no<1
a(Child — no) = { Medium  if 2 < child —no <3
many iff 4 < child — no < 10

The corresponding lattices for "Age’, "Sal” and "Child —
no’ in abstract domain are shown in figure 2, 3 and 4
respectively.

Let S* be a set of abstract values or abstract elements

[5,100]

/ \

[5.59]1 [12,100]

—

o
—

A

\\I/ ,

_

\l

[5.24] [12,59] [25.100]

/N /NN

[5.11] [12,24] [25.59] [60,100]
1
Fig. 2. Abstract lattice for attribute “Age”

ie,S*={[liyh]|i €l CIN; L,h; € Z; I; < by }. The abstract
aggregate functions over S* are defined as follows:

[500,10000]

T a
// AN 7
[500,2499] [1500,10000]

502 ... 10000 / \ / \
[500,1499] [1500,2499]  [2500,10000]
1

Fig. 3. Abstract lattice for attribute “Sal”

T a T
AN —— /1IN

01 2 ....10 Few  Medium  Many
NSNS
1

1

Fig. 4. Abstract lattice for attribute “Child — no”

AVGn(Su) = [miniel(li)/ mﬂxiel("i)]
SUMH(S*) 2 [Zier(li), Zier(r:)]
MAX(S%) £ [maxie(1;), maxie (ri)]

MIN*(S¥) 2 [miner(L), miniei(r;)]
The abstract version of Rﬁ involved in pre-condition
¢* are as follows:

true if b <lI;
[, ] < [1;, 1] £ {fulse if <1
T otherwise
true if I; > h;
[, bl >* [1;,hj] & {false if lj>h
T otherwise
The abstract SELECT statement becomes:

SELECT* Dnof, MAX*(sal*), MIN¥(sal’), AVG#(age*), COUNT#(+),
SUMF(child — no*) FROM tﬁmp WHERE sal* >F [1500,1499] GROUP
BY*(Dnot, Pnot) HAVING MAX*¥(sal*) <* [2500,10000]

The execution of the abstract query above is illustrated
in Table IV:

Step 1: First apply the “WHERE” clause “Salf ># [1500,
2499]”. The result is shown in Table IV(a).
Observe that soundness is preserved as we
also include the rows where the evaluation of
the relation >* yields T; this might introduce
inaccuracies, of course, in the abstract calculus,
that results into a sound overapproximation of
the concrete one.

Step 2: Apply, “GROUP BY*(Drnof, Pno)” and “HAVING”
clause "MAX* (Sal*) <* [2500,10000]”. The re-
sult is shown in Table IV(b).

Step 3:Apply, "Rh(x#) = (DISTINCT*(Dnot), MAX! o



eIDF NameF Agef Dnof | Pnof Salf Child — no
1 Matteo [25,59] 2 1 [1500,2499] many
2 Alice [12,24] T 2 [1500,2499] Medium
3 Joy [25,59] 2 3 [1500,2499] Medium
4 luca [5,11] 1 2 [1500,2499] Few
5 Deba [25,59] 3 4 [2500,10000] many
6 Andrea [60,100] 1 2 [1500,2499] Medium
7 Alberto [12,24] 3 4 [500,1499] Few
3 Bob [12,24] 2 3 [2500,10000] | Medium
TABLE TIT
ABSTRACT TABLE: tgmp
elDF Name? Age? Dnof | Pno Sal? Child — no*
1 Matteo | [25,59] 2 il [1500,2499] many
2 Alice [12,24] 1 2 [1500,2499] Medium
3 Joy [25,59] 2 3 [1500,2499] Medium
1 Tuca BG11] T 2 [1500,2499] Few
5 Deba [25,59] 3 4 [2500,10000] many
6 Andrea | [60,100] 1 2 [1500,2499] Medium
7 | Alberte | P224] 3 4 1506;14991 Hew
8 Bob [12,24] 2 3 [2500,10000] Medium
(a) Absorbing “WHERE” Clause qbg

[ eID? [ Name® [ Ageu [ Dno? [ Pro* [ Sal? [ Child — nof ]

[T ] Matteo | 25591 | 2 | 1 | [15002499] | many |

[ 5 [ Deba [ [2559] [ 3 [ 4 [ [2500,10000] [ many |

2 Alice [12,24] 1 2 [1500,2499] Medium
1 Tuca B 1 2 [1500,2499] Few
6 Andrea [60,100] 1 2 [1500,2499] Medium
[ 3 ] Joy [ 55T ] 2 [ 3 [1500,2499] Medium |
[ 8 | Bob | [1224] [ 2 | 3 ] [2500,10000] [ Medium |
(b) Grouping and Absorbing “HAVING” Clause (pg

Dnof | MAXF(Sal) | MIN?(SalF) | AVGF(Agef) | COUNT#(») | SUMF
(Child-
not)

[ 2 ] [1500,2499] | [1500,2499] ]| [25,59] [ 1 [ many |

[ 3 ] [2500,10000] [ [2500,10000] | [25,59] [ 1 [ many ]

[ 1 ] [1500,2499] | [1500,2499] ]| [5,100] [ 3 [T |

[ 2 [ [2500,10000] | [1500,2499] | [1259] | 2 [T ]
(c) Performing i (&)

Dno* | MAX¥(Salf) | MIN#(Sal) | AVGH(Agef) | COUNT# () | SUM?
(Child-
not)

2 [1500,2499] [1500,2499] [25,59] 1 many
3 [2500,10000] | [2500,10000] [25,59] 1 many
1 [1500,2499] [1500,2499] [5,100] 3 T
2 [2500,10000] [1500,2499] [12,59] 2 T

(d) Resulting abstract table: tggs
TABLE IV

ABSTRACT COMPUTATION OF SELECT?
ALL#(Sal*), MIN*o ALL*(Sal*), AVGFo ALL#(Age*),
COUNTH (), SUM* o ALL#(Child — no%))”. We get
the result in IV(c). Observe that SUM({a%}) = a
and SUM*({a%,b%}) = T if a* # D",
Step 4: Finally, the abstract result t&es is shown in Table
IV(d). Observe that the abstraction is sound

i.e. s € Y(thy).

In the example discussed above we see how to design
database abstraction, obtained by clustering numerical
values into categorical ones. This approach can easily be
applied in the web-services scenario in order to provide
users either partial views or “customized replicas” of the
database, where only the abstract values of the database
are let available for downloading.

VIII. CoONCLUSIONS

As far as we know this is the first attempt to for-
malize a Concrete/Abstract semantics for SQL query

languages within the Abstract Interpretation framework.
This framework can serve several purposes like (i)
Property-based query answering, (ii) Cooperative query
processing, (if) Static analysis for transaction to opti-
mize the integrity constraint checking, (iij) To provide
users either partial veiw or “customized replicas” of the
database, etc. We are currently investigating its special-
ization for the analysis of security properties, e.g. for
preventing SQL Injection attacks [13], or information
leakage [14].
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