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Static analysis

ÅWe want to statically analyze a program

> That is, infer at compile time some properties

ÅImpossible to compute all the possible 
executions for a program

> Input

ÅSound approximation

> If we prove the property, it is always valid

> Otherwise

Åthere is a bug

Åthe analysis is too much approximated (false alarm)
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Static analysis

ÅSeveral specific analyses

> Property

> Level of precision

ÅGeneric analyzers

> Implement a generic semantics

> Different levels of precisions and efficiency

> Pluggable with

ÅNumerical domain

ÅHeap analysis
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Outline

ÅOverall goal:

> Explain how the theoretical background of 
abstract interpretation is used in practice

ÅToday

> Concrete and abstract generic semantics

> Several numerical non -relational domains

Å14 th December

> Extended semantics (with references)

> A couple of heap analyses

> Introduction to the project you have to develop
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Galois Connection

ÅAbstract domain is a sound 
approximation of the concrete domain iff

> they form a Galois connection

Å iff

> is reductive

Å

> is extensive

Å

> and     are monotone
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An example

Concrete domain: People Abstract domain: Gender

Pietro Ferrara

Peter Müller

Marlies Weissert

Katja Abrahams

MALE FEMALE
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Concrete and Abstract

Set of 
concrete states

Set of 
concrete states

Concrete semantics

Abstract state Abstract state
Abstract semantics

Sound!
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An example

ÅSemantics

> Next person following the alphabetical order

ÅAbrahams -> Ferrara

ÅFerrara -> Müller

ÅMüller -> Weissert

ÅWeissert -> Abrahams

> In the abstract:

ÅI do not know! Top!

ÅAlways sound J
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Another example

ÅSemantics

> Give the other person of the same gender

ÅWeissert -> Abrahams

ÅAbrahams -> Weissert

ÅMüller -> Ferrara

ÅFerrara -> Müller

> In the abstract:

ÅMALE -> MALE

ÅFEMALE -> FEMALE

ÅTOP -> TOP

ÅBOTTOM-> BOTTOM
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Syntax

ÅToy language

ÅCommands:
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Syntax

ÅExpressions:

where:

> c is an integer value

> x is a variable

> <op> arithmetic operator , i.e. +, -, *, /
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Syntax

ÅConditions :

where:

> < comp> is a comparison operator

Å>, <, ==, !=



Pietro Ferrara: òNumerical non-relational domainsó
Analisi e Verifica di Programmi , Universitaõ Caõ Foscari, Venice, Italy

An example

i=0;

r=1;

while (i< exp) {

r=r*2;

i=i+1;

}
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An example

ÅWhich is the semantics of this program ?

ÅInput:

i=0;

r=1;

while (i< exp) {

r=r*2;

i=i+1;

}
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Concrete domain

ÅFor each variable, we trace a value:

ÅRuntime behaviors:

> Set of environments

> Lattice with set operators:
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Semantics of expressions

ÅFunction that

> given a state and an expression

> returns an integer value

ÅStates = Concrete domain
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Formal definition
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Semantics of conditions

ÅFunction that

> given a state and a condition

> returns true or false
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Formal definition
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Semantics of commands

ÅFunction that

> given a state and a command

> returns the following state and command
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Concatenation
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If



Pietro Ferrara: òNumerical non-relational domainsó
Analisi e Verifica di Programmi , Universitaõ Caõ Foscari, Venice, Italy

While
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Assignment
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Abstract non-relational domain

ÅPointwise abstraction of concrete domain

Å : abstraction of numerical values

> Sign, intervals, parity, congruences, é

ÅAbstract set of integers with a value:
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Sign domain

ÅWhich is the semantics of this program ?

ÅInput:

i=0;

r=1;

while (i< exp) {

r=r*2;

i=i+1;

}

Fixpoint!
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Semantics of expressions

ÅQuite similar to concrete definitions!
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Formal definition
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Evaluation of constants

Å :primitive of numerical domain

ÅGiven an integer constant, returns its 
abstraction

ÅE.g.: sign domain



Pietro Ferrara: òNumerical non-relational domainsó
Analisi e Verifica di Programmi , Universitaõ Caõ Foscari, Venice, Italy

Evaluation of arith. expressions

Å :primitive of numerical domain

ÅGiven an arithmetical expression, it 
returns the abstract result

ÅE.g.: * 0 + - top

0 0 0 0 0

+ 0 + - top

- 0 - + top

top 0 top top top
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Semantics of conditions

ÅFunction that

> given a state and a condition

> returns true or false or top
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Formal definition
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Abstract or operator

Abstract or True False Top

True True True True

False True False Top

Top True Top Top
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Abstract and operator

Abstract 
and

True False Top

True True False Top

False False False False

Top Top False Top
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Evaluation of condition

Å :primitive of numerical domain

ÅGiven a conditional expression, returns 
true/false/top

ÅE.g.: < 0 + - top

0 false true false top

+ false top false top

- true true top top

top top top top top
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Semantics of commands

ÅQuite similar to the concrete definition

ÅNeed to consider when a condition is 
evaluated to top 
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Concatenation
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Assignment
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If
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If




