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Static analysis

A We want to statically analyze a program
> That Is, infer at compile time some properties

A Impossible to compute all the possible
executions for a program

> [Input

A Sound approximation
> |f we prove the property, it is always valid

> Otherwise
Athere is a bug
Athe analysis is too much approximated (false alarm)
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Static analysis

A Several specific analyses
> Property
> |evel of precision

A Generic analyzers
> Implement a generic semantics
> Different levels of precisions and efficiency

> Pluggable with
ANumerical domain
AHeap analysis
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A Overall goal:

> Explain how the theoretical background of
abstract interpretation is used in practice

A Today

> Concrete and abstract generic semantics
> Several numerical non -relational domains

A 14t December

> Extended semantics (with references)
> A couple of heap analyses
> |ntroduction to the project you have to develop
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Galois Connection

A Abstract domain is a sound
approximation of the concrete domain |ff

> they form a Galois connection
A<C7 SC) — <A7 _K> Iff

> yoqQ ise Ansive
Avxe C:x Jyoa(x) I
> (@ and Y are monotone
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An example

Concrete domain: People Abstract domain: Gender
Pietro Ferrara /\
Peter Muller
MALE FEMALE

Marlies Weissert

Katja Abrahams

1
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An example

> is monotone
AVx1,x92 € A : xq <a X2 = v(x1) <c v(x2)

Concrete domain: People Abstract domain: Gender
Pietro Ferrara /\
Peter Muller
MALE FEMALE
Marlies Weissert \/
Katja Abrahams J_
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An example

>"Y is monotone
AVx1,x92 € A : xq <a X2 = v(x1) <c v(x2)

Concrete domain: People Abstract domain: Gender

)

FEMALE
Y \/
1
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An example

> () Is monotone
AVx1, %9 € C: x1 <c Xo = ax) <4 a(x2)

Concrete domain: People Abstract domain: Gender
Pietro Ferrara /\
Peter Muller
MALE FEMALE
Marlies Weissert \/
Katja Abrahams J_
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An example

> () Is monotone
AVx1, %9 € C: x1 <c Xo = ax) <4 a(x2)

Concrete domain: People Abstract domain: Gender

FEMALE

Katja Abrahams

1
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An example

> (07 Is reductive
AVxeA:aory(x) <, x

Concrete domain: People Abstract domain: Gender
Pietro Ferrara /\
Peter Muller
MALE FEMALE
Marlies Weissert \/
Katja Abrahams J_
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An example

> (¥ 07 is reductive
AVxeA:aory(x) <, x

Concrete domain: People Abstract domain: Gender
Marlies Weissert a

Katja Abrahams

FEMALE

1
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An example

> (¥ 07 is reductive
AVxeA:aory(x) <, x

Concrete domain: People Abstract domain: Gender

v

O[ MALE FEMALE

~_

1
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An example

> Yo IS extensive
Avx € C:x <x 7o a(x)

Concrete domain: People Abstract domain: Gender

_|_
/y
FEMALE

Marlies Weissert a \/

Katja Abrahams J_
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An example

> Yo IS extensive
Avx € C:x <x 7o a(x)

Concrete domain: People Abstract domain: Gender

MALE FEMALE

8 \L/
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Concrete and Abstract

Concrete semantics

[ ]

Abstr manti
Abstr t state
Sound!
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An example

Concrete domain: People Abstract domain: Gender
Pietro Ferrara /\
Peter Muller
MALE FEMALE

Marlies Weissert

Katja Abrahams

1
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An example

A Semantics
> Next person following the alphabetical order

AAbrahams -> Ferrara
AFerrara -> Miller
AMuller -> Weissert
AWeissert -> Abrahams

> |n the abstract:

Al do not know! Top!
AAlways sound J

ve € C: a(S[c]) <a S[a(c)]
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Another example

A Semantics

> Give the other person of the same gender
AWeissert -> Abrahams
AAbrahams -> Weissert
AMuller -> Ferrara
AFerrara -> Miller

> |n the abstract:
AMALE-> MALE
AFEMALE-> FEMALE
ATOP-> TOP
ABOTTOM-> BOTTOM
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Ve € C: a(S[c]) <a S[a(c)]

Concrete domain: People Abstract domain: Gender

-

S

lPietro Ferrara
S

Peter Muller

~[MALE FEMALE

Marlies Weissert

2|

Katja Abrahams

1
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Ve € C: a(S[c]) <, S[a(c)]

Concrete domain: People Abstract domain: Gender

11 Is

@ro Ferrara

Peter Muller

MALE FEMALE

~._

1
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A Toy language
A Commands:

== (1;C
if (B) then C; else Cs
whiIe(B) C1
x=FE
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A Expressions

E:=— ¢
X
E,i< op >E,

where:

> C IS an integer value

> X IS a variable

><op> arithmetic operator, i.e. +, -, *,/

PietroFer rar a: ONurnelratciadnalondomai nso
Analisi e Verifica di Programmi, Universitad  Crasgari, Venice, Italy



A Conditions :
B: == true
false
B; OR B,
B; AND B,
Ei< comp >E5

where:

> < comp> Is a comparison operator
A>1 <1 ::1 |:
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Anexample

1=0;

r=1;

while (i< exp) {
r=r=2,
I=i+1;
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Anexample

A Which is the semantics of this program ?

A Input: exp — 2

=0;: expr—2,i—0

r=1; expr—2,i—0r—1

while (i< exp) { 0 < 2%7true 1 < 27true 12 < 2?false
r=r*2,

1=1+1; exp— 2,i— 1Lr—2 exp—2,i—2r—4

exp—2,i—2,r—4
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Concrete domain

A For each variable, we trace a value:
Env : [Var — Z|
A Runtime behaviors:

> Set of environments
> | attice with set operators:

(p(Env), C, 0, Env, U, N)
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Semantics of expressions

Ei< op >E5

A Function that
> given a state and an expression
> returns an integer value

A States = Concrete domain
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Formal definition
Allc,ev| =c

Al ev] = ev(y
AJE; <op> Ejev] = AE;, ev]|< op >A[E,,ev]
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Semantics of conditions

B : == true
false
B; OR B,
B; AND B,
Ei< comp >E5

A Function that
> given a state and a condition
> returns true or false
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Formal definition

true, ev]| = true

|false, ev| = false
[B1 OR By, ev] = T[By,ev] || T[Bo, eV]
[B1 AND By, ev| = T|By,ev| && T|B,,ev|

T|E; < comp > Ep,ev] = AﬂEl, ev]]< comp >A[E,, ev]

PietroFer r ar a: N rmeelra tciad nanlondomai ns o6
Analisi e Verifica di Programmi, Un itad CFasﬁxari,Venice Italy

5 =5 33




Semantics of commands

C == Cl; C2
if (B) then C; else Cs
Whi|€(B) C1

x=FE
A Function that

> given a state and a command
> returns the following state and command
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Concatenation

<C1, EV> — €V1

<C1; C2,GV> — <C2,ev1>



T|[B, ev| = true

(if (B) then Cy else Cy,ev) — (Cq,ev)

T|B, ev]| = false

(if (B) then C; else Cp,ev) — (Cy,ev)
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T|B, ev] = true

<Whi|e (B) C1,6V> — <C1;while (B) C1,6V>

B, ev|| = false
(while (B) C1,ev) — ev
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evi = ev|x — A[E, ev|]

(x = E,ev) — evy
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Abstract nonrelational domain

A Pointwise abstraction of concrete domain
Env : [Var — N]

A N : abstraction of numerical values
> Sign, intervals, parity, congruences, e

A Abstract set of integers with a value:

N

<W(Z)7 g7@7Z7U7m> : <N7 §N7J—7—|—7|—|N7 |_|N>

N
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A Which is the semantics of this program ?

Alnput: [exp — T]

i=0; [expr— T,ir 0]

r=1; |expr— T,i—0,r— +]

while (i< exp) { 0 < T?Boh! T < T7Boh! T < T7Boh!
r=r*2;
I=i+1;

exp— T,i— +,r— 4]  Fixpoint!

exp— T,i— +,r—+
exp — T,i— T,r+— +]
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Semantics of expressions

Ei< op >E,

A Quite similar to concrete definitions!
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Formal definition

Alc,ev] = eval const(c)

A[x,ev] = ev(x)

AlE; <op> Epev] =
eval arithm(A[Eq, ev], A[E,y, ev], < op >)




Evaluation of constants

A eval const :primitive of numerical domain

A Given an integer constant, returns its
abstraction

A E.g.: sign domain

+ ifi>0
eval const(i)=<¢ — ifi<0
0 ifi=0
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Evaluation oérith. expressions

A eval arithm :primitive of numerical domain

A Given an arithmetical expression, it
returns the abstract result

o o
0 0 0 0 0

+ 0 - top
- 0 - + top
top | 0 top top top
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Semantics of conditions

B : == true
false
B; OR B,
B; AND B,
Ei< comp >E5

A Function that
> given a state and a condition
> returns true or false or top
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Formal definition

true, ev] = true

false, ev| = false
B; OR By, ev] = T[By,ev] || T[B,, ev]
T[B; AND By, ev]| = T|By,ev] && T|B,, ev]

TﬂEl < comp > Eg,e\/ﬂ =
evalmnd(AﬂEl,ev]] A|[E2,ev]] < comp >)
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Abstract or operator

Abstract or True False

True True True
True False Top
True Top Top
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Abstract and operator

Abstract True False Top
and

True False Top
False False False
Top False Top
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Evaluation of condition

Aeval cond :primitive of numerical domain

A Given a conditional expression, returns
true/false/top

AEQ: -—

false true false

o false top false top
- true true top top

(88 top top top top
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Semantics of commands

C == Cl; Cz
if (B) then C; else Cs
whiIe(B) Cl
x=FE

A Quite similar to the concrete definition

A Need to consider when a condition is
evaluated to top
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Concatenation

<C1, eVv)—EVy

ev)
<C17 C27 ev>—><C2, €V1>




evi = ev[x — A[E, ev]]

<X = E, ev>—>ev1




T[B, ev] = true

(if (B) then C; else Cp,ev)—(Cq,ev)

T[B, ev] = false

(if (B) then C; else Cy,ev)—(Cy,ev)

. O Nurneelra tciadnanlondomai ns o
| rifica di Programmi, Universitad CFasgari, Venice, Italy



THB,GVH — TB) <C1,e\/>—>e\/1, <C2,e\/>_>e\/2

(if (B) then C; else Cy,ev)—evy Lev,
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